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database spongebob  Password!
squidward acme_z9z
sally llovetexas
krabs luoytdigat
gary meow
patrick bboe

admin:xYa4!nSh

storageapp.com/login

spongebob:Passworg1

squidward:acme 29z

sally:ilovetexas

admin:xYa4!n9h

emallapp.net/sign-in
e spongebob:Password;
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ITDR(Identity Threat Detection and Response)

Gartner

Trend 3: Identity Threat Detection and Response
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* ZX: Gartner Identifies Top Security and Risk Management Trends for 2022 (March 7, 2022)
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ITDR(Identity Threat Detection and Response) =2|& J1/d

ALE X 32| HE
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1%} 201: Threat Intelligence2| 2-21} Bot }0]

"most_significant_data_grant_type": [],
"top5_affected_tenantid": "{'1f5171cb-e98e-4bd46-al14f-bb6bc7d774e17': 75%"

'

“top5_affected_tenantname": "{'cia-us-prod.ice.ibmcloud.com': 75%",

' 5 "most_significant_servicename": [
I'm not a robot

“factors"
175

“anomalous_event_count": 50,

"most_significant_tenantname": [
“cia-us-prod.ice.ibmcloud.com"
1,
IBM Security\ferify “summary”: "Abnoxrmal number of device enrollments: 50 anomalous events are observed,
10:00:00 UTC.",
Create an account "severity": "critical",|
“top5_affected_data_origin": "{'49.36.49.39': 75%",
Already have an account? Log in “rule_name": "Abnormal number of device enrollments”,

"impacted usex count": 1,

Email address - 3
"end_time": “2023-01-31 10:00:00",
ppan@mailinator.com "anomalous_suspicious_ips": [
"49.36.49.39"
Create account password 1.
"index": "event-management-x",
shesssan @ “most_significant_tenantid": [

"1£5171cb-e98e-4b46-al4f-bb6bc7d774e17"

] ’
“rule_id": "ABNORMAL_DEVICE_ENROLLMENT",
"top5_affected_geoip_country_name": "§'India': 75%"

Last updated on Feb 15,
2023 8:17 PM SGT

ﬂ Warning Your password was updated. Consider changing your password because it was found on a list of commonly used and/or breached passwords.
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Username | @ Normal User Behaviour
Password
@ Abnormal User Behaviour
@ Known Fraudster Behaviour
Forgot ID | Forgot Password Help

Authentication factors

Enable the authentication factors that users can use to sign in to the target applications.

Behavioral biometrics

High confidence required
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Trusted Attack

J | I\ J
1 I

Leva Medium High Vary High

Authentication factors

Enable the authentication factors that users can use to sign in to the target applications.
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a2k 2k31: IBM Security Verify App 5 & HH A

' Google Play

22 OTP2I 100% Z8tE|=,
-

IBMO| 2734 T £telots R AL

IBM Security Verify

International Business Machines Corp.

108+

[©
App Store 02| 7|

0| ¥2 iPhone % iPad2| App StoreOilA{2t ALEE! 2= QlELICE

@ HAM0E
p:/worwib IBM Security Verify
= (“(_ T IBM

H SR &= 22t 7150] E0{2h
=Y £2 28 OTPE X2 HIZ ALl EA[L!

Do you approve the
transfer for $1337

Github

Developer

Sign in securely from

anywhere

Access code

IBM Security / © IBM Corporation 2023
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212 A H: Cis 24 I5(MFA)

ol

FIDO2 U2F 21& K= QI WebAuthn 21

+

Touch ID for "“IBM Verify"

. - v . Select an account to sign in
Let’s confirm you're authorized

David

Cancel

SMS/EMAIL OTP 215 User Presence AM 20l

Are you trying to T
Enter your passcode signzin to Federal Login/Registration

Credit Union? SIGN IN SIGN IN WITH

§ FACEBOOK

© INSTAGRAM

1895

Submit
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O[OJRIE{E| 21 BH*|oll chet HECt 2152l CHS: SOARLI2| A

— IBM Security QRadar SOAR
I

O|HIE
o
STEP 1. N STEP 2. ($ STEP 3. N
. Case Creation Playbooks Mitigation
IBM Verify Ny Y > g N
OfOIHIEIE| 2191 EtX| automatically created when a target Execution begins and tasks are Automated target mitigations on —
U MM TS is found. » assigned for mitigation. » policy, group,User inactive etc.
Aesecty App: Verify for SOAR
- - Add User Entitlement
£ Randori - Add User To Group
- Remove User Entitlement
File Path £ Randori - Remove User from Group
o - Reset User Password
; - Set User Inactive
DNS Name E.eSo NES- P Randori . .
' App: Verify Priv for SOAR
- Create a secret policy

£ Randori

- Create a secret template
- Deactivate a secret

- Expire a session

- Get report audits

- Get reports

- Get secrets

- Search reports

- Search secrets

- Search security audit logs
- Update a secret policy

- Update a secret

IP Address 35.201.103.45 /,’i‘" Randon
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DevSecOps: OIZE|A[0|M AZAfele U HI EX

IBM Security Verify

OpenShift

Nginx

Verify

Route Operator

Operator

Ingress
Operator

Verify
Application
Secret(s)

Application

OpenShift Environment
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1BM Security Verify Guide me ?
A list of permission that are brought from the target applications after the account synchronization operation.
@ Home X Filters Re
@ Applications e = : :
2 ermis ¢ F
Vv Application name 1 X
Applications
[[J 2 Microsoft 365 Permission name Description Application Category
Application settings D Active Directo
ive Dir ry
App role management [7] adadasda with basic autho AWS TAM(Custom) Default
Application profiles [—] ALM
P MBI 2 aws-ec2-spot-fleet-tagging-role - AWS IAM(Custom) AWSIAMRoles
[C] Amazon Web Services (AWS) ¢
Provisioning results @
D AWS AWSServiceRoleForConfig - AWS IAM(Custom) AWSIAMRoles
Account synchronization AWS IAM(Custom)
rtification [C] AWS Provisioning AWSServiceRoleForElastiCache = AWS IAM(Custom) AWSIAMRoles
3 Ditscior [] BigBlue Bank
- y AWSServiceRoleForElast radBalan AWS IAM(Custom) AWSIAMRoles
E] Box
& Authentication [} Oistbouiid
ox_Outboun
Slie it e AWSServiceRo Organizations AW AW
S CISY, [C] CIAM - Distribution
.0 Data privacy & consent 7 [[] CIAM - Healthcare ceRoleForRDS = AWS IAM(Custom) AWSIAMRoles
User experience D Custom Launchpad
D Custom On Prem App AWSServiceRoleForSSO AWS IAM(Custom) AWS
Integrations
[] bemo 02
Analytics rSu AWS IAM(Custom) AWSIAMRoles
D Demo 03
Reports
D Demo App 01 AWSServiceRoleForTrustedAdvisor - AWS IAM(Custom) AWSIAMRoles
[C] pemo Native App
Global configuration (] une Privacy Demo Ba AWS IAM(Custom) AWSIAMRoles
[] Google Workspace
IAM_LAB_R1 AV A\MRoles

ISAM_IAM_LAB_R1 - AWS IAM(Custom)

= ExfAEC SR EE ?(t QIEX|s, 1T 7|EF XRMICH A 5! JehE D kel FEF 15 IBM Security / © IBM Corporation 2023



A2X10]| ChEt A7 2 A5t -E'_-’:.'(Identity Analytics) S|

Risk Info

Y

= 18M Security

Risky users

110

Quick iNSIBNtS wastanaisadon 18 bac 201, 15:42:84

Critical violations

264

Risky applications

15

Risky entitlements

76

Scott Daman

Top recommended actions

All violations

Top high risk violations

Top risky applications

Pending reviews Score + Type Application
-l B ccess s newsr recarived
721 739 [t
M Farson is suspendod but ane or mar,.. 17598 1] Zolo CRM
W User's entilement deviates from p...
—— Racrty mcuns g B dccourtisophan
viclntione 45.47 =0 JKFinance
I Suspend accaunt
39.81 =0 StoreLinux
37.95 1] MayuriLinux
36.22 o ITIM Service
Top risky users Allusers  Top violations All violations
. . 27.38 =0 Linux_sued
Score + User Severity (1) Score +  Violatien Severity (i)
2494 =0 Dusty
1159  Alan Smith — 164.97  User's entitlement deviates from peers I
2292 1] PGLINUX
11.25 Bhattacharjee — 1442 Access is never recertified I
193 Sales Composer
10.61 Chuck Riegle — 112.7 Account is orphan —
1513 =0 161
106 Kevin Holan — Y Access was not added through workflow approval
i 13.48 Mina
1038 Mason Mount — 2 Person is suspended but ane or mare of their — 0
accounts are nat suspended
ClZX|50| ol 2 AFZAIOICt S1AH H Lot Q= H|IA
(Y o) o 1 A= (@]
ol St 5{gtS 2 M50 OIO|HIEE| {1 HEE EA
= UL o2 L — [= N e] =2 L 1
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All applications

Severity (i)
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Score + Policy

Access has never been

recertified

1 Access has never been
recertified

1 Access has never been
recertified

1 Account is currenthy
dormant

1 Account is currently
dormant

1 Account is currently
dormant

1 Access has never been
recertified

1 Access has never been
recertified

1 Access has never been
recertified

1 Access has never been
recertified

1 Account is currently

dormant

3 of 30 Selected.

Risk Level

F
F
F

Overall Risk Details

Risk Score  Reason

305 James Martin has recently gained an unusual number of entitiements.
274 James Martin's entitiements deviate from similar peers.

104 JamesM account had an alert for misuse of access in last 30 days.

19

JamesM account has no activity since 7 days.

View Details

(") Mtemsperpage 50 V¥ | Results 22

Recommendation: Revoke ( 80% confidence )

Similar certification requests:

User: Maria Doss Entitlement: L1 Support Risk Match: 100% Action: Revoke
User: Olive Diggs Entitlement: L1 Support Risk Match: 100% Action: Revoke
User: Ronald Atentio Entitlement: AD_User Domain Resources Risk Match: 80% Action: Approve

User

Daniel Hoerr

Francine
Durvall

Colieen
Atherton

Jack Reeves

Erik Lutz

Joan Johnson

Cynthia Rothe

Wanda Howell

Colleen
Atherton

Randall
Gonzalez

Amy Bigelow

L A 2 2 2 3 3 3 2 B 3 J pE===

Application Entitlement ity | (i) Recommended Action Source J
G53 MM:T_DB4_M Recertify access Gl O
GE3 FIT_DBS_V Recertily access Gl O
zSecure FACILITY/FILEM. TAP! y
RACE JALTER Recertify access 1G1
1GI MNIA Suspend account 1G1
1GI1 i, Suspend account 1G1
1GI1 MNIA Suspend account 1G1
=53 BC:T_046_M Recertify access [=1]
=53 BC:T_001_M Recertify access 1G]
zSecure FACILITYVRAS. REFR ;
RACE JALTER Recertify access 1G1
zSecure y

APPLCNM1S/READ Recertify access 1GI
RACF
z5ecure
RACE /A Suspend account 1G1
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