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The Digital Industrial Economy 

Digitalization 



Things getting connected 

*From Cisco UBSG, April 2011 
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IoT Vertical Market Trends  
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Healthcare 
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Geo-fencing 

Machine diagnostics 

Inventory control 

Industrial 
automation control 

Equipment 
monitoring 



HVAC 

Transport 

Fire & Safety 

Lighting 

Security 

Access, etc. 

Turbines 

Windmills 

Batteries 

Generators 

Motors, 
Drills 

Fuel Cells 

ENERGY 
Rigs, Derricks, Well 

Heads, Pumps, 
Pipelines 

Alternative 

IoT 
(Internet of 

Things) 
CONSUMER & 

HOME 

PDAs 

Implants, Surgical 
Equipment 

Pumps, Monitors 

Telemedicine 

INDUSTRIAL 

Pumps, Valves, Vats, Conveyors, Pipelines 
Meters, Drives, Converting, Fabrication 

Assembly/Packaging, Vessels 

Tolls, etc. 

Automobiles 

Traffic Lights Ships 
Planes 

RETAIL 

POS Terminals 

Tags 

Cash Registers 

Vending Machines 

Signs, etc. 

SECURITY/PUBLIC
SAFETY 

IT & NETWORKS 

Tanks,             
Fighter                

Jets 

Battlefield  
Comms 

Homeland  
Security 

Servers 

Storage 

PC,                      
Routers 

Switches 

The Internet of Things Is a Broad Area 
M

ic
ro

p
ro

ce
ss

o
rs

 

…. 



Trends Related to the Internet of Things 
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IPv6, 100 addresses for every atom 
on face of the earth 

There are millions of sensors, of 
which are smaller, cheaper, faster… 
and there are billions of them 

Big data and analytics extracting  
insights from collected information 

Security and management of all ‘things’ 
is essential to ensuring the data 
collected can be trusted 



IoT   R 
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Internet Of Vulnerability 

Source: RTC magazine 
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Privacy 
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IoT  
enabled 

Privacy 
 Device and 

Data 
Management 

 
  Security 

and 
Compliance 

Identity 
and Trust 

Security, Management, Identity and Privacy are key 
enablers for IoT 



Multi-layer Problem Multiple Technology Layers 
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Devices 
 

Mobile, Embedded 
 

Device Applications 

Data 
 

Data center needs to 
be protected 

 
Critical data should 
not be extracted or 

lost 
 

Network 
Level 

Segregate 
embedded &  

corporate 
 

Detect deviations 
 
 

Internet of Things: A View from Symantec 
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• When a device is contacted for the first time (a user, 
another device), can it be identified 

• Can a device be trusted? 

• Can we ensure code, information coming from the device 
has not been altered in transit 

• Can we trust the data that is generated by the device 

• Trust and Identity mechanisms are needed, like 

– Certificate as a root of trust: MPKI 

– Code signing 

– Secure communication between device and server eg: 
SSL 

– Ensuring that a device is reporting its true status: 
Anomaly Detection in Industrial Control Systems 

Internet of Things: A View from Symantec 
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 Device/ 
Data 
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  Security 
Compliance 

Identity 
&Trust 

Trust and Identity key to ensuring devices and data 
can be relied upon 



25 

• Privacy violation risks:  

– “Things” (vehicle, power meter, wearable fitness 
devices, and etc.) are pervasively collecting 
massive amounts of data 

– Collected data is uploaded to the cloud and 
service providers 

– Need to ensure that only authorized parties are 
allowed access to data 

• Privacy protections are required, including:  

– Access control : Example: 2 Factor Authentication 

– Data encryption 

– Data Loss Prevention 

– Obfuscation 

 Internet of Things: A View from Symantec 
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&Trust 

Restricting access to the data and to the devices 
and preventing data leakage key to privacy 
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• Data Management: 

– Huge amount of data generated means data needs to 
be handled carefully 

– Backup, archiving, search all key issues but processing 
of data real-time also needed 

– Ensuring data is safely stored another key issues 

• Device and application management 

– How devices are managed important to ensuring a 
secure embedded network 

– As embedded devices become application platforms, 
apps need to be handled as well 

• Solutions are required, including:  

– Backup, archiving, e-discovery, Information Fabric 

– Device and Application Management 
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Identity 
&Trust 

Management of devices , data and applications 
important for overall IoT market 



Summary 

Awareness Security Confidence 

Understand usage 

Build formal programs 

Networks and devices 

Staff training  

Risk exposure 

 

Management  

Identity 

Privacy  

Visibility 

Symantec leadership 

Breadth of solutions 

Trusted and experienced 

 

 



Thank you! 
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