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(NFV/SDN)

. Automation & Orchestration Integration

Native Cloud Services & Offload

. Big Data / Security Analytics
. APl Driven

INDUSTRY TRENDS
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CUSTOMER TRENDS
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[ Thin Client

. BYOD (Bring your own everything)

(The internet of things)

. Resilience, recovery and incident response

. Platforms and DevOps
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Platform (Heartbleed,
Shellshock, POODLE)

Cloud — as a platform for innovation &
exploitation

THREAT TRENDS Target Attack

Adaptive Malware
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SE O ol K= 2.7

v" Virtualized

v' BYOD
v

v 10T (Internet of everything)

v’ Sea of alerts: signal to noise
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Beyond Traditional Firewall....



Advanced Security &

JUniper

NETWORKS
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App * Understand security risks
« Address new user behaviors
App  Block access to risky apps

« Allows user tailored policies

* Prioritize important apps

« Rate limit less important apps
e SSL packet inspection

'w  ‘Layer 7 Inspection”
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= P2P apps
» YouTube 1Mbps
= Anti-virus

= P2P, YouTube

= Anti-virus

. Application

= Anti-virus

'w Layer 7 Inspection”
“AD Integration”

“AD Integration”
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* Protection from top-
tier AV partner

» Multilayered spam * Filter out extraneous * Block malicious URLs
protection from or malicious content

security experts

* Prevent lost
productivity

* Maintain bandwidth for

* Reputation-enhanced

capabilities * Protection against essential traffic

APTs

“Layer 7 Inspection”

“L7 Inspection”
“HTTP Redirection”

“AD Integration”

“L7 Inspection”
L “HTTP Redirection”
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Advanced Security
...In reality...



JUniper

NETWORKS

Advanced Security

Can do Plug-and-Play in network??? (HZ 0t 5I3H HIE S&7?7?)

v' Advanced Security= Legacy 23t 01| HioH
ENEH Ngst 2SS X2 0] B

v' Operational Complexity& I8t Business &€&
Mot ¥ Risk St

. Operation Cost

User& st
APPE! 3} &

SSL-Proxy
Web-Filtering
Anti-Spam
Anti-Virus
IPS ‘

How to decrease operation cost?
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Advanced Security

Al 3l=l Security Processings A& S H/W , S/W Platform J|BF 810l= ...

v UES® £& XN&tkBottle neck) / AHIA SHA
v Low Reliability
v Service Quality Issue

v Business Reputation0fl & &t
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Dilemma?
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HES & Advanced
HES CtE & Security
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Return.to Basic !
P~

Copyright © 2015 Juniper Networks, Inc.



Juniper

Tri-Level Security

NAT

re Resour

Firewall Filter | Screen ‘

1

Network Traffic
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High Availability

- | PFE ¥ PFE & PFE
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High Availability with Chassis Clustering -

VIPE 0|&¢8t &&= RedundancyE EHE 728t Chassis Clustering S EH2| &5t

One clustered Chassis
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Customer
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Separation of function in HW
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NETWORKS

Strength from a common DNA

Across security, switching and routing

I:I] Intelligence * Intelligence sharing
and analytics  « Logging & reporting

Network Service * Programmable
Automation  OpenAPIs

,‘j Management y Slngle operating
environment

Architecture  Silicon, systems and
hardware
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JUNOS Automation

Can automate everything you want to do...
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S Advanced
ad Security
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It’s All About Time...

Equipment Threat Response Grow/Scale/Change
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High Performance
STEE

Threat
Intelligence

Automation
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THANKS
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