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Your site 1s going under sttack unless you pay 25 Bitcoin.

e Mk D188 SUE7
Pay to 198Qaeuj6oMeuan2p5eyDx7SodweMW2NXH Obitcoin== M5 nea8s 57|
= VIR, o umngioE Py
2| A% A0 EOIFID ¢ NEAE i SRR Yot Ay Sug!
Please note that it will not be easy to mitigate our attack, because O wnAYE U
our current UDP flood power is 400-500 Gbps, so don't even bother. At AN AR G RO N e TN .
~ 4l keast, don't expect cheap services like ClondFlare or Incapsula to W EEE NG AN REL AN BN NS G H RSN MEETE FINML ST NSV ER
help._but you can try. :) ANE PRE NPNLOE Wb Rae LENE EN RS BB S TUD T 48 VT IR ST 2

.. |l Right now we are running small demonstrative attack.

| Don't worry. it will not be that hard {it shouldn't crash your site)
£ 4| 54 and it will stop in 1 hour. It's just to prove that we are sericus.
Check UDP traffic. o)

D0 deao g | We are aware that you probably don't have 25 BTC 3t the moment, 50 we
~ =|l are giving you 24 hours.

Find the best exchanger for you on

https:/ /localbitcoins.com or

T
O VAR, £ AV

http: / /howtobuybitcoina.info W6 i st ka4 0ap U i

W ey 10 Farcd 30033 10 1héw ¥

You can pay directly through exchanger to our BTC address, you don’t
even nead to have BTC wallet
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Threat Landscape

362 New threats every minute, or more than 6 every second
139, Growth of the McAfee Labs malware zoo between Q4 2014 and Q1 2015
4990 Rise in mobile malware samples from Q4 2014 to Q1 2015

819% Jump in new suspect URLs found in Q1 2015 compared to Q4 2014

165% Increase in new ransomware in Q1 2015

317% Growth in Adobe Flash exploits in Q1 2015

ZI0JOMOIO[OMOIO[OE I Unique malware samples in the McAfee Labs Zoo as of Q1 2015

Source: McAfee Labs Threats Report: 15t Quarter 2015
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Ransomware trend
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Ransomware trend

Ptt posta hizmetleri

EA273182901BE takip numarali kargonuz 09 Mart 2015 adresinize teslim edilememigtir. LGtfen
adres bilgilerinizi glincelleyerek kargonuzu teslim aliniz.

SOOI IIIEIII OIS EEEIEEEEEEEEEET I I EEEEEPIEEEEEERIEEIEIES IR OIS IAEEEEEIIIEIEAEEES )

Teslimat adresi degigtirmek igin PTT Adres Degisikligi Formu indirip dikkatlice ve eksiksiz olarak — l
doldurmaniz gerekmektedir.
Adres Degisikligi Formu Indir Your documents, photos, databases and other important files have been encrypted with strongest
encryption and unique key, generated for this computer,
Dikkat Private decryption key is stored on a secret Internet server and nobody can decrypt your files

until you pay and obtain the private key.

Kargonuz 15 ig guni iginde almaniz gerekmektedir. Faziadan her gin igin PTT sizden

e 4 You only have 96 hours to submit the payment, If you do not send money within provided time, all
25TL/glnlUk tazminat talep etme hakkina sahip olacaktir,

your files will be permanently crypted and no one will be able to recover them.

Gizlilik Politikas: Press Wiew’ to view the list of files that have been encrypted.
PTT olarak ilgili kurallarin tarafimizca timd ile eksiksiz bir sekilde yerine getirilecegini teyit
etmekteyiz. Boylelikle, agagida belirtilen kigise! bilgi toplama ilkelerine bagh olarak, tim
gayretimizi tarafimizca toplanmis olan her tirli bilgiyi ekibimizce alinan siki glivenlik ve gizlilik
onlemleri ile saklama hususunda 6zen géstermekteyiz. Kigisel bilgi toplama ve kullanimint en
aza indirgeyerek, toplanan kisisel bilgileri sadece iglemlerin gergekiesebilmesi igin gerekli olan
stre kadar tutmakta, te yandan size en kaliteli hizmeti ve birbirinden gizel firsatlan
sunmaktayiz. Web sitemiz, gizlilik konusunda yeterince duyarl oldugunu gosterebilen ve
standartlanmiza uygun olan sitelere baglantilar icermektedir. Ancak ilgili sitelerin igerigi ya da
gizlilik uygulamalarindan PTT sorumlu tutulamaz.

Press Next’ for the next page.

95 59 29

IO IIIIIIIIIII PSPPI PG IIIIIIEIIII PP I I IEEEIIII I ISP GGG IS SIS SIS S PP PP PP IS ISP P )

Bu e-posta baha_guler@mcafee.com igin gdnderilmistir. Eger artik ilgilenmiyorsaniz haber grubu
Uyeliginizi iptal edebilirsiniz

PTT Posta Hizmetieri
Posta ve Telgraf Tegilati A.$. 2015
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Ransomware trend
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Dyre YEHIE OFF BHE W2t AIAHE ABAGUUCE | | sliments_universelles lolivierscr B o
TR ; 0
 alte_poststr_25_72250_{reudenstadtscr
B o=zt
» an_der_wassermhie_3_28816_stuhrscr
* andros_consultants_limited.scr SAL WOFT| B4, 2015.

* b_n_r_roofing_2000_itd scr

* b_van_brouwershaven_and_zn_bv.scr

* bill39CE113.5¢1

« falrview_rehab_and_sports_injury_clinic.scr
o fashioncrest _Itd scr

o feedback_Instruments _Itd914 scr
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Ransomware is strong than...... Before

Bit Coin

Go to the mobile

Tor Network NAS storage
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How to prevent Ransomware




New Ransomware

PR ST ETTAT SO R TP T,

TESIACRYPT RANSOMWARF

ANGLER EXPLOIT KIT

New type of Ransomware : Teslacrypt

FORN, FONGH, RN, W

CryptoLocker

tabases and other important files have been eacrypled J

nd unigee key, gencrated for this competer,

ot bt of ey ygad Mes,

hrod an & secrat Intersat server and nobody can
[pay and abitein the privete key,

s s b B 3 e e personnd e
et Slowy Thee Wt Ton

If you see the main locker windew, follow the instructions on the locker,
Owerwise, it's seems that you or your antivirus deleted the locker program.
Now you have the last chance to decrypt your files L
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Open hitp:/ [ 33e8hq 20q 2h & kr), 2kjb0.net or hitps:/ [ 39rbhq 20 284 kz) tar 2web, fi
in your browser, They are public gates to the secrel secver,

If you have problems with gates, use direct connection!

1. Dowsload Tor Browser from hitp!/ [/ terprejectorg

2. In the Tor Drowser open the htip:/ /34r6hg26q2h M kg onlon/
Note that this server is avadable via Tor Browser only,
Retry in 1 howr of wiie is not reachable,

Copy and paste the following Bilcain address in the inpe! form an server. Avaid missprints. iy

18CH7 nusby 3mN $Ksp SLS JurpUdmb SN Topa

Follow the instructions on the server. Chek Aw Trvw Decrypbon on ade

g s Cater Decrypt Key




Analysis report
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Adobe Flash: the new target

T
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Adobe Flash: the new target
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Adobe Flash: the new target
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Why Flash?

public function sadad(parami:int) : *

{

if(paranl == 1)

{

seturn PAS01~0-000+00A«3~0B.003-1737 37374-£=16uCE 65 RelwdznD62) »3n205065=T47 ~=Dud
}
if(paranl == 7}
{

return [E34-29-290-9-03090-30-3-390309-090~30~50-31-9090-90$-0-3-292909C-3-03-05090~30~303090-50909050-909-257-90905-0-3-03080909-0-305050-92-3§ 03¢
|

function read memory(parami:Vector.<int>, param2:uing, param3:uint) : uint

{

*[1(9'“'3 >= paran2) public function kryuje()
seturs paramti((paramd - param2) / 4); {
}

super():
return paraml{1073741824 - (param2 - parem3) / 4): pex();

private function InitEx() : void

{

public static function wecy() : Loader
ggev = Jtyk.xxfh(); {
var _locl_t* = kryuje.wecy(): fvar _locl :* = new Loader():|
var _foc2_:* = new RegExp(”[3292754016]+%,%5"); return _locl_; :
var _locd :* = fT??TT?'"EQ‘aEfﬂj':dEfolkéiy:Z:Gzé‘:e"tﬂ.repllce }
_loel_[_loe3_] (guew);
stage.addthild(_locl_ )7

“LoaderloadBytes{RC4 decode{RC4 encrypted data))”

1€("win 11,7,700,22¢" ‘== _10c7 )

revurn null:
)

_locd_.writeUnaignedInt(_locS_ +
locd_.position = 647
_locd_.writeUnsignedInt(_locS_
locd_.position = 74;
_locd_.writeUnsignedInt(_locS_ +
locd_.writeUnsignedint(_locs_ +
_locéd_.writeUnsignedInt(_locS_ +
locd_.writeUnsignedInt( locS_ +
_locd_.writeUnsignedInt(_locS_ +
_locd_.writeUnsignedine (param?):
_locd_.writeUnsignedint (4054);
locd_.writeUnsignedInt (i4):
_locd_.writeUnsignedint (parasmd -

-

4646381):

4203)3

$576524) :
1145378) ;
1509483);

4):
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What Is Advanced Malware?

. Theft
Typically o
. . apbotage
Criminal _ g
Espionage

Stealthy Evades
Targeted  Legacy-based
Unknown = Defenses

Discovered Dataloss
After the Fact = Costly clean-up
Long-term damage

Key Challenges

+ Existing blocking and prevention capabilities are
insufficient to protect against motivated, advanced

Gartner ;-
* Many of these attacks are not advanced in techniques;

they are simply designed to bypass traditional signature-
based mechanisms.

Source: Designing an Adaptive Security Architecture for Protection From Advanced Attacks (Published 12 February 2014) (intel" Security @ | 16



Advanced Malware

Market wisdom

However, Sandboxing by ltself
Should Not%¢&

Unknown

Because No Signature Match

Not Real Time
Resource Intensive
Lacks Scalability

Alert vs Actions

Not effective
against all malware

RR¥IB% |y Defense

-
L Safe
ﬁ EMalware
Malware
|dentified

Because of Behavior Analysis
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Broadest OS Support

» Target-specific analysis: Analyze threats under the
exact conditions of the actual host profile within the
organization

* Reducing the chances of missed malware or false positives
 Faster results: Scales sandboxing capacity

» Customizable sandbox images

» Broad support covers corporate environments,
including server and mobile traffic

McAfee

Windows XP 32/64bit
Windows 8 32/64 bit
Windows 7 32/64 bit
Windows Server 2000-2008
Android
Custom Image

OO0

(inte ) Security @ | 18



The Packing Challenge

—UPRV2e-3 (250%)

L S XD

» Custom packers used in targeted attacks

» Packing or protecting changes the
composition of the code or obfuscates it to
evade detection and reverse engineering

* Need to unpack to get to original
executable code for analysis

Packed Malware Discovered

« Packed malware can hide femee

60,000,000

» Delayed execution 50,000,000

 Alternative execution paths 40,000,000

30,000,000

20,000,000

10,000,000

0 - || . l I

2008 2009 2010 2011 2012 2013 2014

Source: McAfee Labs Q2 2014
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Understand Your Adversary

« Advanced Threat Defense immediately identifies the file as malicious with
14 specific classifications

* Note, that static code analysis also shows the 43% of the code did not execute

in the sandbox

« So what else is missed if only dynamic analysis is used?

Behavior Summary (57 percent code coverage):

Hides fle by changing as attnbutes

Detectad sx=cutable content dropped by the sample
Created executable content ynder Administrator temporary directory

From Mcrosoft: CreateURLMonkar can produce results that ar= not eguvalent
ta the nput, its use can result in secunty problems

Committed 8 reglon of memory withn the virtusl sddress space of 8 foreign
process

Tred to connect to a specfic service provdaer

Created content under Wndows System directary

Manipulated with active content in the admin
tamporary deectory

Chtaned and used xon of legt system application
Created exacutable content under Windows diractory

Executed active content from Windows system folder

Set coliack functon to controd system and
computer’s hardware events

Downloaded data from a webserver

Registered (unregstered) the serace name m a
Dynamic Data Exchange {DDE) server supports

(intel)’ Security @ | 20



Static Code Analysis

« Advanced Threat Defense unpacks R -~
and reverse engineers the file to G
expose the actual code for analysis shone  Repawon Mol Yaa | sandoox Final
Name - - - - ose

Severity N/A N/A N/A None 5 5

« Compares code to known malicious
COde, |dent|fy|ng thIS relatlvely ::I&:?am&l;'lﬁeg??Is;‘lglesr:g:::y?;s\;lssbased on static code analysis matching on known
unknown file as part of the
Trojan.Win32.simda malware family Family Classification

« Static code analysis finds 96% e e il
similarity to known malware family -

Description: Simda is a Trojan threat which steals data from the victim's
machlne Ilis a multi- component malware which can act as a file-

d stealer and malware downloader. It is
known to largat cenam banking sites. It can also give malicious hackers
backdoor access and provides control 1o the vicim's machine.

(intel)’ Security @ | 21



Quarian — Designed for Sandbox Evasion

In Action
1. User receives phishing email

2. User Clicks link and downloads PDF
3. Other sandboxes see no bad behavior

Quarian leverages older code but designed
to identify a sandbox and stay silent

Malicious
Web Server A Attacker
SANDBOX oA
o .| i[> phishing Email

download ==

Majority of code remains the same as

previously known attack 4

\
&\ End User

(intel)‘ Security @ | 22



Stopping Quarian and Sandbox Evasions

Advanced Threat Defense and Static Code Analysis

» Advanced Threat Defense scans incoming PDF
« Dynamic Analysis sees no bad behavior
 Static Code Analysis unpacks and identifies code as known malicious

Malicious
Web Server A Attacker

Similarity Factor: 66.72 .EI :
)" 1

s

v E :" . . .
Analysis of a1 E Phishing Email
ST ee— Unpacked Code w

=R ATD ¥

End User

!i

ATD
@ Security @ | 23



Advanced Threat Defense

Key differentiators

Advanced
Threat Defense

Comprehensive High-detection Centralized
Approach Accuracy Deployment

(inte|>' Security @ | 24



Comprehensive Approach to Malware

McAfee

Next Generation

Firewall
McAfee Network
Security Platform

McAfee ﬁ
Active Response @ m

McAfee Enterprise
Security Manager (SIEM)
McAfee ePO @

McAfee
Threat Intelligence Exchange/
Data Exchange Layer

Correct

McAfee
Web Gateway

Detect

McAfee
Email Gateway

McAfee Threat Intelligence
Exchange Enabled Endpoint

McAfee Advanced
Threat Defense

McAfee
Active Response
McAfee Enterprise
Security Manager (SIEM)
@ McAfee ePO

McAfee
Threat Intelligence Exchange/
Data Exchange Layer
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Advanced Threat Defense

Key differentiators

U

Advanced
Threat Defense

Comprehensive High-detection Centralized
Approach Accuracy Deployment

(intel)‘ Security @ | 26



Global Threat Intelligence

Intelligence across the spectrum

Threat Reputation

Network
IPS

3

12

I
JH (]

Hel IPS
e/

17 /8=

Web Mail
Gateway Gateway

200—! jH O| EL—II
C&CIP &t
A3/E

- 4 WA o] A o) 4

200 JH 2
GIAIX & & X39|/E

McAfee GTI
McAfee GTI: 713 B2 789 A 2d 25 H 713 B2 H A o|HE A A2 F+

259 JH 2l AN
=2u IQI/E

3%

el
(=)

A4
=

Hel |
EE._

3rd Party
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Comprehensive Layered Approach

Dynamic and
'F“ Static Code

Number of .
Samples You .

Can Process =

File Execution

Compute Cycles Needed/Time to Process

(intel)’ Security @ | 28



Proven Layered Security for Emaill

Scan-time, Click-time, and Outbound Data Protection

Connection
Allow and Anti
Deny Lists
/ Spam Content,
Atlt_mlr(]S & t Anti Advanced
achmen '
Virus DTer;;enaste _ Built-in DLP
» Snowshoe ClickProtect Templates
& hailstorm
throttling *%,h h
J'HIEST MNTEST
Known Good Dynamic and Static
Known Bad Attachment Analysis

(intel)’ Security @ | 29



McAfee Gateway Anti-Malware Engine Scanning

DISSECT

ANALYZE

EMULATE

( m@ Security @ | 30



Dynamic and Static Code Analysis

Run Time DLLs

Network Operations

File Operations

Process Operations

Delayed Execution

Dynamic Analysis

X

Analyze

Analyze

Unpacking
Disassembly of Code
Calculate Latent Code
Familial Resemblance

Static Code Analysis

(intel)’ Security @ | 31



Advanced Threat Defense

Key differentiators

U

Advanced
Threat Defense

Comprehensive High-detection Centralized
Approach Accuracy Deployment

(intel)‘ Security @ | 32



Protocol-Specific Deployment

Numerous appliances

Data Center

Servers

End-user
Endpoints

File Server
Malware Analysis

— )

Web Malware
AnaIyS|s

frond) e

S

Firewall @ IPS

: Ema|I Gateway

Ema|I Malware IlI

Analysis

Email/DNS/App
Web Gateway

.............................................................................

Management and Forensics

Malware Analysis/

Ligl

8
LNL!

o

SIEM :
Forensics
Endpoint Sandbox
Manager
ePO W

Central Manager

==

&
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Centralized Deployment

Lower cost of ownership and scalability DMZ

Web Malware L \

AnaIyS|s : Email Gateway
Data Center
Servers :
. ) Ema|I Malware

: File Server Analysis
=ll=ll= Malware Analysis ® Email/DNS/App
e Web Gateway
: Firewall IPS )
=||=||=! ‘ Management and Forensics
N1 SIEM Malware Analysis/
Forensics

GM
s

Advanced
Threat Defense
Central Manager

End-user
Endpoints

Ligl

8
LNL!

o
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Advanced
Threat Defense

Faster Time to Malware Conviction,
Containment, and Remediation.

Better Detection, Better Protection.

Lower Total Cost of Ownership.

(intel' Security @ | 35



AV-TEST Results

“The appliance showed great performance detecting 99.96% overall and no less than 99.5% in any single tested
malware category. It also had a minimum of false positive detections at 0.01%.”

Sample Size: Malicious Files Advanced Threat Defense Detection
» 7,616 Microsoft Office docs

. 4’752 PDF docs Overall 99.96%
» 131,871 Zoo malware Microsoft Office Docs

e 12,132 Prevalent malware PDF Documents

Sample Size: Clean Files
Zoo Malware

* 96,722 clean files
Prevalent Malware

96% 97% 98% 99% 100%

(intel)’ Security @ | 36



McAfee Threat Intelligence Exchange

Adapt and immunize—from encounter to containment in milliseconds

Adaptive security improves anti-malware protection

* Better analysis of the gray

McAfee
Global Threat + Crowd-source reputations from your own environment
Intelligence
s * Manage risk tolerance across departments/system types
Actionable intelligence
3 Party . .
Feeds » Early awareness of first occurrence flags attacks as they begin

* Know who may be/was compromised when certificate or file
reputation changes

Data Exchange Layer

McAfee McAfee McAfee
ePO VSE Threat VSE Threat
Intelligence Intelligence

Module Module (mtel) Security @ | 37



McAfee Threat Intelligence Exchange

Instant protection across the enterprise
Gateways block access based on endpoint convictions

McAfee McAfee McAfee McAfee
NGFW NSP Web Gateway Email Gateway
McAfee
Global Threat &F vl 1 €¢--———mmn
Intelligence !
° Meates GTI McAfee McAfee
TIE Server ATD
31 Party Proactively and
Feeds

efficiently protect
your organization as
soon as athreat is
revealed

Security Data Exchange Layer

components
operate as one to
immediately share EDD
relevant data

between endpoint,

McAfee McAfee gateway, and other McAfee McAfee
ePO ESM security products VSE Threat VSE Threat
Intelligence Intelligence . ) R
Module Module (intel) security w | 38



Adaptive Threat Prevention and Detection

Network & Gateway
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The Security Connected Platform
Enabling Adaptive Security Solutions!
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