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“변화하는 위협에 대응하는 
Security Information Event 
Management 와 Intelligence활용” 
인텔코리아 김수영 부장(Senior Sales Engineer) 



. 

Agenda 

• Challenges 

• Security Information Event Management? 

• Global Threat Intelligence  

• Cyber Threat Intelligence 

• See it Work 

• Conclusion  

 

 

2 



. 

보안의 퍼펙트 스톰  
Security’s Perfect Storm 
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Security’s Perfect Storm  
시간 긴박성 

자원의 제약 

복잡성 증가 • 몇 분만에 조직이 침해 

• 피해는 몇달동안 지속 

• 피해는 치명적 

• 급조된 인력과 기술력 부족 

• 심화된 경쟁 

• 예산 부족 
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더 빨리, 더 
적은 자원으로  
더 많은 위협을 
해결해야함 

• 데이터 및 장치의 기하급수적인 성장 

• “클라우드로의 전환 ” 가시성과 제어의 어려움 

• 분리된 보안환경 
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복구시간 

Months -Weeks 

발견시간 

Years - Months 

현재의 Threat Scape 현실은…. 
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치명적인 금전적 
영향 

공격에 압도당한 
보안팀 

최소한의 사전 
대응 노력 

침해시간 

Minutes 
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The Challenge 
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Protect Detect Correct 

전통적인 접근방식의 실패 
(breaches are occurring) 

시그너쳐 기반의 방어 

의미 기반 분석의 부족 

Siloed technologies 

Breaches가 너무 길다 
(stay active)  

분리되어 있는 가시성 

정보의 범람 

컨텍스트의 부족 

조직은 신속하게 대응할 수 
있는 민첩성이 부족 

성가신 워크플로우들 

정보의 범람 

제한적인 도구들 

Recon Deliver Weaponize Exploit Control Execute Persist 

HOURS to MONTHS SECONDS WEEKS to MONTHS 
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복구시간 

Minutes 

발견시간 

Hours Hours 

미래는…  
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금전적 영향 
최소화 

최적화된 보안팀 상당한 사전 대응 
노력  

침해시간 

Months 
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Have You Been Breached? 
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Source: Sans survey 

Unknown 6 to 10 One 2 to 5 
 

11 to 20 21 to 50 51 to100 More 
than 
100 

None that 
we know 

about 



. 

0% 

4% 

8% 

12% 

16% 

20% 

60% 

64% 

68% 

72% 

Or are we losing… 

Are We Winning? 

Source: Sans survey 

Security fully meets my needs Security partially meets my needs 

2013 2014 2013 2014 
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Intel Threat Defense Life Cycle 
연속적인 방어 사이클로 이동 

Detect – 고급 인텔리젼스와 분석을 통해 낮은 임계값을 
조명하는 것을 기동 

Protect – 이전에 본적 없는 기술과 페이로드를 
방해하는동안 보급경로를 중단 

Adapt – 통합된 보안시스템을 통해 통찰력을 즉시 적용 

Correct – 유동성 조사의 일환으로 선별을 개선하고 
응답의 우선순위에 따라 교정 
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통합보안시스템 구축 
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적은 리소스로 더 많은 위협을 신속하게 해결 

적용가능한 엔드포인트 
Endpoint | Server | Mobile 

다양한 에코시스템 
Web | IPS | Data Protection | Endpoint | Partners 

중앙 관리  

클라우드와 온프라미스 
유연성 

Open Integration Fabric 

• 엔드포인트 및 클라우드 센서로 
가시성과 제어 향상 

• 분석 및 인텔리젼스 서비스로 위협 
방어 라이프사이클 가속화 

• 인텔시큐리티와 3rd party solutions 
아키텍쳐의 연결로 기능 자동화 

• 클라우드와 온프라미스의 유연한 
중앙 집중 관리 통한 보안운영 
간소화   

분석과 
인텔리전스 

서비스 

클라우드 
가시성과 

통제  
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실시간 고급 분석(Real Time Advanced Analytics) 

자동화 된 룰, 리스크/행위 그리고 통계적 상관관계(correlation)  

위협 우선 순위(Threat Prioritization) 

Turns billions of “so what” events into actionable information  

INTELLIGENT 

최적화된 위협 관리를 위한 전략  

Security Information Event Management 

INTEGRATED 

ACTIONABLE 

포괄적인 보안(Comprehensive Security) 

광범위한 장치 데이터 수집, cloud 와 VM 지원, McAfee Security Connected active 
integrations 로 효율적이며, 효과적인 대응  

액티브 커스터마이징 데쉬보드(Active and Customizable Dashboards) 

위협 조사 분석 확인 및 쉬운 반응   

고성능의 데이터 관리 엔진(High Performance Data Management Engine) 

위협 분석 조사, 데이터 섭취에 빠른 응답 

쉬운운영(Ease of Operation) 

수백의 out-of-the-box 룰과  리포트  

! 
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Global Threat Intelligence  
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Global insights, plus more volume and intelligence than anyone else 

We see more, we protect more, and we offer the 
market’s strongest global threat intelligence.  

100 만개의 글로벌 위협 센서가 120 개 국가에 설치 

500 이상의 분석가/연구진 

공공서비스를 위한 100% 가동 시간 SLA 

45+ billion queries/day 

Over 1.5 million files and 1 million URLs analyzed per day 

500,000 virtual machine sandboxes a day for behavior 
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Customer value 
Global Threat Intelligence 
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. 

  

Threat  
Reputation 

Network 

IPS 
Firewall 

Web  
Gateway Host AV 

Mail 
Gateway Host IPS 3rd Party 

Feed 
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Why McAfee Is Best Positioned to Deliver GTI 360˚ Correlation Across All Threat Vectors 

Global Threat Intelligence 
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• Mail/spam sending activity 
• Intrusion attacks launched 
• IP addresses of attackers 
• Web hosting/phishing activity 
• Botnet/DDoS activity 

 
 

 
 

 
• Mail/spam sending activity 
• Web access/referer activity 
• Malware hosting activity 
• Hosted files 
• Popups 
• Affiliations 
• DNS hosting activity 
 

• Botnet/DDoS activity 
• Mail/spam sending activity 
• Web access activity 
• Malware hosting activity 
• Network probing activity 
• Presence of malware 
• DNS hosting activity 
• Intrusion attacks launched 
 

 
 
• IP addresses distributing 
• URLs hosting malware 
• Mail/spam including it 
• Botnet affiliation 
• IPS attacks caused 

              Web Reputation 

Network Connection Reputation Message Reputation 

               File Reputation 
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Global Threat Intelligence 
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  DNS   의심스런 호스트와 IRC통신 

   Group By Source IP 

5분 동안 10회 발생 

GTI 에서 알려진 IP 들 중에  

Destination IP 탐지 

Destination Port 탐지 

GTI 에서 알려진 IP 들 중에  

Destination IP 탐지 

194,531,6660,6661,6662,6663, 

6664,6665,6666,6667,6668,6669,6679, 

6697,7000 인 Destination Port 탐지 
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Cyber Threat Intelligence 
 
“최근 발생하고 있는 실질적인 근거들을 기반으로 한 지식, 메커니즘, 지표, 관계, 
건설적인 충고 등을 말한다.” – Gartner - 

- 표적에 대한 의지 및 계획성 
- 특수한 종류의 멀웨어 또는 익스플로잇 킷과 같은 위협할 수 있는 
능력 
- 취약점 같이 공격의 여지가 있을 때기회    
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Increased threats, borderless security 

Response time, mergers, acquisitions 

IOT, Need for proactive approach 

Expanding attack surface, shortages 

Customer value 

Cyber Threat Intelligence 
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The kill chain 

Cyber Threat Intelligence 

• IOCs 적용은, left of the exploit으로 가기 위한 Change of the Game이다! 

• IOC’s feed 는 Intel SIEM로 적용해서 위협에 대해서 즉시 detect , correct 

19 

Protect Detect Correct 

Left of Hack Right of Hack 

Recon Deliver Control Maintain 

Weaponized Exploit Execute 
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당신의 조직에 도움이 되는가? 

Cyber Threat Intelligence 
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Source: Sans Survey 

>50% 

>26% 

>22% 

37.6% 

5.2% 
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어떤 도구가 사용되는가? 

Cyber Threat Intelligence 

 

 

 

Source: Sans Survey 

SIEM IDS Other 
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Cyber Threat Intelligence 

• IOC 는 침입에서 남은 forensic 
artifact 이며 host 또는 
network에서 식별 

• Artifacts 는 in memory, file 
system, registry, running 
processes에 존재 

• IOC 는‘측정이벤트(measurable 
event)’ 또는 ‘상태특성(stateful 
property)’ 의 
‘관찰(observable)’을 의미   

• MD5 hash, file name, URL,  
IP addresses 
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 Indicate Of Compromise? 
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Open IOC 

• XML-based format 

• 이러한 테스트 레지스트리 값을 간단한 
조건으로 표현가능 

• IOC format의 지정의 데이터 유형은 
networking, browser, persistent storage, 
memory, 등을 포함.  

• 대부분의 일반적인 유형은 적용가능 
하지만, 확장도 가능 
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MITRE 

Threat Formats 

• Open source projects now hosted 
by OASIS  

• 적극적으로 프로젝트에 
참여중이거나 관심을 보이는 보안 
회사, 정부 및 업계의 많은 수의 
그룹이 존재 
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MITRE Threat Format Family 

STIX 

TAXII 
MAEC CAPEC 

CYBOX 
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STIX 

Threat Formats 
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TreatActor 
Incident 

ExploitTarget 

Indicator Campaign 

TTP 

Course of 
Action 

Associated Campaigns 

Related Indicators 

Related TTP 

Historical Campaigns 

Indicated TTP 

Related TTP 

Attribution 

Observed TTP 

Related Indicator 

Related Indicators 

Observables 

Related Incidents 

Related Threat Actors 

Associated Actors 

Related Incidents 

Related Observables 

Observable 

Sub-Observables 

Suggested COA 

COA Requested 

COA Taken 

Leveraged TTP 

Exploit Target 

Potential COA 
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Cyber threat feeds 

McAfee Enterprise Security Manager (ESM) 

• ESM system properties 

• Cyber threat feeds 

• Options 

• Add 

• Edit 

• Delete 

• Upload 

• Retrieve 
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Cyber threat feed wizard 

McAfee ESM 
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Name Enabled 

McAfee ATD 

CIFS 

FTP 

Manual 

SCP 

NFS 

TAXII 

SFTP 
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Cyber threat feeds 

McAfee ESM 

Frequency 

• 표시 목록을 검색하는 시점의 
간격(Interval at which to retrieve 
indicator list) 

Watch list 

• 적절한 유형의 watchlist에 표시값을 
추가(Add indicator values to a watchlist 
of the appropriate type) 

• 식별된 IOC로 Watchlist를 사용하여    
현재의 이벤트나 historical 이벤트를 

검색  
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BackTrace 

McAfee ESM 

• ESM 이벤트 / 또는 흐름을 최대 60 일 
이전 검색  

• 이벤트와 IOC 일치된 부분을 
장비에서의 자동식별. 

• 지표(indicator values) 가 Events/flows 
일치하면,  

• 이 화면에서 지정한 기준에 따라 경보를 
트리거 

• Cyber threat feed view 에서 View 일치 
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Cyber threat indicator views 

McAfee ESM 

Access view from 

• Quick link (highlighted) 

• Views  event workflow views 
 cyber threat indicators 

View shows 

• Indicator name 

• Feed name which triggered 

• Date 

• BackTrace hit count  
(number of matching  
events/flows) 

• Event/flow listing 

30 
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IOC from Open IOC 
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Convert to STIX 

32 

• Github openioc-to-stix 

• Python 2.7 

• Python-stix 

• Python-cybox 

• $ python openioc-to-stix.py -i  
<OpenIOC XML file> -o <STIX XML file> 

Not a one to one conversion 
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Cyber threat feeds—XML 

McAfee ESM 
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Cyber threat indicators 

McAfee ESM 
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Cyber threat alarm 

McAfee ESM 
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Cyber threat alarm 

McAfee ESM 
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IOC from TIE/DXL and ATD 
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From TIE/DXL and ATD 

IOC 

DETECT 

1. 새로운 unknown 실행 파일이 endpoint에 도착  

2. Code 실행됨 

3. TIE 정책은 모든 unknown 파일들은 검사를 위해  
ATD에 제출 하도록 지시 

4. ATD 는 파일을 샌드박싱 분석과 악성판정  
로 ‘known malicious’ 판정 

5. ATD 는TIE reputation 에 바로  
known 악성파일로 업데이트 

6. 동일한 형태의 known 악성파일이 endpoint 2 에 
도착 

7. TIE reputation 에서 ‘known malicious’ 로 Code 
실행 실패 

CORRECT 

1. SIEM 알람 triggers ‘patient 0’ (endpoint 1) 

2. MAR 은 추가로 식별된 악성 실행 파일을 포함 
endpoints를 검사, 아직 실행되지 않은 원하지 
않는 원천 프로그램을 제거 
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위협 방지 및 탐지 적응 

39 

Web Gateway Email Gateway NGFW NIPS 

Network & Gateway 

Endpoints 

Sandbox SIEM 

IOC 1 
IOC 2 
IOC 3 
IOC 4 

네트워크 및 
엔드포인트에 
적용 

페이로드 분석 
new IOC intelligence 
pinpoints historic 
breaches 

이전에 문제가 
있었던 시스템은 
격리 및 교정  

DXL Ecosystem DXL Ecosystem 
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IoC Threat Details 

1. New IoC is delivered to SIEM via TAXII, DXL or automated file import 

2. Artifacts are extracted to determine potential threat vectors 

3. Automated ‘Backtrace’ searches previous event data for prior exposure 
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File with Unknown Reputation 
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04:13:28 – New file seen  
for first time in enterprise 
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Increased Malware Activity Detected 
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04:13:28 – New file seen  
for first time in enterprise 

04:14:00 – Potential 
malware detection 
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File Determined to be Malicious 
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04:13:28 – New file seen  
for first time in enterprise 

04:14:00 – Potential 
malware detection 

04:14:54 – Sandbox 
analysis convicts executable 
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Initial Execution Platform Quarantined 
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04:13:28 – New file seen  
for first time in enterprise 

04:14:00 – Potential 
malware detection 

04:14:54 – Sandbox 
analysis convicts executable 

04:14:54 – Patient zero 
identified and quarantined 
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Correlated Event Triggers Alarm 
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04:13:28 – New file seen  
for first time in enterprise 

04:14:00 – Potential 
malware detection 

04:14:54 – Sandbox 
analysis convicts executable 

04:14:54 – Patient Zero 
identified and quarantined 

04:14:54 – High-severity 
event/alarm generated 
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File Reputation Changed 
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04:13:28 – New file seen  
for first time in enterprise 

04:14:00 – Potential 
malware detection 

04:14:54 – Sandbox 
analysis convicts executable 

04:14:54 – Patient Zero 
identified and quarantined 

04:14:54 – High-severity 
event/alarm generated 

04:14:58 – File reputation 
updated to ‘malicious’ 
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All Future Execution Attempts Blocked 
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04:13:28 – New file seen  
for first time in enterprise 

04:14:00 – Potential 
malware detection 

04:14:54 – Sandbox 
analysis convicts executable 

04:14:54 – Patient Zero 
identified and quarantined 

04:14:54 – High-severity 
event/alarm generated 

04:14:58 – File reputation 
updated to ‘malicious’ 

04:16:44 – All subsequent 
attempts to execute file  
are automatically blocked 
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SIEM + MAR Search Options  
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MAR Search Results (in SIEM) 
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Add items to Watchlists 
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Identify Dormant Executables 
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MAR Search Results (in MAR) 
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Walk the Entire Attack Chain 
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04:13:28 – New file seen for first time in enterprise 

04:14:00 – Potential malware detection 

04:14:54 – Sample submitted to ATD sandbox—identified as 
malicious 04:14:54 – Patient Zero identified and quarantined 

04:14:58 – File reputation updated to ‘malicious’ 

04:16:44 – All subsequent attempts to execute malicious file 
blocked 00:00:00 – Search and remove all dormant version of malicious file 

Time to Detect: 32s 

Time to Protect: 1m30s 

Time to Correct: 4s 
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결론 
• 우리의 공격 표면은 지속적으로 증가 

• SIEM 과 인텔리젼스는 전략적으로 접근 

• 장기검출시간(Prolonged detection times) + 
남은시간의 증가(increasing dwell time) = 보안상태를 
감소(diminishing security posture) 

• 인텔리젼스는 산업 표준화 공통언어를 제공 

• 시간 (또는 일) 에서 초단위로 detect, correct 자동으로 
격차 감소 

• 개선된 포렌식은 분석가를 사냥꾼으로 변모  

• 적은 콘솔(Fewer consoles) + 원클릭 개선(one-click 
remediation) =  MTTR 감소 (mean time to respond) 
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Learn more by visiting: 
http://www.mcafee.com/kr/products/siem/index.aspx 

http://www.mcafee.com/kr/products/siem/index.aspx
http://www.mcafee.com/kr/products/siem/index.aspx
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