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2016 Keyword+ Hot Topic
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External — Intemal — Trust - Complex
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Why?
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“There are two kinds of big
companies in the United States.
There are those who've been

hacked....and those who don’t

know they’'ve been hacked”

- James Comey, Director FBI
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o Z4o| WHo|Lt HEf= et Al S}
® SfX|2t Ofx| ol= 2} tHel= ARt QFHCE (TCP/IP, IPv4)
Morris Worm CVE-2016-1287
Buffer Overflow Buffer Overflow
1988 2016

We're still introducing the same old bugs in our code

agftt it

DEP & ASLR makes exploitation more difficult

Plenty of programs/libraries/systems still not supporting ASLR/DEP

[RSA Conference2016 L HALE &)
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“If you know the enemy

and know yourself, you
need not fear the result

of a hundred battles.”
— Sun Tzu, The Art of War
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Enabled - E ) Security Framework
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Platform
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Intelligence
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Partner
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@ i-CERT (IGLOO Security Cyber Emergency Response Task Force)
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