


“어려움한가운데그곳에기회가있다”

알버트아인쉬타인
이론물리학자(1879–1955)
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OF WEBSITES HAVE 

AT LEAST 1 SERIOUS 

VULNERABILITY
WhiteHat Security 

Statistics Report  2015 

86%
AVERAGE NUMBER OF 

VULNERABILITIES 

PER WEBSITE
WhiteHat Security 

Statistics Report  2015

56

OF IT PROS ARE 

CONFIDENT USERS 

AVOID PHISHING
2015 CyberThreat Defense

ONLY 20%
MALICIOUS IPS

LAUNCHED EVERYDAY
Threat Brief Report, Webroot, 

May 2015

85,000
BOTS ACTIVELY 

ATTACKING 
Symantec Internet 

Security Report 2016

1.1M

A WEBSITE IS HIT BY 

A CRITICAL EXPLOIT 
(F5 Research)

23 min
EVERY

OF IT PROS: THREAT 

INTELLIGENCE HELPS  

PREVENT ATTACKS
2015 Importance of Cyber 

Intelligence, Ponemon Institute

80%

NO CYBER-ATTACK 

RESPONSE IN PLACE
F5 Networks Survey 

Research 2016

36%

https://www.whitehatsec.com/statistics-report/featured/2015/05/21/statsreport.html
https://www.whitehatsec.com/statistics-report/featured/2015/05/21/statsreport.html
http://www.webroot.com/shared/pdf/Webroot_2015_Threat_Brief.pdf
https://www.symantec.com/security-center/threat-report
http://www.webroot.com/shared/pdf/CyberThreatIntelligenceReport2015.pdf
http://www.scmagazineuk.com/36-of-organisations-have-no-cyber-attack-response-plan-in-place/article/502276/


KR
JP

CHINA

HONGKONG
VIETNAM
TAIWAN
TAILAND

INDONESIA

SPAIN
EUROPE

NORTH 
AMERICA

디도스공격환경 –웹캠봇넷

대략 500,000 여개



해커

Web Bot

Web Bot

Web Bot

Web Bot
Web Bot

Web Bot

Web Bot

Web Bot

Web Bot

Web Bot
Web Bot

Web Bot

Web Bot

Web Bot

Open Resolver

Cache
DNS

Authorized DNS 

(f5.com)

1. 해커가봇넷으로특정
커맨드를전송

2. 다수의봇넷은소량의
랜덤쿼리를전송

3. Resolver는 Cache DNS로
랜덤쿼리를전송

4. Cache DNS 서버는
랜덤쿼리를인가된
DNS로전송



F5 Silverline
Cloud-Based 

Platform

DDoS Attacker
(Volumetric attacks)

DDoS Attacker (app attacks)

Customer

Partner

Volumetric attacks and 
size floods, L3-7 

known signature attacks

ISP may provide
rudimentary 

DDoS
service

Network, DNS, SIP

Network Protection

DNS attacks:

DNS amplification, query flood,
dictionary attack, DNS poisoning

Network attacks:

ICMP flood, UDP flood, SYN flood

차세대방화벽

Services

E-Commerce

Subscribers

DHD

Cloud 

SSL attacks:

SSL renegotiation, SSL flood

HTTP/HTTPS attacks:

Slowloris, slow POST, recursive 
POST/GET

App Protection

DHD

SSL/HTTP(s)

하이브리드 대규모형태의디도스공격에대해서온프렘 DDoS 제품이 Silverline로신호전송후 탐지대응
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Source : F5 Sponsored Industry Survey

+ +

+

금융서비스는여전히복잡한 xCommerce의복잡한밸류체인속에서그적합성을찾고있습니다.



Australia
New 

Zealand
China

Hong 

Kong
India Indonesia Malaysia Philippines

South 

Korea
Taiwan Thailand Singapore Vietnam

MEDIUM MEDIUM HIGH HIGH HIGH LOW HIGH HIGH HIGH HIGH HIGH HIGH LOW

MEDIUM MEDIUM MEDIUM MEDIUM LOW LOW LOW LOW HIGH MEDIUM LOW MEDIUM MEDIUM

High >25% of respondents; Medium >15-25% of respondents; Low <15% of respondents 

문의: 온라인쇼핑을저해하는주요요인은무엇인가?

개인
프라이버시
및보안의
불안

서비스
응답속도
지연

Source : F5 Sponsored Industry Survey



84% 의금융회사는사이버

위협을최우선과제로선정 DTTC Survey, 

Dark reading  

59% 의피싱사기는주로

FSI(금융권)의지불서비스대상
awpg.org Q3 2014

27M 사용자가금융맬웨어로

22.9M건의공격으로피해

Kaspersky labs

3.24 더많은금융맬웨어

공격은안드로이드를겨냥하였고
2014년에는 2,317,194건에달함
Kapersky labs

360M 계정에서의세일즈

기밀정보유출 Bank tech

금융맬웨어인 Neverquest는

15,000 이상의컴퓨터

봇넷을보유한 ‘Vawtrak’로다시
출현 source 

최근보안위협의타겟이되는금융권

http://www.darkreading.com/attacks-breaches/financial-services-ranks-cyberattacks-top-industry-worry/d/d-id/1316917
http://docs.apwg.org/reports/apwg_trends_report_q3_2014.pdf
http://cdn.securelist.com/files/2015/02/KSN_Financial_Threats_Report_2014_eng.pdf
http://www.kaspersky.com/about/news/virus/2015/The-Number-of-Financial-Attacks-Against-Android-Users-Tripled-in-2014
http://www.banktech.com/online-banking-fraud-made-simple/a/d-id/1296894?
http://blog.emsisoft.com/2015/04/01/financial-malware-vawtrak-attacks-financial-institutions-in-canada/


현재의맬웨어변형이대부분 Trojans일가능성%79

보안장비들을우회하기로설계된맬웨어코드비율%50

고객들로부터금융사기사건을배운기업들의비율%82

실제로백신소프트웨어의 맬웨어탐지율%25

Data sources: Dark Reading, PandaLabs,  and ISMG

맬웨어위협트렌드 – 증가 & 대상

http://www.darkreading.com/advanced-threats/five-habits-of-highly-successful-malware/240154057
http://press.pandasecurity.com/usa/news/pandalabs-q1-report-trojans-account-for-80-of-malware-infections-set-new-record
https://hive.f5.com/docs/DOC-15262




LTMLTM + FPS

Data center
Web application

F5 SOC 

온라인뱅킹을위한사기방지시스템



사용자는이미
맬웨어에감염된상태맬웨어는활성화되고

사용자는그들의개인정보를
입력한다

Data center

LTMF5 사기방지시스템

Web application
난독화된 JavaScript 

code가추가됨
The public key는응답
내용에포함되어있음

The user requests a 

logon page

사용자가개인정보제공했을때, 

브라우저는 the password field을
복호화하기위해 the public key를

사용하게됨

FPS는 the password 

field를복호화하기위해
private key를사용

맬웨어는콘텐츠를 the 

drop zone 으로전송

해커는복호화할수없어
그콘텐츠를사용할수

없음
FPS는a pubic and 

private key pair 생성

온라인뱅킹을위한사기방지시스템



최신피싱공격에대한탐지및방지
고급 피싱위협을조기에식별하여그공격을방지

• 다른서버로의사이트복제에대한
알람기능제공

• 로그인및피싱사이트에대한
시도가있을경우알람

• 감염된서버에대한즉각적인
셧다운

• 피싱침해가된사용자에대한
접근로그제공 인터넷

웹
애플리케이션

2. PC에
복사본저장

3. 복제된
사이트에
복사본업로드

4. 복제된피싱
사이트

1. 웹
사이트
복제

피싱사이트생성의각
단계별탐지및경고



 통찰력과가시성을제공할수있는

실시간사기탐지경고를위한알람제공

Organization’s DMZ

웹애플리케이션

Online Users Internet

Integrated ADC + WAF + 
Anti-Fraud protection

SOC

 별도의에이젼트프로그램
없음 (Agentless)

 ADC와 WAF 통합으로, 
고성능에높은가성비로
콘솔리데이션장점제공
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1.8

12.6

51.1
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2004 2015 2020

매달 상호작용의 증가 숫자
2020년까지: 

은행들이적극적인홍보활동을
늘리면서 (교차세일, 추가세일, 자문) 

더욱더많은자문, 촉진과집계
서비스, 상호작용의빈도와주기는

확대될것이다. 

Source : F5 Sponsored Industry Survey
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THAILAND

나라별디지털트랜젝션에대한가치 (US$ mil)

2016 2017 2018

+5.8% +10.8% +10.2% +13.9% +3.9% +6.5% +10.8% +4.9% +12.5%







PCI DSS Compliant Infrastructure + 
Web Application Firewall  +  IP 
Reputation + Malware/Fraud 

Protection

Public Cloud

App Protection:
Geo-location attack protection, DDoS, botnets, web scraping,

OWASP Top Ten attacks, zero-day threats, AJAX 
applications, JSON payloads, app vulnerabilities

On-Premises Data Center

Attacker

User

Integration with Vulnerability
Assessment/DAST Tools

App Security Services +
Threat Protection Intelligence

VIPRION

Apps

Apps

Integration with Vulnerability
Assessment/DAST Tools

F5 Security Services

vADC IP
Reputation

F5 Security Services 
on Commodity Server

vADC IP
Reputation



최상의클래스지원및프로페셔널서비스

피싱공격방어

단일제품으로사기탐지
및보호를동시에제공

신속한구축시간

컴플라이언스준수보장

가로챈정보를
무효화시킴

모든고객의디바이스보호

즉각적인

사기손실절감

금융서비스보호를위한기대효과



Co-located 
beside the 

public cloud

Cloud Gateway

Enterprise 

Network

Co-Located Data Center



Virtual ApplianceChassis / Blade Platform Appliance Platform




