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* Dynamic Endpoint Overview?
» Adaptive Threat Protection

 Active Response: Easier and Faster
— Are we under attack?
— What has happened?
— How do we stop it?

* Conclusion
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Everyday Enterprises
Face the Battle Against Cyber Threats
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Security's Perfect Storm
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The State of Threat Intelligence Today
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3 SANS Institute, “Who’s Using Cyberthreat Intelligence and How?”
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Building Security by Silo

Delivering Operationally-Effective Security

Connected
Architecture

TCO
CapEx + OpEx

Layered Tools
Security

Posture

Point Products

Advancement
Time
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New Behavioral

Signature-Less
Protections

Traditional Endpoint
Protection Platforms

Dynamic Endpoint
Threat Defense
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Endpoint Detect

and Response
(EDR)
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Integrates protect, detect, correct, and adapt in a single solution

Opportunistic

Targeted

Commodity Attacks
Filter before they execute

Sophisticated Attacks
Neutralize damage and spread

+

Proactively find and
correct what is missed

New Targeted Attacks
Advanced analytical hunting
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Dynamic Endpoint Platform

VTN

Threat
Intelligence

Behavior
Detection

Proactive
Monitoring

Block
Known Bad

Exploit
Detection

Search and
Hunt

Allow
Known Good

Contain
Spread

Remediate
and Adapt
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Dynamic Endpoint Platform

Threat Web McAfee Global Threat Intelli
. gence
Prevention Firewall Control
- - McAfee Threat Intelligence Exchange
\@ me
/ = Local Cached Intelligence
Adaptive Classification and Heuristics
Protection Pre-Execution Behavior
N EW ® Execution Containment
Execution Behavior
Active Deep Tracing
Response e
N EW Remediation
b s M —
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Dynamic and Static Code Analysis On ATD(Sandbox)

Run Time DLLs

Network Operations

File Operations

Process Operations

Delayed Execution X

S H &M /Dynamic Analysis 8y

Analyze

A

Unpacking(@{ &)
Disassembly of
Code(ZEEA)
Calculate Latent
Code(BMZAE HAL

Familial
Resemblance(S-AHA
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M /Static Code Analysis
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STIX Import e ——
McAfee McAfee McAfee 3rd Party
TIE Server NSP(IPS) Web Gateway Solutions
McAfee
Global Threat EE)
Intelligence
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(Data Exchange |\
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McAfee McAfee McAfee McAfee McAfee McAfee McAfee
ePO ESM MOVE TIE Endpoint TIE Endpoint DLP Endpoint Application
Module Module Control
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McAfee Dynamlc
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McAfee
Global Threat
Intelligence

McAfee GTI

3rd Party
Feeds

Endpoint Threat Defense
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McAfee Dynamic Endpoint Threat Defense

Instant protection across the enterprise
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McAfee McAfee
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McAfee
Global Threat s
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EndPoint EndPoint

Data Exchange Layer
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Endpoint Protection
McAfee” Endpoint Security 10

@ Threat Intelligence
McAfee Threat Intelligence Exchange

@h Endpoint Detection and Response (EDR)
O McAfee Active Response
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Web Protection

McAfee Web Gateway (via McAfee Client
Proxy Agent)

Advanced Malware Detection
McAfee Advanced Threat Defense

Management Platform
McAfee” ePolicy Orchestrator” (McAfee ePQO")
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Dynamic Application Containment THE SECOND
(DAC) ECONOMY
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“The Grey". Containment Rules
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DYNAMIC APPLICATION CONTAINMENT ?

Containment Rules

Deselecting both Block and Report will disable the rule.

Block

Report

~

Name

Creating new CLSIDs, APPIDs, and TYPELIBs

Deleting files commonly targeted by ransomware-class malware

Disabling critical operating system executables

Executing any child process
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“The Grey". Containment Rules

Containment watches only the suspicious grey application

What is contained

Process
Path
MD5 hash

THE SECOND
ECONOMY

Common

Threat Prevention

Firewall

Web Control

Adaptive Threat Protection
Options

Dynamic Application
Containment

Status: Enabled Hide Advanced
DYNAMIC APPLICATION CONTAINMENT ?
Containment Rules
Deselecting both Block and Report will disable the rule.
Block Report Name
X x
52 2 Modifying file extension associations
% 2 Modifying files with the .bat extension
2 2 Modifying files with the .vbs extension
2 < Modifying Image File Execution Options registry entries
— — Maodifvine nortabla axacutabla filas
Contained Applications
Process Path MDS hash Signer Requester
DACRULETESTERLEXE C:\USERS\VINEET\D.. 63f3fc97265%9¢4678 Threat Intelligence
UMOVIE.EXE CAUSERS\VINEET\D..  a4d3703beédd53e3.. Threat Intelligence
INVOICET.EXE CAUSERS\VINEET\D. 6313(c972659¢ 4678 Threat Intelligence
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“The Grey”: Threat Intelligence ECONOMY
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‘ Date v Feature Action taken Severity
10/27/2016 B:11 AM Web Control: Self Protection Blocked Critical
10/27/2016 7:57 AM Adaptive Threat Protection: Dynamic Application Con... Would Block Critical
‘ 10/27/2016 7:57 AM Adaptive Threat Protection: Dynamic Application Con... Would Block Critical
10/27/2016 7:57 AM Adaptive Threat Protection: On-Execute Scan Contain Critical
‘ 10/26/2016 1:55 AM Adaptive Threat Protection: Dynamic Application Con.. Would Block Critical
10/26/2016 1:55 AM Adaptive Threat Protection: On-Execute S5can Contain Critical

Actionable, real-time logs

. A AA QU 2HE O O3t

Threat

Action taken
Threat category
Threat event ID
Threat handled
Threat name
Threat severity
Threat timestamp
Threat type

Contain

‘Process’ class or access

35112

Yes

ATP/Suspect!5f7bfed20da7
Critical

10/27/2016 8:09 AM

Dynamic Application Containment

AbAISH LIE.
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What Types of Threat Forensics are Available?

Machine Target Source Additional
Host Name Ipv4 Address Parent Process Signed Ipv4 Address File Path Cleanable
Ipv6 Address Ipv6 Address Parent Process Signer Ipv6 Address File Size Task Name
Ipv4 Address EORrLt Eatr;\]e Port Hash API Name
a . .
Mac Share Name File Size URL Signed First Attempted Actlon'
Location Mac Modify Time Share Name Signer Second Attempted Action
Protocol Access Time Mac Modify Time First Action Status
User Name Create Time ) Second Action Status
. . User Name Access Time -
Process Name Device Display Name ) Event ID Description
Process Name Create Time

Detection Feature

Hash
Signed
Signer
Description

Threat Data

Serial Number
Device VID
Device PID

Name

Version

Content Version
Content Creation Date
Rule ID

Rule Name

Reg Info

GTI Query

Name

Event ID
Severity
Name

Type

Action Taken
Handled

Detected On Create

Impact
Event ID

Parent Process Name
Parent Process Hash

Device Serial Number
Device VID

Parent Process Signed Source Description

Parent Process Signer

Natural Language Description
Duration Before Detection
Attack Vector Type

Direction
ICMP Type

Firewall Event Type
Throttled Event Count

Detect, understand, and track the attack
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Real Protect ECONOMY
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Ransomware: CTB-Locker

TBLO«
. —(1: ker (pre-execution)
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Ransomware: CTB ‘ a unique computer identifier
(post-execution) -Locker | reboot by moving itself into Appdata folder
El_ ol A|AE | -D - Shadow copies, Startup repail, Windows error recovery
X} 5 Ol_ _é!, E-” xl AE El ol - :_WindOWS security Centen pefender, Update service, Error
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= = 9—9|' A| 75," Lo | into explorer.exe; sychost.exe

‘ gxternel \p-address

(i@ Security®@ | 25



CIHSt

—

“The Grey™: ¢t =

Rule Assignment

THE SECOND
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» Balanced
* Productivity
* Security

Behavior Scanning

» Static, pre-execution
* Dynamic, post-execution

Action Enforcement

* Block
* Clean

Common

Threat Prevention
Firewall

Web Control

Adaptive Threat Protection

Show Advanced

Rule Assignment

Select the rule group for this policy:
Balanced v

Use the Balanced rule group for typical business systems with
infrequent new software and changes. This group uses more
rules and users experience more prompts and blocks than the
Praductivity eroup.

Real Protect Scanning

X Enable client-based scanning
| Enable cloud-based scanning {requires internet connectivity)

Action Enforcement
| Enable Observe mode (Events are generated but policy is not enforced)
Select the reputation threshold for the following actions:

X Trigger Dynamic Application Containment when reputation threshold reaches:
| Unknown ‘ v

| Block when reputation threshold reaches:
[ Might Be Malicious |+

% Clean when reputation threshold reaches:

Known Malicious ‘ -
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‘Date v | Feature Action taken Severity
° _g 7_:|| _)I\_ A 9<| % &II xl 0.” EH '6I;|. 10/27/2016 7:57 AM Adaptive Threat Protection: Dynamic Application Con... Would Block Critical
X'—A—" -6|- LH o ‘ 10/27/2016 7:57 AM Adaptive Threat Protection: Dynamic Application Con... Would Block Critical
— o 10/27/2016 7:57 AM Adaptive Threat Protection: On-Execute Scan Contain Critical
. O| _6H _(,)_|-7| Al _?_ O‘I O'I E M D:| EI ‘ 10/26/2016 1:55 AM Adaptive Threat Protection: Dynamic Application Con.. Would Block Critical
T = O = 10/26/2016 1:55 AM Adaptive Threat Protection: On-Execute Scan Contain Critical
AlS |-h"' ol &l |I A=
= CIJ-I 7 o OI_I- |_I = E L—=
x_” hrnl 10/23/2016 B:22 AM Adaptive Threat Protection: On-Execute Scan Contain Critical
o —
Threat
Action taken Clean
Threat category Malware Detected
Threat event ID 35107
Threat handled Yes
Threat name Real Protect-eicar.b!ETC634FB9877
Threat severity Critical
Threat timestamp 10/23/2016 8:22 AM
Threat type trojan
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Adaptive Protection In Action ECONOMY
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Social engineering - . @ @ @Q

URL exploit Unknown file Real Protect App Containment Real Protect
W tries to execute Static, Local  Block Bad Behaviors ~ Dynamic, Cloud

McAfee

Advanced Threat
Risk Rating Defense(Sandbox)
Known Good i Suspicious Likely Bad Known Bad

7| Heto| ChE A E ZQIE '
Findand Convict Once = —
Protect Everywhere — — —_—
Block Incoming Delete Latent Kill Active McAfee

Instantly

) Threat Intelligence
Automatically @ @ Exchange Server
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Active Response: Easier and Faster
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Introducing McAfee” Active Response 2.0
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JHENTS %1 10 ©
WORKSPACE Tetal T 3 dars
Potential T

Requires McAfee Active Response Cloud Services
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McAfee®’ ePO™
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Demo: Advanced Exfiltration Attempt ECONOMY
T2 O wo| ot L1 YL
O Nate Hector
.l. CISO Security Analyst
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1. Are We Under Attack? ECONOMY
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1.Demo: & &

At

N

| Q) epoiicy Orchestrator | glgy SvstemTree ) Active Response Workspace || iog

© Oashbeards ] Active Response Health Status

THREATS
WORKSPACE

Potential Threats

By beraniar m

MARKET

NEWTOOL2 EXE
e 1 Sed A 28141200
DEMOAFOCUS EXE
APP-DEMO3 EXE
APPAFOCUS EXE

TESTYEXE

NEWTOOL3 EXE
DEMOTEST EXE
DEMO-APP EXE

NEWTOOL1 EXE
SCabob R eAETIC164 Senctt

oh

oh

%1 10 14 - 2 S

Remediobon 30 minutes 390 Last 3 dova v
Total Threats  Wigh Risk Supoous  Montared prontey
Threat Timeline Thveats a7 Aftected H Reputation
1 1
® Unknown
@ Suspicious L pe
First Name Seen market report 20 .
" S = 2 - i - 5 > - — FestSeen 190054402
wan Tue wed Last Saen 190c105:4409
Prevaience 2
Wosts Attecisa 2
Affected Hosts Age Orour
Most ~  PAddes Benavior Seore 05 Version Connecton Status FirstSeen These actions appiy over a8 hosts n
W-X64.06MO 1021879.130 Suseicious Wandows 8 online 19 061054407
Threat Details
oS 18837119363400529
$16C20434808A49
SHA-1 SIEAAIICESCIRFEFA
B2C1SCIFB0S19584
Trace for W7-X64-DEMO Ostrsmntsoe | & & FE7A
Benavir observed Persutence, Extiravon, i n \ Oua Soten
sHA2 B196CA000A66F6501
T13E9€I0B746DRFEC

210 Procevses (21 D) Fies (<] Q ReguuyKeys (<] @€ Network Connecions

34575AE0450CDSACE
4CBABAF032C3C

GT Reputation Not Avaiiaoie

ATD Reputaton ot Mvariasle

e @X

MWGRepUtton  Not Availadle
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Filter by behavior risk
View, filter, or search
Sort by prevalence / age

Select to investigate
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2. What Has Happened?
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2.Demo: H & ZA} ECONOMY

» Threat intelligence

* Endpoint analytics
cloud service

Unknown processes

Process relationships

Commonly abused apps

File, registry, & IP events

Login/logout events

* Live search across all
endpoints in seconds

= | Q) epokcyOrchestrator | gy SystemTree (7] Actve Response Workspace Active Response Catalog A2 Active Response Search () Dashboards  [] Active Reaponse Health Status | togoff |

Host A IPAdaress Bensnor Score 08 Version Connection Status Frst Seen

Trace for W7-X64-DEMO Cammesgs & &
Beaor cbserved Perstence, xration naton,Steanh,Recon,Set Protectio, Dta tote, Signa Inecton

710 Processes || D) Fies 7] Q RegisuryKeys | @ Network Cannectians
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3. How Can We Stop an Attack? ECONOMY
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Action at Three Levels

— — | 1. Investigating Action
W * Delete files, kill processes

2. Endpoint Action
. e * Kill & cleanup
T T e 3. Global Action

* Kill & cleanup everywhere

" ‘ * Adapt protection
mmmmm everywhere
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Find

Investigate

Respond
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Reducing Risk Faster with
Integrated Threat Defense

McAfee” Active Response
1 Screen, 3 Clicks

Correct and Adapt Protection

Vendor A: 5 Screen Changes, 13 Clicks

Vendor B: 4 Screen Changes, 9 Clicks
Vendor C: 3 Screen Changes, 5 Clicks
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AtMICH AEZLQIE Q0] CHS ECONOMY
McAf McAf
O.ﬂCEsTi?_IE APT T °-1'C5§’—'E EDR
APT 2 X|HA|7| 11 K}Tt APT SAS A0 10 w7

APT S0 Clist A=ZQIE HOtS 25H= New Add-on Suite!!
v McAfee Dynamic Endpoint Threat Defense and Response adds on
v Adaptive Protection,
Vv Threat Intelligence Exchange,
v Advanced Threat Defense(SandBox)
v Active Response(EDR)
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Conclusion: McAfee Active Response
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Resolve more threats ...

%

... faster ...
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... with fewer resources.
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