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Al is a subfield of computer
science making intelligent
machines, while machine
learning is a subset of Al
and is typically associated
with statistics, data mining
and predictive analytics.

Machine learning is the
actual implementation of
the methods (algorithms)
that support Al.
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There Is No Silver Bullet
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nature Vol 457|19 February 2009| doi:10.1038/ nature07634

LED TERS

Detecting influenza epidemics using search engine
query data

Jeremy Ginsberg', Matthew H. Mohebbi’, Rajan S. Patel’, Lynnette Brammer®, Mark S. Smolinski' & Larry Brilliant’

FEVER PEAKS

A comparison of three different methods of
measuring the proportion of the US population
with an influenza-like illness.
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Machine learning is a new technology

Artificial intelligence = machine learning

Machine learning is only summarising data

Machine learning replaces traditional anti-malware technologies

Machine learning can't predict unseen events

Al will automate us out of our jobs

Nobody needs human security experts anymore

8 =X : 7 Misconceptions of Al, Machine Learning and Cybersecurity



ML in Cyber Security

Biometric Recognition
Network and System Security

IDS, IPS, Botnet / Proxies Detection
Anomaly Detection

Fraud Detection, Game Bot Detection
Malware classification
Security policy management (SPM)

Information leak checking



In Cyber Security
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Set up an Amazon Giveaway

Amazon Giveaway allows you to run promotional giveaways in order to create buzz, reward your
audience, and attract new followers and customers. Learn more about Amazon Giveaway

This item: Amazon Echo - Black

Set up a giveaway

Your recently viewed items and featured recommendations

Inspired by your browsing history
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Dot 2nd and 1st - BFF For
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Alexa Fabric
R WAy 24 AR R R 768
$27.99 ~Prime $14.99 Prime

°e

TP-Link HS100 Smart Plug
(2-Pack), No Hub Required,
Wi-Fi, Works w/ Amazon
Alexa...

WA W& 7Y 5,989
$49.49 /Prime
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®

TP-Link Smart Plug, No
Hub Required, Wi-Fi,
Control your Devices from
Anywhere, Works w/...
A A vr 5,989
$24.99 Prime






Something unususal
Something rare







In Cyber Security

The domain of cybersecurity is characterized by
- weak signals
- intelligent actors
- a large attack surface

- a huge number of variables.
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Turing test :

a test of a machine's ability to demonstrate intelligence

Imitation Game

11 : Captcha : Completely Automated Public Turing test to tell Computers and Humans Apart
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http://en.wikipedia.org/wiki/Machine

% WolframAlpha .
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ABY (Neural Network), H|O|E{O}0['d (Data Mining), SIAHEH EE|
r

278 E
(Decision Tree), ML 1 2|Z (Genetic Algorithm), Atd|7|Et =2 (Case
Based Reasoning), I{& Q14! (Pattern Recognition), 2zt ets
(Reinforcement learning),d 2'd (Deep Learning)
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EX: MEQIAHMEZ

book/look html?isbn=978-89-7914-632-5



http://www.hanbit.co.kr/book/look.html?isbn=978-89-7914-632-5

- EX(feature)

OtH 2iH|(object)?} 7HA| 1 U=, 17| =2 Itstt

=M(aspect), Y(quantity), Z(quality) 22 E-d(characteristic)

o I§E(pattern)
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— : Training

= : Deployment
——— . Optional steps in training and deployment

Knowledge base

TR

—

oA

Data sources

- 2t Ql= H|0|E & (REE2IR! =2 20| H|0|E)
Training data

- classifier®| &t&0f @3t O|0|E

Pre-processor and feature extractor

- TolE| AAR RE SRS Eop

23

Af, HIH A HO|AE (Blacklist, Whitelist, Malware SignaturessS)

ZX : SoK: Applying Machine Learning in Security - A Survey



ML In Security : History

1987: Denning published “An Intrusion Detection System” , first framing security as a learning problem

1998: DARPA IDS design challenge

1999: KDD Cup IDS design challenge

2008: CCS hosted the 1st AlSec workshop. Continues to operate each year.

2011: "Adversarial Machine Learning”published in 4th AlSec

2014: KDD hosted its 1st “Security & Privacy” session in the main conference program
2014: ICML hosted its 1st, and so far the only workshop on Learning, Security, and Privacy(LSP)

2016: AAAI hosted its 1st Artificial Intelligence for Cyber Security workshop(AISC)

4 =X : SoK: Applying Machine Learning in Security - A Survey



Intrusion Detection Model (1987)

An Intrusion-Detection Model

DOROTHY E. DENNING

IEEE TRANSACTIONS ON SOFTWARE ENGINEERING, VOL. SE-13,NO. 2, FEBRUARY 1987,
222-232.

————————

JJJJJJ

Host-based Intrusion Detection

AlARIO] BEHO! Q|04 S BLIEY 310

SO X853 St sHo| H
HRlo= oMY Ohg F13) 0|4TH 9| W S

- 2719l(Logins)

- BF0/E2 13 & (command and program executions)

- ot /A K| H2(file and device accesses)
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Intrusion Detection Model (1987)




@ LINCOLN LABORATORY

MASSACHUSETTS INSTITUTE OF TECHNOLOGY

About > | Mission Areas > | Employment > | College Recruiting > | News > | Publications > | Outreac

Workshops/Education »>

Home > DARPA Intrusion Detection Evaluation > Data Sets

CYBER SYSTEMS AND TECHNOLOGY

DARPA Intrusion Detection DARPA Intrusion Detection Data Sets

Evaluation >
e Data Sets > Data Sets Overview
e 1998 > . .
The Cyber Systems and Technology Group (formerly the DARPA Intrusion Detection
e 1999> Evaluation Group) of MIT Lincoln Laboratory, under Defense Advanced Research
e 2000 > Projects Agency (DARPA ITO) and Air Force Research Laboratory (AFRL/SNHS)

sponsorship, has collected and distributed the first standard corpora for evaluation of
computer network intrusion detection systems. We have also coordinated, with the Air
Force Research Laboratory, the first formal, repeatable, and statistically significant
evaluations of intrusion detection systems. Such evaluation efforts have been carried
out in 1998 and 1999.

¢ Documentation
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MIT Lincoln Labs0f|A4{= DARPA Intrusion Detection Evaluation Program| ¥2t0 2 0| 5+ HE{=
Ezfig 2T,

OF72to| f==l TCP dump H|O|E{= 4GBO|| &, 58132 connection recordE 21X 10 U S.

H|AE H0[E = 23:7t2] 7| 2= 284091 2[ connection record& 744 &

ot

| AE BIOJE{olls E3 l0|E{Sks CI2 38 REE JIX|LE, BEEX| QUE 20| 0] 9

HI

g

J

2F connection record= 100 HIO|E 3AY|= 2t connection attack / normal £ 7| EE|0{ U Z
471 FtE|12|e] =4

DOS: denial-of-service, e.g. syn flood;

R2L: unauthorized access from a remote machine, e.qg. guessing password;

U2R: unauthorized access to local superuser (root) privileges, e.qg., various ~ " buffer overflow"
attacks;

probing: surveillance and other probing, e.g., port scanning.

28



The data set used for The Third International Knowledge

Discovery and Data Mining Tools Competition, which was held in
conjunction with KDD-99 The Fifth International Conference on
Knowledge Discovery and Data Mining

237 52| 40| ILahEl 494201 2| training data

FH|AE H|0|E{0]|= 37709 20| Z240| L TtE

27|22 41700 M 10| B2 FR2 14

Impact Factor Available
— — P

2.714 1997 - 2017

Volumes Issues

31 103

Articles Open Access

655

29 =X : http://kdd.ics.uci.edu/databases/kddcup99/task.html



feature name description type
duration length (number of seconds) of the connection continuous
protocol_type type of the protocol, e.g. tcp, udp, etc. discrete
service network service on the destination, e.g., http, telnet, etc. discrete
src_bytes number of data bytes from source to destination continuous
dst_bytes number of data bytes from destination to source continuous
flag normal or error status of the connection discrete
land 1if connection is from/to the same host/port; O otherwise discrete
wrong_fragment number of * “wrong" fragments continuous
urgent number of urgent packets continuous
Table 1: Basic features of individual TCP connections.

feature name description type

hot number of " hot" indicators continuous
num_failed_logins number of failed login attempts continuous
logged_in 1if successfully logged in; O otherwise discrete
num_compromised number of ~  compromised"” conditions continuous
root_shell 1if root shell is obtained; O otherwise discrete
su_attempted 1if * “su root” command attempted; O otherwise discrete
num_root number of " "root" accesses continuous
num_file_creations number of file creation operations continuous
num_shells number of shell prompts continuous
num_access_files number of operations on access control files continuous
num_outbound_cmds number of outbound commands in an ftp session continuous
is_hot_login 1if the login belongs to the ™ "hot" list; O otherwise discrete
is_guest_login 1if the login is a * " guest"login; O otherwise discrete

Table 2: Content features within a connection suggested by domain knowledge.
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Table 4.1. The PHAD-C32 model after training on week 3.

L E =35t Anomaly ScoreE ALk

PHAD: Packet Header Anomaly Detection
for Identifying Hostile Network Traffic

Matthew V. Mahoney and Philip K. Chan
Department of Computer Sciences
Florida Institute of Technology
Melbourne, FL 32901
{mmahoney pkc}@cs.fit.edu

Florida Institute of Technology Technical Report CS-2001-04
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Anomaly Score

IP Protocol 3/12715589 1 6 17
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Percepton (F. Rosenblatt, 1957) =& : MZAQ| Tl MBMEM+ IHXIST| + HAt+ AlbA
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z9 22| 5E)
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- ——
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Inference
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The basic idea of backpropagation. (Source)
———
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Deep Learning
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Deep Learning in R

H20MultinomialModel: deeplearning
Model ID: DeeplLearning_model_R_1461057193925_2
Status of Neuron Layers: predicting C785, 10-class classification, multinomial distribution, CrossEntropy loss,
226,010 weights/biases, 2.7 MB, 600,000 training samples, mini-batch size 1
layer units type dropout 12 12 mean_rate rate_RMS momentum mean_weight weight_RMS
1 1 717 Input 20.00 %

model <- h2o.deeplearning(x=x, y=y, training_frame = train,
validation_frame = test, distribution = "multinomial",
activation = "RectifierWithDropout",
hidden=c(200,200,200),
input_dropout_ratio = 0.2,

2 2 200 RectifierDropout 50.00 % ©.000010 0.000000 0.073377 0.166079 0.000000  ©.019811  ©.073754
11=1e-5, 3 3 200 RectifierDropout 50.00 % 0.000010 0.000000 0.000984 0.000407 0.000000 -0.016804 ©.075667
epochs=10) 4 4 200 RectifierDropout 50.00 % 0.000010 0.000000 0.001336 0.000736 0.000000 -0.020006 0.072900

5 5 10 Softmax 0.000010 0.000000 ©.008359 0.023659 0.000000 -0.200915  ©.427615

Metrics reported on full validation frame

MSE: (Extract with "hZ2o.mse™) 0.03034059

RAZ: (Extract with "h2o.r2°) 0.9963816

Logloss: (Extract with "h2o.logloss™) 0.1188516

Confusion Matrix: Extract with “h2o.confusionMatrix(<model>, <data>) )

Confusion Matrix: vertical: actual; across: predicted

1 2 3 4 5 6
9 2 1 1 0 4 4
1124 5 1 0 © 3
992 5 4 0 8
14961 0 12 @
2949 1 10
7 2862 5
© 4 9930
4 0 0
5 6 14 6

AN P WU

Ooco~NOTUV A WNES

5 1 9 16 1 ©

/7 8
7 )
0 2
7 8
12 10
z 2
3 B
9 3

0985 0

6 926

7 5961 =
Totals 996 1142 1036 995 981 903 966 1023 962 996 0.0343

9 Error
1 0.0133
® 0.0097

Rate
/ 980
135
,032
,010
982
892
958
,028
974
,009
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MIT researchers develop machine learning Al to
detect 85% of cyberattacks and it is getting
smarter each day

Man and machine come together to predict cyber attacks at a significantly higher rate than currently used systems.

Ashwani Mishra | ETCIO | 20 April 2016, 9:07 AM IST

AI? : Training a big data machine to defend

Kalyan Veeramachaneni Ignacio Arnaldo
CSAIL, MIT Cambridge, MA PatternEx, San Jose, CA

Alfredo Cuesta-Infante, Vamsi Korrapati, Costas Bassias, Ke Li
PatternEx, San Jose, CA

The Al2 model, which the research team calls "analyst intuition”, can detect 85
percent of attacks, which is around three times better than previous benchmarks,
while also reducing the number of false positives by a factor of 5. The system was
tested on 3.6 billion pieces of data known as "log lines," which were generated by

millions of users over a period of three months.
40



Unsupervised

Unsupervised
Learning
n

Supervised
Learning

N
. o] —
eatures —— m

|

Supervised

ID Rank Event vectors

141 [1] ~———
. 22 =
Ranking 3060 [3] —~—~——
3 —
and selection 9 [A] ———
4 [] ==
_____ J g
|
Feedback |
ID Attack Label
Labeled
examples

for learning

Figure 2: AI°. Features describing the entities in the data set are computed at regular intervals from the raw data. An unsuper-
vised learning module learns a model that is able to identify extreme and rare events in data. The rare events are ranked based
on a predefined metric, and are shown to the analyst, who labels them as 'normal’ or as pertaining to a particular type of attack.
These labels” are provided to the supervised learning module, which produces a model that can then predict, from features,

whether there will be attacks in the following days.
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Abusing Detection

Intrusion Detection
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Feature Selection

Window size 50
User | [cpp sh ... cpp sh xrdb mkpts env csh csh shl... Is cd netscape uname uname mkpts env csh
User2  mail mail ... ¢p mkdir Is rm cat pico Is c¢d ... Is Is cd netscape mail mail cp pico cd Is cp Is

User S0 sureboot ... gce tar netstat ifconfig who ... Is ¢d gee vi vi gee netstat ifconfig who top top
Sliding size | “— —
10 Window size 50

Examples of Features Window Size 50, Sliding Size 10

J .
&

user 1 UGl B 4 5 6 w | 99 100 label

1 B2l @ 1 0 0 0 0 1]

el (] 2] wl 8] 0 [ ;] Neme: |icommon

: : : : H : : : : H : 2 wp 1

50 0|1 0|1 oo 0] 1 =] : :';b ‘:
Features: Features: Features: Examples of Features Window Size 50, Sliding Size 10 with Common | [3 | mkpts o
1. Color: Radish/Red 1. Sky Blue 1. Yellow = e e s Tt | 3
2. Type : Fruit 2. Logo 2. Fruit ! tif2l.. o[ o] 8 1

5 : . : H H . : H 99 ne! 0
3. Shape 3. Shape 3. Shape & e T e T

etc... etc... etc...
Figure 3  Feature selection for SVM profiling.

UNIX command (2004
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B N V) unizatazs 18 0 8 1 200408 } "time": "11252015:5.40PM"
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Core Assumptions

C =L}, Ct2L0}, R3tFEX| 940t O4dl EQICt, #3ko| £0[StTt,

oNe

A9|2 DHO| SHAHBICE 819|2 Bf0| wrAsiCt

o OffAl
Network Security : Botnet and Honeynet
Botnet protocols are mostly C&C

Individual bots within same botnets behave similarly and can be correlated
to each other

Botnet behaviors are different and distinguishable from legitimate human
user, e.g. human behaviors are more complex
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scikit-learn

classification
algorithm cheat-sheet

get
more
data %0
>50
YES samples

predicting a
category
NO,

<100K
samples

regression

YES 0

NOT

Text WORKING YES
-

<100K
samples

YES

NOT
WORKING

YES

YES
YES

clustering T

NO

looking e NOT
WORKING
YES
predicting
structure

NOT
WORKING

samples NO

dimensionality
reduction

&)

=X : http://peekaboo-vision.blogspot.kr/2013/01/machine-learning-cheat-sheet-for-scikit.html



http://peekaboo-vision.blogspot.kr/2013/01/machine-learning-cheat-sheet-for-scikit.html

Performance Measure

Classified as O O

Really is
Al MAF
True Negative Negative =M 8BS
e TP
* Precision:
TP + FP

TP
Accurary = (TP+TN) / (TP+FP+FN+TN)  * Recall: ————
2TP
2TP+ FP+FN

e F1 score:
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Performance Measure

who is the best in MNIST ?
, ' s. ‘f 3 MN|ST 50 results collected
75353
3% 9 ) A Units: error %
[ Classify handwriten digits. Some additional results are available on the original
§ = 5 9’ O = dataset page.
:g, Result Method Venue Details
é 0.21% Regularization of Neural Networks using DropConnect >/ ICML 2013
g 0.23% Multi-column Deep Neural Networks for Image 5 CVPR 2012
P Classification
0.23% APAC: Augmented PAttern Classification with Neural o arXiv 2015
Networks
0.24% Batch-normalized Maxout Network in Network A/ arXiv 2015 Details
0.29% Generalizing Pooling Functions in Convolutional Neural » AISTATS 2016 petails
Networks: Mixed, Gated, and Tree . b
0.31% Recurrent Convolutional Neural Network for Object > CVPR 2015
Recognition
0.31% On the Importance of Normalisation Layers in Deep X arXiv 2015
Learning with Piecewise Linear Activation Units =
0.32% Fractional Max-Pooling */ arXiv 2015 ' Details \

False Positive Rate
=X : http://rodrigob.github.io/are we there vet/build/classification datasets _results.html
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Attackers for ML

Attacker EtX| 2|mo| EtX| 2= Ot

Passive

Semi-Aggressive

Active

Zie|Ee| Oieti|H 5, 24 3 HAE H|0|H
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Adversarial machine learning is a research field that lies at
the intersection of machine learning and computer security.

It aims to enable the safe adoption of machine learning
techniques in adversarial settings like spam filtering malware
detection and biometric recognition.

A malicious adversary can the input data
exploiting specific vulnerabilities of learning algorithms to
compromise the whole system security

Attacks in spam filtering, where spam messages are
obfuscated through misspelling of bad words or insertion of
good words

49 =X : wikipedia



Deep networks can be easily fooled..

‘It turns out some DNNs only focus on discriminative features
in images”

Learning Is expensive.
Reverse engineering of machine learning.

It aims to design robust and secure learning algorithms.

Imperceptibly modified
image, classified as a gibbon
with 99% confidence.

Original image classified as a Tiny adversarial
panda with 60% confidence. perturbation.



Spam Detection

Training

Test

X X Linear classifiers:
X, X x X /xX assign a weight to each feature
— [%] — Xy xX/ ¥ x and classify a sample based
on the sign of its score
Xy XXy x .
FY =g %) +1, malicious
training data  pre-processing and classifier learning AR, 1, legitimate
(with labels) feature extraction
w
start il
bmg SPAM - X o +2 ::art
portfolio Start 2007 1 | start *1 il
winner with a bang! 1 | bang s p\:rtfolio
year C "y | Make WBFS 1 | portfolio # :i "a::.r
.= % YOUR 1 | winner v ¥
university PORTFOLIO' S 1 | year coe| eee
campus first winner |[[=--| --- :: university
of the year 0 |university L T .
e 0 | campus
~ J

x X Linear classifiers:
X, X /Ay X assign a weight to each feature
— |x%| /== x_ X X and classify a sample based
X x X on the sign of its score
) Xy X X
. r +1, malicious
test data pre-processing and classification and J(x)=sign(w'x) -1, legitimate
feature extraction performance evaluation
e.g., classification accuracy
X w
i start (] start
l::;t 2:07 1 i San :i febe
:ake :“.;n’ 1 | portfolio +1 | portfolio
i . : 1 | winner : +1 | winner :> +6 > 0, SPAM
PORTFOLIO’'S 1 | year +1 | year (correctly classified)
z:r::;w;xr 0 |university -3 | university
L 0 | campus -4 | campus
s . /
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http://pralab.diee.unica.it

Problem

Start 2007
with a bang!
Make WBFS
YOUR
PORTFOLIO's
first winner
of the year

uake WBF
'OITNLIO'

first winner
of tbh r

start
bang s T
portfolio f(x)=sign(w'x)
e +6 > 0, SPAM
yoar N (correctly classified)
.- . . — atart
university +1 | bang
e i +1 | portfolio

+1 | winner

+1 | year
start
bang ‘ _al 4
portfolio J(x)=sign(w"x)
winner / +3 -4 < 0, HAM
g (misclassified email)
university
campus
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There is still no silver bullet

M='d2 ool =2 #0|Ct.

27t 2H= =HPF B=0F ot l, O HE & = U= HIO|ES0| 529 20H0F ottt
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Supervised | Semi-supervised | Unsupervised | HITL Game Theory
Attacker Type
Passive 58(49%) 7(5.9%) 24(20%) 2(1.7%) | 0(0%)
Semi-aggressive | 18(15%) 4(3.4%) 3(2.5%) 0(0%) 1(0.85%)
Active 0(0%) 0(0%) 0(0%) 0(0%) 2(1.7%)
Means of Attack
Server 4(3.4%) 1(0.85%) 1(0.85%) 0(0%) 0(0%)
Network 17(14.4%) | 4(3.4%) 11(9.3%) 0(0%) 1(0.85%)
Client app 4(3.4%) 0(0%) 1(0.85%) 2(1.7%) | 0(0%)
User 31(26%) 2(1.7%) 9(7.6%) 0(0%) 2(1.7%)
Client machine | 20(17%) 4(3.4%) 5(4.2%) 0(0%) 0(0%)
Purpose of Attack [22, 23]
Confidentiality | 16(13.6%) [ 0(0%) 7(6%) 0(0%) 0(0%)
Availability 9(7.6%) 1(0.85%) 5(4.2%) 0(0%) 3(2.5%)
Integrity 51(43.2%) | 10(8.5%) 15(12.7%) 2(1.7%) | 0(0%)

Supervised learning uses labeled data for training.

Semi-supervised learning uses both labeled and unlabeled data for training.
Unsupervised learning has no labeled data available for training.

Human-in-the-loop(HITL) learning incorporates active human feedback to algorithm'’s decisions into the
knowledge base and/or algorithms.

Game Theory(GT)-based learning considers learning as a series of strategic interactions between the model
learner and actors

- ZX : SoK: Applying Machine Learning in Security - A Survey
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