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IP belongs to infare.com
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IP address Country Alerts Actions 1k - 2O 2M S oiofE0|A WAL= 80% O|Ato] EFfd

) HEAMSE 42 OIX| ST St IP ApCH
80.80.3.130 E= Denmark 109,445 View logs |I = o A= e L = .
° Infare.com - &SASl 2, 29, 714 &2 5= 232850 CHE
14.29.124.53 il China 16,600 View logs S A0l THO{SH= BALOIE
. . 63,411 | found fi 6:45:00 PM October 22 to 6:44:59 PM October 23, 2016, GMT -04:00
178.238.42.164 lsw Czech Republic 7,113 View logs ogs found from ctober 2zt crober
Time Log type IP Response  Action Request
185.8.239.16 e Czech Republic 2,145 View logs v 6:44:57pmOct JS Challenge  80.80.3.130 Alert /Select.aspx
23 E= Denmark
52.74.46.77 = Singapore 1,967 View logs
Date 6:44:57pm, Oct 23 -04:00
14.29.124.52 & China 1,794 View logs Type Js Challenge
Action Y e Alert
113.107.136.48 Bl China 1,548 View logs Cliont 1P v o 80803130
110.77.183.34 == Thailand 1,389 View logs Country name T @ &= Denmark
User agent Y @ Mozilla/5.0 (Windows NT 6.3; rv:31.0) Gecko/20100101 Firefox/31.0
46.229.76.2 = Russian 1,123 View logs HTTP verb T o GET
Federation Request URL Y @ /Select.aspx
60.21.209.114 il China 1,106 View logs HTTP headers 14 headers
HTTP version Y @ 1.1
Page « < 1 5 » of 1 |View 250 2 records Incident ID Y @ 2016-10-23T22:44:467 | 6d1aa26335|80.80.3.130| BDMw|Y2i|B
Fingerprint Y @
Country code Y @ DK
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IP address Country Alerts Actions

80.80.3.130 E= Denmark 109,445 View logs
14.29.124.53 il China 16,600 View logs
178.238.42.164 lem Czech Republic 7,113 View logs
185.8.239.16 lem Czech Republic 2,145 View logs
52.74.46.77 = Singapore 1,967 View logs
14.29.124.52 & China 1,794 View logs
113.107.136.48 i China 1,548 View logs
110.77.183.34 == Thailand 1,389 View logs
46.229.76.2 = Russian 1,123 View logs

Federation
60.21.209.114 I China 1,106 View logs
Page « <« » of 1|View 250 4+ records

End user on AWS?

© AWSOM 20| 2= E2fE S X
0| J|8l02 AWS 52 SAE S B¢ oot =352
£X810] H|0|A B2 KHEF EE

# The following results may also be obtained via:

#
https://whois.arin.net/rest/nets;q=52.74.46.77?showDetails=true&sho
WARIN=false&showNonArinTopLevelNet=false&ext=netref2

#

NetRange: 52.64.0.0 - 52.79.255.255
CIDR: 52.64.0.0/12

NetName: AT-88-Z

NetHandle:  NET-52-64-0-0-1

Parent: NET52 (NET-52-0-0-0-0)

NetType: Direct Allocation

OriginAS:

Organization: Amazon Technologies Inc. (AT-88-2)
RegDate: 1991-12-19

Updated: 2015-03-20
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China Telecom Guangdong province
- B2 Y50 5Y3 C|HIO|AS 283l0] IPE R|&Xo=E

= =2 O
st 2o 7}72 A3a)d oE 2 BX
IP address Country Alerts Actions IH + ClHpO[A = 21 zeld 75 Sl 5&% EEH% HHHCZ S
- 212 293E 77| e % W7 ZREES #Ol s
80.80.3.130 E= Denmark 109,445 View logs ‘
14.29.124.52 IP address location & more:
14.29.124.53 M China 16,600 View logs |I IP address [?]: 1212453 [Whois] [Reverse |P]
IP country code: CN
178.238.42.164 lem Czech Republic 7AUE] View Iogs IP address country: China
IP address state: Guangdong
185.8.239.16 lem Czech Republic 2,145 View logs IP address city: Guangzhou
IP address latitude: 23.1167
52.74.46.77 = Singapore 1,967 View logs Lo
IP address longitude: 113.2500
14.29.124.52 B China 1,794 View |085 |I ISP of this IP [?]: China Telecom Guangdong
] ] Organization: China Telecom Guangdong
113.107.136.48 il China 1,548 View logs Local time in China: 2016.10-24 07:07
110.77.183.34 == Thailand 1,389 View logs
46.229.76.2 = Russian 1,123 View logs
Federation
60.21.209.114 I China 1,106 View logs
Page « <« 1 > » of 1|View 250 4+ records
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http://www.ip-adress.com/ip_addresses/14.29.124.53
http://www.ip-adress.com/host/
http://www.ip-adress.com/whois/14.29.124.53
http://www.ip-adress.com/reverse_ip/14.29.124.53
http://www.ip-adress.com/isp

1= API Security

OLO| M AP| A2, X}= API A2 gl AP
Slo|xiZof st g EHO AH|A

1. API AlE EOIE HO (End Point Security)
Do AIE|ES S APIHO[E FZ0|LE &3 E YK
= = . £2|2 DHIY SDK J{HS E3 OIS HIAl AF2O 2 7|Z9| IP Rate
[] =\ A~ L= LimitingS £3}0 BtO{3HX| 25l= 54 7F7E|
—oo— - Layer 3/4/7 DDoS &} 0{
= = = o=
API INTERFACE 2. APl Al M| A HE ZE (Access Control)
< APl 2K0 Cjst IP Blacklist / Whitelist
Initial API Request 5 +  Geo B|Ock|ngj_52|. UNZSE ESHAPI 0| E ==0|L} EFFE HHX]
HTTP Header with one-time key WAF
Initial APl Request + AUTH Header CDN N AP|
IP Address Whitelisted (with TTL) - Secu r|ty o = .
A Requests pass through once authenticated 3' API E I—I- E (Securlty RUIes)
) \.: Web Server Origin ’ AP Rgoﬂ EH |-O:I RUIGO A EIOl_O:I Hl'O‘I
Mobile API
Apps SDK
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287l X| Scrubbing Center B!
On-Net Scrubbing2 3t Latency | A S}

On-Net Scrubbing

inside Super POP
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22 Thps + On-Net Scrubbing
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Al 7S &8 A= dHol 34 X

Behavioural-based determination of maliciousness to trigger blocking

O AIWAF= 21ZXs Heldd Z2MALZ2 22 =

O AIWAF= 22|t fSKIEE Sof = Z&oll ZLICH 22l ke &HEH gt SfSK =2 SoHA
Oto|F 0|1 AIZIE Qe DES AlWAFO J2XI 1, Al WAFE 8t&8 Q20 [I2tA Bt=X0oZ
AASE G Aot 208U

O ==82Z AIWAF= 22Xl QE S 0lAlot) S0 HEtst Al2lg = U= LS Oloffot =
dstetssS 2 sLUICHL
Web Application Vulnerability New Rules and Patches

discovered distributed by Limelight SOC ;
[ J [ [ J [ J [ J [ J [ J

Vulnerability Pre-Patch Risk Vulnerability Post-Patch Risk
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A 2{dS %t Zero-Day BX| 3 REE XA

I pate Request Score ) Learn action I Date Request Score () Learn action
> 4:26:01pm /membership/index.do?a=ftp.exe 48% Trusted | Malicious > 4:26:01pm /membership/index.do?a=ftp.exe 48% Trusted [T
Feb 22 ) Feb22
> 423:19pm ip/ind exe 48% [ Trusted | Malicious | > 4:23:19m /membership/index.do?a=telnet.exe 48% _* Trusted [0
Feb 22 e Feb 22
> 4:23:115pm bership/index.d Inet.exe 48% | Trusted | Malicious | > 4:23:15pm bership/index.d: Inet.exe 48% Trusted
Feb 22 Feb 22
ol ff bl
—
Hf 2 X0l Al ofoF=2
L =7 =71 - O =1 =
Apply labeled data
; odel name
Step 4 SteRendone
22 Feb POC Model 3
1 Date Request * Score () Learn action
_* Base model: 22 Feb POC Model 2
> 4:46:10pm / ship/ind exe 80%  Trusted | Malicious |
Fehzzp " Malicious total: 957 Trusted total: 1021
Malicious used: 534 Trusted used: 765
, 80% [Trusted [Maliclous]
detass P Feeinee ] —
Labeled data
' ooy i retexe 1o0% e Labeled malicious: 17 Labeled trusted: 472
»  4:45:47pm smembership/index.do?h=ftp | , 80% Trusted | Malicious | i Applying labeled data will generate the new model based on the selected model
Feb 22 - training data and the latest labeled data.
> 4:44:14pm /membership/index.do?a=ftp.exe 100% Trusted | Malicious |
Feb 22
cance! | [N
3 p p. et.exe 100% Trusted | Malicious | ance
Feb22
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N-Day F % — 74} gHe] HOPHE7F A

Web Application Vulnerability New Rules and Patches
discovered distributed by Limelight SOC ;

Vulnerability Pre-Patch Risk Vulnerability Post-Patch Risk

> 420

4%
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Advanced ServiceE St F7|H0l FUH™E M AMH|A

Developing, testing, and deploying a virtual patch to mitigate Open Redirect vulnerability

The custom rule template to mitigate the open This log entry shows the rule triggered as a result of a test

ow-40% redirect flaw exploit script.

1 logs found from 5:30:53 PM February 20 to 5:45:53 PM February 20, 2018, GMT -05:00 & to Excel | O Refresh
SecRule REQUEST_URI "AVaccounts\v1VMBRVsigninGate" \
B hase'request \ Time Log type P Response  Action Reguest
phase: ,
id: - S4157pm  WAF MBS Alert Jaccountsi1/MBR/signinGate?MarcosNe8dd=htpp:
1400544\
Feb 20 //Mars&goBackURL=%3c%3a%2f%5c
chain. \ Date 10:41:51pm, Feb 20 +00:00
) Type WAF
deny, \
Io ;{ Client IP T2 L
tnone,\ User agent Te Mozilla / Marcos Negreira
severity:CRITICAL) Domain re AN
' = H inn* i w 2 alerts
Mm:gr:‘ er;etspafker (()J;))e\n Redirection: /accounts/v1/MBR/signinGate [goBackURL] aeld Alert me
Med - A : % 4 Message: HTTP protocol version HTTP/2.0 is not allowed by policy. Allowed are H
Medium - 16 %4 | tag:'Custom’\ seoza  TTPIOHTTPALI
Information - 40 % logdata:'Open Redirection: /accounts/v1/MBR/signinGate, Matched Data: %{TX.0} — sy bk e of "within s{tx.allowed_http versions}" against
found within %{MATCHED_VAR_NAME}: %{MATCHED_VAR}'\ :
Message: Metsparker - Open Redirection: /accountsivi/MBR/signinGate [goBack
) capture,\ 00544 URL] Matched Data: /accounts/ivl/MBR/signinGate
High-4% se(var:‘b(.msgﬂﬁb(rule.msg)',\ Message details: Warning. Pattern match "<|%3c|:|%3a| /| %2f| | %5c" at ARGS:
BackURL.
setvar:tx.anomaly_score=+%{tx.critical_anomaly_score},\ &
setvar:'tx.%{rule.id)-OpenRedirection-%{matched_var_name}=%{matched var} HTTPverh Te GET
Request URL T® faccounts/v1/MBR/signinGate?MarcosNe&id=htpp://Mars&goBackURL=%3c%3a%2f%5c
]:ﬂ 0] E] }\]. O] OL:I. ‘/_7: % 94 HTTP headers » 6 headers
o] = B }—q - Cancel HTTP version T2 HTTP/2.0
H @ E -'l-_': a“"l' Action TG Alert
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Q Advanced Bot ManagementE& S8t HE2IA0|18 25
= HIC £ DFC J|8 = S¢&t XIs3tE Bot &

> S8 ZYES S API B2 20f N &

Protection

B0t (Web Apﬁir(i;%it?on) QO 2894 XIS, 22Tbps & + On Net Scrubbing

Management > e A s R AL A
S

(o]

?
Web > DD0S 222 A| 2HAISH A Ol = | gt
DDoS Application Pl Securit © S<SE T = Lalenty
0 . STEWEL . Hrty Ol & = A3}
CDN Deteg:t_lon_
Protection™, Mitigation

a Al WAFE S8t Zero Day & 20d

ON-Day 33 2 0{E A&t
Advanced Service X ¥
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Limelight Networks (NASDAQ: LLNW), a global leader in digital content delivery, empowers customers to better
engage online audiences by enabling them to securely manage and globally deliver digital content, on any device.
For more information visit our website http://www.limelight.com/.
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