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Company/Supply Chain 8, TESFITYITAS B8 FATERETTT Monitor
On-premise/Cloud

APT Server

Insider Threat Network
P Device * Detection

PC / Mobile / loT Remedy
S s
Application Feedback
e
Data

Decrease m Stay the same H Increase
Data Security (n = 249) 2% 25% 73%
IT Infrastructure i
Security Network Security (n = 247) | 6% 38% 56%

Endpoint Security (n = 242) 4% 51% 45%

Identity and Access

Management (n = 251) 6% 41% 53%

Enterprise IT Spending, 2017 Compared to 2016 (Gartner)
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Physical Cyber System

No perfect protection
Fragmentation

of solutions

No common Over—focus on risks that are
architecture either familiar or recent

Realities in IT Security New Trends



RSA Conference 2017
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Gartner
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* EDRM

* DCAP
Locate and Set Retention Schedule * Dynamic Data Masking
Identify Data and Reclassification Rules Enable Controls

Information
Security

Information
Governance

Develop and Classify Remediate Findings
Implement Policies Data * Enhance Access Control
* Relocate
¢ Archive
¢ Destroy

e Static Data Masking

Acronym Key: DCAP — data-centric audit and protection; EDRM — enterprise digital rights management

Source: Gartner Marc-Antoine Meunier
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NIST CYBERSECURITY FRAMEWORK

- 20174 V11 2

CYBERSECURITY

FRAMEWORK

VERSION 1.1
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Function Category ID
Asset Management ID_AM
Business Environment ID.BE
Governance 1D.GV
Risk Assessment ID.RA
Risk Management Strategy ID.RIMV
Access Control PR.AC
Awareness and Training PR.AT
Data Security PR.DS
Information Protection Processes & Procedures PR.IP
Maintenance PR.IV1A
Protective Technology PR.PT
Anomalies and Events DE.AE

Detect Security Continuous Monitoring DE.CM
Detection Processes DE.DP
Response Planning RS.RP
Communications RS.CO
Analysis RS.AN
Mitigation RS_.MI
Improvements RS.IM
Recovery Planning RC.RP
Improvements RC.IM
Communications RC.CO
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PC SERVER Storage(DB) Cloud
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Fasoo Data Security Framework
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| Fasoo Data Security Framework — Data Discovery
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Fasoo Data Security Framework - Policy Enforcement
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|Fasoo Data Security Framework — Risk Management
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