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Overview
• Security in the Public Cloud
• McAfee Virtual Network Security Platform
• McAfee vNSP Components
• McAfee vNSP Functions to Protect Public Cloud
• McAfee vNSP Solution
• McAfee vNSP Deployment
• McAfee vNSP Case Scenarios 
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Top Challenges for Protecting Workloads in AWS
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McAfee Virtual Network Security Platform 
Key Benefits

Scale based upon changing 
dynamics of virtualized 

workloads in Web Services

Advantages

Scalability
 McAfee vNSP는 가상화된 Workloads의 동적인 변화에

기반하여 확장됩니다. 

 증가된 트래픽에 기인한 네트워크 버스트 발생 인지

 필요한 처리량 성능을 충족하는 데 필요한 추가 센서를 배치

 작업 부하 요구 사항을 충족하도록 자동으로 확장

 관리자가 신규, 현재 및 변화된 Workload에 네트워크
보호를 신속하게 제공
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McAfee Virtual Network Security Platform 
Key Benefits

True protection from lateral 
threats, in addition to North-

South attacks

Advantages

Protection and 
Detection

 North-South Traffic 검사 뿐만 아니라 East-West Traffic
보호와 고급 위협을 보호하기 위해 가상 데이터 센터에
적용

 고급 위협에 대한 보호

 알려지지 않은 새로운 위협에 대한 보호
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McAfee Virtual Network Security Platform 
Key Benefits

A single pane of glass that provides 
visibility and the ability to control 

workloads across the environment

Advantages

Manageability and 
Automation

 McAfee vNSP는 보안 관리자에게 단일 화면에서 모든
클라우드 환경에서 Workload를 가시화하고 제어

 AWS ID 및 액세스 관리 (IAM)를 지원하므로 관리자는
특정 사용자 및 그룹에 할당 된 권한에 따라 AWS 서비스
및 리소스에 대한 액세스를 쉽고 안전하게 관리
(AWS only)

 노이즈 수준의 경고를 처리하는 대신 사전 구성된
Workflow를 통해 실행 가능한 Security Intelligence를 표시
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McAfee vNSP Components
Terminologies

Network Security Manager (NSM)

Protected Group

vNSP Cluster

vNSP Controller

Virtual Probe

Virtual IPS Sensor
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McAfee vNSP Functions to Protect Public Cloud 
Protection Flow 

Elastic Load Balancer

Internet Gateway

Internet

Security Group

instances instances

Availability Zone

Control & Event

Control

Security Group

instances instances

Probe Probe ProbeProbe

VPC 
Peering
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Auto 
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McAfee vNSP Solution
Intelligent IPS

 Next-generation Inspection Architecture
 Application Awareness (Full stack visibility)

 Context Awareness (External intelligence)

 Content Awareness (Advanced malware protection)

 Advanced Threat Protection
 Signature-less Detection Engine

 Sophisticated Bot Detection

 Deep file analysis

 Global threat intelligence

 Advanced Threat Defence

 Network Behavior Analysis

 Endpoint Intelligence Agent

Multiple Signature-less 

Engines

Connected 

Visibility

Actionable 

Workflows
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McAfee vNSP Deployment
Installation Flow 

Install  vNSP Controller

Install Network Security Manager     
( Virtual / On-premises)

Create  a Protected Group

Launch the Virtual IPS Sensor AMI

Install  Virtual Probe

Download the Virtual Probe

Create vNSP Cluster

Create  vNSP Controller

Performed on Network Security Manager

Performed in AWS /Azure
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McAfee vNSP Deployment
Components Requirements

Component

Network Security 
Manager

vNSP
Controller

Virtual IPS        
Sensor

Protected VM          
Instance

AWS Instance
Type

Software 
Requirement

Network
Requirement

m4.xlarge
Windows 2012 R2

Server
1 Network interface
(management subnet)

c4.xlarge
vNSP Controller

AMI
1 Network Interface
(management subnet)

c4.xlarge NSP instance AMI

2 Network Interfaces
(primary: management
subnet, second: data
subnet) or 1 Network
Interface (management and 
data subnet)

Any
Customer
Supplied

1 or more 
(see deployment)
Use public IP address or
NAT gateway to access
Controller EIP

Azure Virtual
Machine Type

Software
Requirements

Network
Requirement

D4S_V3 
Standard

(4 vCPUs, 16 GB
memory)

Windows 2012 
R2

Server

1 Network interface
(management subnet)

E2S_V3 
Standard

(2 vCPUs, 16 GB
memory)

vNSP Controller
Image

1 Network Interface
(management subnet)

F8S 
Standard        

(8vCPUs, 16 GB
memory)

Virtual IPS 
Sensor Image

2 Network Interfaces
(primary: management
subnet, second: data
subnet) or 1 Network
Interface (management 
and data subnet)

Any Customer
Supplied

1 or more 
(see deployment)
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McAfee vNSP Case Scenarios
Deployment of Virtual IPS Sensors in IDS mode

VPC Peering

Availability Zone

TCP reset
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McAfee vNSP Case Scenarios
On-premises Network Security Manager managing Sensors in AWS environment

VPC Peering

Availability Zone

Network Security 
Manager

Internet

VPN Connection

VPN Gateway

IPS Sensor

On- Premises
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McAfee vNSP Case Scenarios
Virtual IPS Sensor with AWS load balancer deployment

VPC Peering

Availability Zone

Elastic Load Balancing
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McAfee vNSP Case Scenarios
Single Sensor per protected VPC deployment

VPC Peering

Availability Zone



16

McAfee vNSP Case Scenarios
Multi-zone deployment with auto scaling of Virtual IPS Sensors

VPC Peering

Availability Zone

VPC Peering

Availability Zone
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