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Why do we need ML ?

Traditional Attack New Attack
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Network Intrusion Detection

v S22 HIERIR AlY! EiXl= UIESI2 EliT

18C2 o= HIZA el EIX| LAIS A2
(Network Anomaly)

v ST 3P :IDS/IPS + e.t.c.

otXITt, 2HXIX| S 3H2...?

1. Network Traffic Collection

Baseline

DETECT.

2. Gathering Feature

- Header Info, IP Address, Traffic Length... /-\_

3. Feature Analysis
- OQut of Baseline Traffic

4. Anomaly Traffic Detect
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Malware Analysis

(2H

| Ev azm R oie ) = 96 AAH I, ool [I2EC, &M S
HapIZ2 MRS oMac

CreateFile(). WriteFile()
7 RegSetValue(). send().
vmware recv() .

v SandBox + Malware + ML

- MCHIA 2HY X T OfMIAE AN

- OtMALC EXIO2 Q1P WO FY A X
(ex. APl Call / Parameter-...)

- 8% 8 (Clustering / Classification)
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Malware Analysis

v~ B3 System Call 2| ZE2 EIX|

v EIXIE! System Call = S0l £ 22 045 M

o TOME HEE HIEIOR WE TN &2

o TR 2 2B 1IUS 012504
(Clustering /
Classification)

& =
Als &M

Jim
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[Advantage]

SAME m2i0l

(a) Prototypes

(b) Clustering

Decision boundary

(c) Classification



Software Vulnerability Analysis

2 NVD S Exploit-DB 22 2 GIOIES
HIOIAC] HEE LREH0] ILH 2A Aok

This code snippet deserializes an object from a file and uses it as a UI button:

mple Language: Java

File file = new File("object.obj");
ObjectInputStream in = new ObjectInputStream{new FileInputStream(file));
javax.swing.JButton button = (javax.swing.JButton) in.readObject();

Code Clone Issue

MACHINE LEARNING HACKING

(Syntax Tree)
v J2 EZIC 22 Eol T2 THEIS A1846104
HAIZ{L! BHA QI ZAMOR2 A2 Aok U

b2
|

Code base of (1) Extraction of (2) Embedding in {(3) Identification of (4) Assisted vulnerability
functions AP symbaols vector space AP| usage pattemns discovery

[Disadvantage]
® FED} 2AAE GI0IEIS 20| Z206HXI ¢S

© HMAUS HIOILIR| MY B4 Al D2 HAT} E)

= =
(ex. Programming Language, Coding Style, Compiler Version, ...
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Bloh Bloh Blah ..... Pass
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SX H3CIAE

Advertising .... Check
Safe Harbor ... Check
Security .......... Check

2 So|0il 2t SR0ILI TH S=E =2

EUS =0 AL2XH1H OloHolh 1] &

BROWSER PLUGIN

You are visiting a privacy policy page. Click to see its evaluation. % X ™
Privacy Protection Level : 8

LRV RONA | |

<«

Policy Completeness
ﬂl AUVERTISING

©

Data Collection

- . page rated
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Sharing
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Share under conseat

EXTERNAL LINKS

RMGHTS TOVIEW

Do you want to activate the dynamic

O NO

monitoring?

@®.YES

RECORDS Dynamic Monitoring @

6

Hl ZEBH

Poucy COMPLETENESS
ANALYZER

COLLECT STATEMENT
ANALYZER

SHARE STATEMENT
ANALYZER

DYNAMIC ANALYZER
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Vuln. Type

(ex. IE, Java., Flash ...)

Tool

(ex. Metasploit, Veil ...)

Target OS Info

(ex. Windows, Linux ...)

MACHINE LEARNING HACKING

Traditional
Attock
Automation

Attack Automation

d K

Increased Attack Speed

Increased Thread

K



Machine Learning
Vulnerability

Overfitting

(DXE)

2 [ZX): EY0IL CIOIEIONE Si= M2 CIOIEHS HSHH 012
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¢ Regularization, Intelligent Learning Data . SVM ...

fo
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Machine Learning
Vulnerability

- L

» Bgo) Sta AES) HIOKES O18
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- Machine Learning
1.7 Vulnerability

, Creoate Hostile Cases
EARRE SRR ERRE FERE FRRE RS (ZICHS AR IEY)

X&§ 2%

¢ oSO EIOIE ZUS FXIoHA 1HSHS 20| 228 DRIIESE Q%
o AH FETCHE ABLOIZLE QA HIOIEIR SHEINS B 3ot
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| MUV AU ARK'E M2 (Feed) Machine Learhlhg
i, Aol 0N DY “HSH= EHA“DIO| 110] 2O Vulher lelﬂ’y

iii. BackPropagation22 AIL'E Pixel THRI2 X%t
("2iot= S0 TN XIEE)
iv, &1 HA0| AnHt 2RE! THNXI ¢l EHHI= Bt=

Creoate Hostile Cases
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Pixel ZZ¢ el &3

Monalisa. jpg
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Process MQChine Learning

i ERAAHYUZ K01 ITt 'SR'0| 22
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Black-box Attack

Pass !

pass

Anti-Virus
GTSRD Dataset Filtering
System
Autonomous Driving Bypass Content Filtering Generate Malicious Code and Bypass AV
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ML Hacking Case #1

5

O ) Select words with a

Cybercriminal poses Finance sends Cybercriminal

USINEeSS Srrsiae | s High probability of
person account
Success

A:~

mQ“ Request from CEO

ompromise
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ML Hacking Case # 2

Captcha : Prevent automatic website sighup

ion

Recogn
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Processing
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\m .«« :

Auto Fill
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ML Hacking Case # 2

. e CYClE] e CyCiE2  —CyCle] ———Cycled —Cycle5
Convolutional Neural Network 34 :

MNIST with CNN model . vx“ wvi, ,\ A Wwvﬂ "/”“W A
TRAINING DATA 55,000
TEST DATA 10,000 il
VALIDATION DATA  5.000 ' //

0123349509789 -iid =peed up CPU computations.

o, oo 48] The TensorFlow |ibrary we 05
0I33456739 e (] Trammg Accuracy — .06 2 ’

o 10] Training Accuracy — 0.2
0, rILELDFY %B Training iccuracy—gia
e 30 Training Accuracy — 0O, s
,‘33(/5&799 o 40] Training Accuracy — 0.6
01234567 ¥ 9 op 50] Training Accuracy — O.BE 02 |
023 679 e BOJ Training Accuracy — 0.6 {
1567 9: s (U] Training Accuracy — U.54 )
012%4569 84 = 80] Training Accuracy — 0.84 =
e Hi Training Aconracy — (AR
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ML Hacking Case # 2 FOR EXAMPLE ..

CAPTCHA IMAGE URL

border: €

2. IMAGE DOWNLOAD 6 2 5 7 4 3 3 6

4. RECOGNITION

3. IMAGE SLICE Captcha Image
5. PROCESSING

6. AUTO FILL
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1. IMAGE DOWNLOAD & SLICE
4. AUTO FILL
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ML Hacking Case # 2

[ W emetit enae
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ML HQCking Cqse # 3 SmartPhone + Side Channel Attack +
Machine Learning = Stealing KeyStroke
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ML Hacking Case #3 1. LEARNING PHASE

) . 2. ATTACK PHASE
Dictionary
g With
Training Keyboard
Words ) i features )

¢ ) ] Keyboard
eystroke Iy ' é ’ Output

Features
Accelerometer /\/\/ -I
Roaw Data W 4 h J

Neural . *  Feature
Extraction I— . .
MOdU|e : E E EEEEEEEEEEEEEEEEEEEEERE :

- J
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ML Hacking Case #3

1-5 Choice Correct = 80.00%
L/R Accuracy =78.58% L : LEFT R :RIGHT
N/F Accuracy = 61.09% N : NEAR F:FAR

Typed Text: The Illinois Supreme Court has ruled that Rahm Emanuel is eligible to

run for mayor of Chicago and ordered him to stay on the ballot

Recovered Text: *** Illinois Supreme| about |*** ruled part|wait |[Emanuel **|chicagos|**
Rahm eligible

SEN: RN names *% Chicogn ™**lprintegj®e® == [ooK ** *%& batliot
members

grinned
ordered
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What should we do?

ln'l'elligen'l' LEaniﬂg Data (Adversarial Training)

- ZZHE HI0IEIE Troining Da'l'qse'l'Oil ISIAIF{A oS SH0il CHE [EAS 1HXIH &
- Regularization, SVM, S5 ... C}ATH 7| S

User Recognition

- Al 228 1= Qs (A AZME 0IZHHEIE DTN IBS EXUSICHS 1S 21X)
- DE NZ 2SN QUSHS N HCHAIRIQ| E0| U TRHIAC) P EFYIZ 012
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THANK YOU



