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Common Yulnerabilities and Exposures

Search CVE List Download CVE Data Feeds Request CVE IDs
CVE-2010-5139 Integer overflow in wxBitcoin and bitceind before 0.3.11 allows remote
Sea I‘Ch Results many bitcoins via a crafted Bitcoin transaction.
There are 28 CVE entries that SYE-2010-5138 wxBitcoin and bitcoind 0.3.x allow remote attackers to cause a denial ¢
containing multiple OP_CHECKSIG script opcodes.
Name CWVE-2010-5137 wxBitcoin and bitcoind before 0.3.5 allow remote attackers to cause a«
containing an OP_LSHIFT script opcode.
CWVE-2018-6862 Cross Site scrnipung (A=) eXISIS IN FAF SCrPLs Mall gitcoin MLM sortware

CVE-2018-6353 The Python console in Electrum through 2.9.4 and 3.x through 3.0.5 suppc
engineering attacks in which a user pastes code that they do not understai
at an unattended workstation, which makes it easier for attackers to steal
wallet password has been entered, a different vulnerability than CVE-2018

CVE-2018-1000022 Electrum Technologies GmbH Electrum Bitcoin Wallet version prior to versi
JSONRPC interface that can result in Bitcoin theft, if the user's wallet is nol
via The victim must visit a web page with specially crafted javascript. This

CVE-2017-9230 The Bitcein Proof-of-Woerk algorithm does not consider a certain attack me
of initial 64-byte chunks followed by the same 16-byte chunk, multiple can

ralrulatinne invnlvinn cark nuimhere . Thic vinlatec tha coaririty accimntinne
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Hacking or NOT?

5 BTC —* 3 BTC




Hacking or NOT?
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\ﬁ, Password




Trust Third Party
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ofl 4 (Hacking)
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Node A
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Blockchain : Chain of Blocks

: System Technology
(with distributed
ledger concept)

» Database

Distributed Ledger

: Application
(Ex : Bitcoin Blockchain)

> Application System
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R3 Corda : no block chain

Bitcoin : chain of digital signatures
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- Blockchain ?
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Blockchain

Vulnerabilities and Exposures
Node

Privacy

Open

Source Structure
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Blockchain F k™ (Node)
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»Hardware Wallet
»Multi-Signatures
Zero *Third Party Authentication
Knowledge
Proof >»Multi-Channel Authentication




Blockchain F 2F™ (Source)

oding Guidelines
oding Practices
sting

ent Procedures

Runtime Monitoring
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Blockchain F 2F™ (Structure)

DDos Attack

IDS

i From Peer to Peer
Firewall

Phishing
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Blockchain Privacy

Encryption
(or Not) Transparency

Key
Management
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= Blockchain is not ‘Peer to Peer’
Blochchain is not ‘Decentralization’

P2P
Performance Blockchain
Centralization
A
System
@

Bitcoin
Blockchain

»
»

Centralization Decentralization
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