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Internet

10.1.8.3

Switches

Routers

172.168.134.2

Flow Information

Packets

SOURCE ADDRESS

DESTINATION
ADDRESS

SOURCE PORT
DESTINATION PORT
INTERFACE
IP TOS
IP PROTOCOL
NEXT HOP
TCP FLAGS
SOURCE SGT

APPLICATION NAME

10.1.8.3
172.168.134.2

47321
443
Gi0/0/0
0x00
6
172.168.25.1
OxTA
100

NBAR SECURE-HTTP
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Alarm on anomalies
and behavioral changes

Comprehensive data set optimized to  Security events to detect anomalies Alarm categories for high-risk,
remove redundancies and known bad behavior low-noise alerts for faster response
‘ ~100 Security Events
Threshold
Number of New flows Number of e
concurrent flows created SYNs received

Packet Number of Rate of
per second SYNs sent connection resets
. Duration
Bits per second Time of day -
of the flow

Exchange Servers
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Anomaly Modeling

Trust Modeling
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Make the most of the Identify the content type through the Who’s who of the Internet’s
unencrypted fields size and timing of packets dark side

~ A
TLS Header | \ \

TLS version
C2 message
Data exfiltration
Broad behavioral information about the

SNI (Server Name)
Self-Signed certificate
servers on the Internet.
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& - VPC Flow Log

Flow Information Traffic Information /’
/

"""""" Account - ID 123456789010 !
Interface - ID eni-abc123de !
Source IP 172.32.9.69 |
1
Destination IP 172.32.9.12 :
Ezjm Source Port 4096 :
My N 1
< Destination Port 80 1
1
Protocol 6 :
1
Packets 20 1
1
Bytes 4249 :
_ 12.34.10.10.01.01.18 |
Start / End Time I
Pl 45.54.10.10.01.01.18 I
o Action ACCEPT ,REJECT :
Ot .
g& Log-Status OK, NODATA, SKIPDATA 1

2 : |‘
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Public Cloud

EC2

VPC Flow Log

CloudTrail

Security Group ~ Workspace
Network ACL
CloudWatch
Inspector
GuardDuty
Lambda Auto Scaling

ELB RDS

Routeb3

Redshift
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Encrypted Traffic Analytics
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DDoS Target

DDoS Source
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Flows History

User Name:

Device Name:
Device Type:

Host Group:
Location:

Last Active Status:
Session Information:
Policies:

Quarantine Unquarantine

Summary of aggregated
host information

Traffic by
Peer Host Group

Within Outside
organization organization

Observed communication
patterns
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Alarms by Type

12-Jdan  13-Jan 14-Jan 15-Jan 16-Jan

m Data Hoarding Packet Flood

m High Traffic m Data Exfiltration

Historical alarming behavior




Stealthwatch Use Case
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« Dynamic Entity Modeling
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« Automatic security event detection

© Potential Database Exfiltration - o postgres-db-01 -
Status Open
ID 598
Description A statistically unusual amount of data was transferred from a database server to a client.

Updated Nov 18, 2016 12:02:33 AM

Created Nov 18, 2016 12:02:33 AM
IPs at the time of alert: 10.0.0.241
Hostname at the time of alert: postgres-db-01

Assignee & Nobody ~

Troo  Recent Highlights ~ EETypes  |¥BySource ~ Watchlist Interaction Observations

Watchlist Interaction Observation
Device with an IP thatisona (either or implicitly via a domain name).
Supporting Observations Watchiist Interaction Observation
New High Throughput Connection Observation © thatis expiicitly of implicitly
Device has exchanged a large amount of traffic with a new host. Time « Source Watchlists & External IP & D Bytes
20 records per page Time + Source ¢ Watchiists 3 Extemal 1P $ Domain® In® out?
: Ransomware - .159.97 ~
417118 11:06 AM @ P ™78.47.159.97 sons. . ol Jp— 3 o
11:15AM
Time Source + Connected IP 3 Local Connection 3 ins Out$ Time Window 3
3298 O — Bitnodes S - 120 568
11/17/16 213PM @ postgres-db-01 ~ == 263.255.251 ~ no 1,989,892,515 17,967,298,803 9h 48m 51s x S
&Csv | Showing 10f 1 First | Previous - Next | Last :’,‘,",:.: S " teo eon
32ene @ W Sm—— . Bitnodes B - 160 608

5:30 PM

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential
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Session Traffic

Qactie fiters

Pot | port o range of perts

ComnectedPort  port o range of ports

Protoced A1 v
Byesto e
Packets to . v

StrtDate | @ 20170925

NEME =3

GdE M=

Start Date 8 2019-02-13

End Date a8 209-02-13

Tafflc  TraMcCrart  Rejects  Conmecsons Graph

Table of matching rejects.

2 reccros g page

Time ¢ ws

2n19 %1950 © 1010231 =
2NN19 %19PM © 1010231 +
2NN F19PM © 1010231 ~
EARAL AL © 1921687377 «
2NN %18 P © 1921687377 ~
2n¥19 %18 P © 1010231 =
2NN19 %18PM © 1010231~
2NN19F18PM © 1010231 -

Connected IP &
104.131.145.139
-185.95.228.106 »
7162325 -
123126108150 -
0 23.94,66.186 ~
22243443 -
11187198352

-185.95.228.106 ~

Traffic

Bytes transferred via security group routes over the selected time range.

SG EffjE E4

Note: Traffic and connection data depend on this service being configured to collect data relevant to each security group. Zeroes in either column may not reflect the true usage of

the security group if the traffic associated with it is not monitored.

Q filters from 2
10 records per page
Account $ Name 3 Identifier $
299015533822 GSSO VPC - Any 10 Any $g-33791043
845574328132 launch-wizard-2 sg-2b51185e
382. L rd-5 5a-03b5¢bb52019bd256
12784
SaTime O 0000
3228097121100
EndTime O 235
379531023ac204
Ports ComsectedPons  Protocol $ Bytes s
139 (netbios-ss) 36418 oo
445 (microson-as) 50746, TP 0
25 (smtp) M8 oo 0
1433 (ms-sal-3) 54270 oo ©
445 (microsent-d) 52915 ee 40
23 (1enet) 15054 o 40
223 62874 TP “* 1
139 {netbios-ssn) 50746 TP © 1

CIDR =

0.0.0.0/0
0.0.0.0/0
0.0.0.0/0
0.0.0.0/0

0.0.0.0/0

0.0.0.0/0

0-65535

0-65535

22

0-65535

22

0-65535

1503

619

257

122

93 MB

36 kB

372kB

158 MB

0B

0B
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el Stealthwatch Cloud v Aens o Models v
AWS Visualizations
CloudTral  Network Graph Security Groups ~ IAM  Inspector
View your AWS CloudTradl logs
20 TOCONTS DAY PAge
Time « Usermame ¢ Source IP ¢ Event 2

2/14/191:06 AM & root * 6410424006 O

21419 1:06 AM & root * 6410444006 O

Request 3
& groupld: sg-070caB2e569511afa
ol {"rrems”:{{"ipProtocol”:"

& groupid: $g-070caB2e56951 1afa

21419 1:06 AM & root * 6410444106~ O

i {"ems"[{"pProtocol":"

B groupld: 5g-070ca82e569511afa

21419 1:06 AM & root * 6410424006 ©

ipf {"items":{{"pProtocol":"

& groupld: sg-070ca82e569511afa

2/14/1912:31 AM & root * £4.104.44.106 + O AcdUserToGroup

2/14/1912:31 AM & root * 64.104.44.106 ~ @ AcdUserToGroup

2114191211 AM & root * 64.104.44.106 +  © ConsoleLogin

o {"rems™:{{"ipProtocol”:"

@@

Response ¢

_retum; true
requestid: d392e5¢5-08d1-4bbf-a3b1-c60c36d9dr97

_roturn; true
requestid: d392e5¢5-08d1-4bbf-a3b1-c60c 3609197

_retumn: e
requostid. d39205¢5-08d1-4bb-a3b1 -c60c 3609

_retum: rue
requestid: d392e5¢5-08d1-4bbf-a3b1-c60c36d9

ConsoleLogin: Success

@

AWS CloudTrail Alert Watchlist

20 records per page
Account ID *
069624403551

4CSv Showing 1 of 1

Add AWS CloudTrail Watch

Account 1D 069624403551

Event AuthorizeSecurityGroup

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential




Stealthwatch Cloud for Kubernetes

Web Server Stealthwatch Cloud (@&8) Proxy Server
Container Sensor Container Container

Memcached Redis
Container Container

Stealthwatch Cloud Stealthwatch Cloud
Sensor Container Sensor Container

Daemonset &
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