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10 New Reasons to move ERP into Cloud

Make more-precise (and more-profitable)
decisions with built-in analytics and
machine learning.

Eliminate non-value work and manual
transaction processing.

Gain real-time insight into day-to-day
operational performance and financial
trends from any device.

Get a faster month-end close by
connecting to multiple data sources and
using prebuilt reporting templates.

Adapt to changing compliance regulations
and accounting standards, using revenue-
management cloud services.

Source: Forbes.com, Sasha Banks-Louie, April 4, 2017.
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Automate risk management wi
based governance, risk, and co
(GRC) tools.

Expand quickly into new market
risk by automating foreign tax la
compliance. "

Extract maximum value from exis
investments and assets with infre
as a service (laaS).

Speed up innovation using platfor
service (PaaS).

cloud platform.
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Qld}® Ol TCO H|®: On Premise vs. Cloud

On-Premises Cloud Computing

9% ~ ¥ 68% ~ ¥
Software Licenses )’1 Subscription Fee ’11

Customisation & Implementation,
Implementation @— Customisation &

Hardware @— Training @
IT Personnel @—

Maintenance @—

Training @

- Apply Fixes, Patches, Upgrade - Ongoing burden on IT - Subscription fee
- Downtime - Maintain/upgrade hardware

- Performance tuning - Maintain/upgrade network

- Rewrite customizations - Maintain/upgrade security

- Rewrite integrations - Maintain/upgrade database

-Upgrade dependent applications 4"

Source:
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https://www.peoplehr.com/blog/index.php/2015/06/12/saas-vs-on-premise-hr-systems-pros-cons-hidden-costs/

SAP #+% Option

Core ERP scope, rapid innovation Extended ERP scope, tontrolled innovation

SAP-led governance Customer-influenced governance Customer-led governance '

Standardization Recommended to Standardize Open to Modifications '

ap “ i

SAP S/4HANA Cloud,
single tenant edition

[

=000

Source: SAP
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Moving ERP to Cloud: Don’t lose sight of the risk

» Offers more powerful processing power

» Can be accessed from anywhere at any time

» Built-in templates such as segregation of duties(SoD)
P Less expensive

» also comes with fraud and cyber security threats.

Source: Oracle and KPMG Cloud Threat Report, 2018
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Source: KPMG ERP controls survey 2017
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of organizations
surveyed had

a cyber breach
associated

with their

ERP solution

of executives
surveyed are
concerned with
moving finance and
human resource
applications to a
cloud ERP platform
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of organizations
surveyed had a
fraud incident
associated

with their ERP
solution in the last
five years

are concerned
with
unauthorized
individuals
gaining access to
sensitive data
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Security issues: Recognized but not resolved

o,/ of organizations said that their internal
/‘ 8 %} audit team conducts periodic security

and controls assessments

of executives surveyed said the
internal audit team had the appropriate

knowledge, skills, and expertise to
support these assessments

of executives surveyed plan to allocate
3% to 10% of a future ERP project
budget for secunty and controls

Source: KPMG ERP controls survey 2017
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Steps to take for enhancing cloud ERP security ane
controls

El, Strategy, business requirements,
and business case development
El/ Current state assessment

El, Controls analytics state
assessments

D‘, Cloud ERP role-based access
security

D\f Cloud authentication
E,f Cloud identity management

El/ Data and infrastructure security
design and implementation

Source: KPMG ERP controls survey 2017
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How much to spend?

Typically we recommend that 5-10 percent of the
overall implementation budget should be allocated y,
to security and controls.

Managing Director, KPMG Advisory
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KPMG’s securing the cloud ERP framework

Application Cyber & Data
controls Security
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Application Controls

The key to application control
automation and Prevention
Organizations acknowledge t
automating their cyber securlt
programs (e.g., updating firew "'
quarantining affected system 9 , . ’ I 1\
critical to combat cyber attacks "l
mitigate damages. More than &
percent of cyber leaders suspec
employees do not follow cloud
security procedures, so the more tl
can be automated, the better.
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Application Security

Application Security A guiding principle to cloud ERF
security Is that the same indi @ i "
aspects of a transaction.
This concept, generally referr .
" ) . . . . ."
balances” measure or control
mitigates the risk of fraud or th £ T "llll

shouldn’t be able to contro . | '
l
X 0 T 'h
SoD, serves as a "checks-an
especially by employees.
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Cyber & Data Security

Cyber & Data
Security

— Information
Protection

— Cyber Security

— Business &
Technology

Resilience

— Privilege

Administrative

Access

KPMG
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world view of the business and IT
department about cyber security.

Because of their advertised operationg
efficiency advantages, many organizatia
tend to adopt cloud apps and services
quickly, without applying the proper scr
This often puts the business at odds witl
the IT department, which typically prefers e
more risk adverse approach to cyber and
data security.
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Cloud Security Operations

Cyber threats are constantl
Operations changing and evolving, anc
must your cloud ERP security
operation. It's unlikely to work
well if it's done piecemeal,
narrowly targeted to address

specific issue, or forgotten about
once put in place.
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Key Stakeholders

Business Units Govemance and Operations Business Agility,

: . opeed and
and Customers Risk and Compliance On-boarding, Strategy and Security Architecture Inﬁw .
Management Delivery and Operations (Govemance

Finance and 4= Spend and Risk

Operati Reduction
perations Cloud Security Fabric (Tech-enabled Solutions) Optimization

- Information and Privacy Protection Identity and Access Management
Engineering and Visibility and

eeome. S B B B L JO & 2 dp AL W

DLF/Content Configuration Enerypion  Apps  User hahavior Credential and 550and Authentication and Authrization Directory Privilaged
Clesification ~ Security  Menagement firwall  analyfics profils management faderetion rizk besed Services  manegement

Security and Data Security
: ] .. » and Threat "
Operations Incident & Crisis Mgt Threat and Vulnerability P— ]
Devica ﬂ Config E Q % @ . ,
. . Management Menagement logging  Monitoring  Auditing  Fraud and forensics '
Audit, Legal, Risk, — :
and Compliance /!
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User Administration & Governance

User Administration &
Governance

— User Access
Management

Password
Management

User Access
Management

User Analytics

The governance process should 1
require auditors — internal or
external —to come in and exan
how the cloud ERP program is
functioning. They should certify .".

is working and recommend ways @' "||
improve where it is falling short."F ""m
should be using the latest D&A .“mm
software so they can review the large
amounts of data flowing through the
system.
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Cloud ERP risk control action steps
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