





1. o 2B X|S(A) ER2HMS 1HsI=77

A EH Hi E “Re-Mind”

- Las

gomwa O A
it “7|°-I L1I E -|5. S EEI-EI HXFA EEH“
152} Crse) =T H O o
LR,
L
=
5 “NF U HF Ao ZHO| D EBCHASP
otyIE .
523} 5

R L
mise

AER
- © Fortinet Inc. All Rights Reserved. 3



N
z
0

>

HI

rO

[

=

CHet AFE XS] 7| CH

Al w2 eHrep) | 2Mesgl ‘ E=wl M=)/ E =5 g3 EHH
E /\
/ sales
0
Growth Maturity

Al 72 s = CH =E>A

ANELHEE X i) X 2 A

ANE HEE X 4l = X

2cl0EH S S U3

(13.5%) (34%)

Source: 1962, the sociologist Everett Rogers, https://en.wikipedia.org/wiki/Diffusion_of_innovations

M © Fortinet Inc. All Rights Reserved.



2. 48 Al HOFS 2 MO CHot A2 Xt2| 7| CH
HEAZS 7|CHSINLIR? BE OAS I 0 00 AES SIELER?
=9 J|CH JIEF 3| 2 AbE
. A}OII:H BorFHO J|s/9E 1& 3l e AILITI XIS I E22AHZE HF=AX?
Sp| XXIO AP BAHS BHS . EFX2 YD
- SISE HIO0IHE EUZ, A0l EXI0I HE - A& =X 2L
Ciakst Ol &9 &Kl e XX EZ2AA
. SAMGI=E OIBIE HIOIEHE ELHZ, AFEO] o -
=X A Y &
3420 < A EA . AIE MOLIDL OIKI AFES S0E S X %S
= o = = o * Ijlljt_l'%-l—cl]— X"EQP
© 85 =2@c SJ/I8 Sof =o=- °*$§=="5' . Borol2 D [fH| ROI &
&, B AL I3 AIOIHIIZE & == =
. IR2 HIOIE Mel, 82 =el Hel o , == ura =
 NESX LM NEUS HEED - TR SAIO JIAIEQ Bots S & $|otAl
%22
- olel A=&= 1t

« &4 U0l sts ot:d, =
- HIXMOH/\-I Ar&

AalR
== © Fortinet Inc. All Rights Reserved. S



?
J|Et 3|2 Atet

§ It B2 A2 ol F=AWA?

« AILII XS

, = o EFI| x
EE , AFE 7 2 . EI&*grEL'OII 2l
Ol &= Al e XX EZ2ANA
ol= OIHIE HIOIEHE E0H - -
. AIE MOL| |Hl AR S S T K| S22

K| 2 22 §X

|1 Al | M 0
« AlJ|IBH AR XS3t
o)

= & gl ROI &

« T SAI0 OFAIR LI 2O
=2
| HeteE =&zl

o
- XA HOIH &5 ot:, = A A
: HIXMOHA-I MEsSts= D& OO0IeA

© Fortinet Inc. All Rights Reserved.



s EWUZ, AtS

;P_ Ol E GIOIH
A2 A § Al

RID| 412 o

AILIF XS 2

e EiX| 2

- XXz
« AX| LE
AlIE 2L
- AlJ[E
e S0H0I

S SAI0 JLAIE
Z =2

- XA HOIH =
. HIXMOH/H AHE

© Fortinet Inc. All Rights Reserved.

e



2. 48 Al HOFS 2 MO CHot A2 Xt2| 7| CH
HEAZS 7|CHSINLIR? BE OAS I 0 00 AES SIELER?
=9 J|CH JIEF 3| 2 AbE
. A}OII:H BorFHO J|s/9E 1& 3l e AILITI XIS I E22AHZE HF=AX?
Sp| XXIO AP BAHS BHS . EFX2 YD
- SISE HIO0IHE EUZ, A0l EXI0I HE - A& =X 2L
Ciakst Ol &9 &Kl e XX EZ2AA
. SAMGI=E OIBIE HIOIEHE ELHZ, AFEO] o -
=X A Y &
3420 < A EA . AIE MOLIDL OIKI AFES S0E S X %S
= o = = o * Ijlljt_l'%-l—cl]— X"EQP
© 85 =2@c SJ/I8 Sof =o=- °*$§=="5' . Borol2 D [fH| ROI &
&, B AL I3 AIOIHIIZE & == =
. IR2 HIOIE Mel, 82 =el Hel o , == ura =
 NESX LM NEUS HEED - TR SAIO JIAIEQ Bots S & $|otAl
%22
- olel A=&= 1t

« &4 U0l sts ot:d, =
- HIXMOH/\-I Ar&

AalR
== © Fortinet Inc. All Rights Reserved. 8



ot A& Xt2| 7|

e
o

A0l CH

-

J|Et 3|2 Atet

) o
o3 =S
{ - D
+_| S D& =
o K| 53R .
K O 3 =Y o
& | |Fa | |5 o=
= o8| |l HO 1S 3
= ORISR oK 4D
R o | | SFar =||=m o=
N AW T 50k e«
o ) | S ORp| | R B gy
I N e T =
=UH A |28y mamw_w&%
o Al mom| |30 s R
N5 S| (kas| P55y
03 L0 N ol | |6l m | |zl 5 =
SR [BIRIR | D00 S 80
M Fw| 1S5 | SR N
NGl |5 KRR | DS S il ol
) ) KH ) || W A | | RMORT B0 U
AUAI<FMH| [ROAJDR| [ KIKIOR< =
\ \ \
\ J
o =
R _ 1od —
ol R o T
e o8 o 00 D
i = W RS
= a WD
o o T
S X! . N
o > = " il iy
s o o -
o _ O . H Sy
o8 n il o1 — ol O
A P SWs g g
o< BERg < Wz
WHk=z S0k N © =
o_u._m__::._ mulméaﬂ S O=
Wokg Al TInlgy <X T=
Rrmgr O~z WorrH
RUORK <IN FAAKRE
M [ ] [ ] [ ] _____I_____ [ ] [ ] mﬁ o_—.—_— [ ] [ ]
< < LH 0%

© Fortinet Inc. All Rights Reserved.



00| Ef THH| =

Gl: SIEM

JlE A

PR Ol HOEJIAIE &5
CtEHOOIH S8 =8
HEE/&Eo12taolid &
JtH O|HIE HAM(Raw/Meta)
a2 X

JIS2HA S HAE

E-_L_t
=

OH
o 1@
E

(] () (] () [} o r~

—_ B |
o
SAAS ‘ PUBLIC CLOUD
1] Office 365 amazon
N Ge “tform
INTERNET @NN(]; I [ PeopleSofi
B[B|C] cogle H} SharePoint g PRIVATE DC

DMZ B Y[ Linked([d ORACLE
asssssssssEEsesnnsssnssanRRnanEnnns .
: Servers

Lt

CED  GED
Desktops

© Fortinet Inc. All Rights Reserved.

SIEM

10



3. MilE'd 7)%k
/

“SH0|H 2N SE= 78 +

=

= Ag

ZEEOI ZotIIAISL &2
CtEHOOIH S8 =8
HEg/E012tdold &
JtH O|HIE & AM(Raw/Meta)
Az g

JIS2HA S HAE

[+HAAHY Al 7| 5]

)

OlHIE A0E

EXN/MNMEIHUERT +=F 0|4 &9 31
oAl g0l tist blolAckel 225

HE g &0lst EXIJEER

HNE FIDIsLz Z& =S8 HE ¢

O

e
ol Aj 1 EbX| ZtH™o] HOIEE M
- | —_— -_="T Lo
Al 7S —
SAAS ‘ PUBLIC CLOUD
1] Office 365 amazon
esforce N Ge “tform
INTERNET CNN gpeopleSOI'l
BaE Googe @ sharcpoint | PRIVATE DE
DMZ Q= YoufT) Linked [ %ORACI_E

Desktops = E Servers

vy

© Fortinet Inc. All Rights Reserved.

Al Features

11



Al 7|uh ASIARD EX| BHo| HOHE R ME

“SIH[ Ol &tHl S F 7|8 + “HAlH F Al 7|57 + “Ar&2F G —
SAAS 7 Offce65 amaE&JBLIC CLOUD

INTERNET N [ PeopleSofi

[jl% Qi'%t] BIBIC Google E}SharePO\‘ntg PRIVATE DC

- ZEXHO ZEOH AL &8 DMZ Q- Youfp) Linked () %OR’ACI_E

. CIo8HHI0|E S8 42 SR T .

. LiB2yEJI CI0IE HE P = -

«  1IIH O|HIE AHM(Raw/Meta) [U

. ABEAEN ;|

- JISHQ S HA :

[+OHald E Al | 5]
« OIHIE A0

o HI/ABIHUERZD =& 0|& A 1

. “:“\*AI =0l tist tHIOI*EP 7=

- HZ g Y08 EXINEER User Office

° Hl xj}jl E E%‘. EL EQ il L% ------------------ --------------E

[+AIS3H S & = ‘ — ‘ —

« Z=dI0[= JIBt AIE AR EXE AS3 [ — [ — [ o i

« 0III& EOFAIAE":JJ—I oS EE Agent I Agent IR Agent IRECIE

« EINE/EYIIBNSEAIDUS EHS Desktops P Servers

AER
- © Fortinet Inc. All Rights Reserved. 12



A L] |I:I tl"'H |. E} |.T'_I-IO| Ol E M=
3. Hal2|'d 718k Eoll At BX| 2tEe| HOoLEFE M S
YEYT ET 2N 7|t 2N
SAAS ‘ PUBLIC CLOUD
1] Office 365 amazon
0l: NDR, NTA pp | 0e o
INTERNET oW % B PeopleSoli
P12 SE] paEE Coode @) sharepoint | PRIVATE DC
- UHEf/Z EdE =HOIHE) DMZ @z Y[ Linked(f B oracLe
« DPIJ|Z£D|t THA L BEMHIOIE == ZRCTIUTELRR IR . [ NDR, NTA
« UHEL/I3 A HMelol 8235t T '
- UHESE/EIZUERKI NE U]
« 1tH O|HE HM(Payload or Meta-Only) =
S =5 : =R R
oS Servers
User Offce

i o |§

: Desktops Servers :
E:E © Fortinet Inc. All Rights Reserved. 13



‘HESZ EcjT 24

=
SAAS 7 Offce 65 amali&JBLIC CLOUD
Oll: NDR, NTA N Go tform
INTERNET an [ PeopleSofi
P12 SE] paEE Coode @) sharepoint | PRIVATE DC
- HIERKZD EHHE #Q(Dl&lg) DMZ Q- Y[ Linked([d B oracLe
« DPIJ|=D|Et It L HIEHCIOIE =& » NDR, NTA
- UHEKI M2 XHelol 828t
- UEsSsx/EIZUESRI HE +
« 1A O|HIE HAM(Payload or Meta-Only)
- EJ|BHEX

EEEE
=

[+HAAHY Al 7| 5]

° %é"“ l:IIE—?—-Iﬂ %%0” EH?J tHIOIﬁEP&' ?é A| Features
e UHERIa T2 0|a & HD
e AX/AHP E 2HAHECZE RAIZE
- HE 8 AOIStEXIIJIIEESR User Office
S § e
: Desktops Servers

- © Fortinet Inc. All Rights Reserved. 14



L Ibl '“H r El I L 'I()I o= = =
3. Halgl'd 7|2k HoljAtD &X| 2HEL| HOMEFRMS
‘HESA Eciy 24 7|8 SF487 + ‘I 2 d Al 7|57 + “Ars2t HEP

SAAS | PUBLIC CLOUD
(] Office365 6200
0l: NDR, NTA | 0o o
INTERNET @ % Bpois

P12 SE] paEE Coode @) sharepoint | PRIVATE DC
- UHIES/ZEH —?Q([”E‘l%) DMZ > YoufT) Linked [ %ORACI_E
« DPIJI=D|ttIMal & BIEHCIOIH =& » NDR, NTA
« HERAZ 2 X2t 828t
- UHESE/EIZUERKI HE +
« 1A O|HIE HAM(Payload or Meta-Only)
- |8 EX

EEEE
=

[+Oidleld Al DI S]

- BAANUERZI ES0 st flolAcH 1=
- HERIZ =2 0l &P 3

X/ E SHAHY S Z FAIZE

- H3E YOI EXNI=EER

L[]

[+XtS 3 S E
« EY0I=IIEH A 2R EXE XS5 = — -
« 0|J|Z EQtAIAEISHIO AS B2 E_‘E ‘E ‘

« BINE/EH I NSEMDUS EH

Ot

0

Desktops

AER
- © Fortinet Inc. All Rights Reserved. 15



= o - 71 O
“AEZOIE 7|8t £2 M~
0l: FortiEDR
ElEEE
. QISIOIE W O|HE 2F(NOIXE) DMZ
2

« SAESZFO 22 UI0I"H JtAIE &8
« AN FH EEXEZ WEOIE &2
- HNSE8 A0|st=T2Z2 443 80 Jls EX
- XDR 29 &&4
(Endpoint + Network + Cloud + Email...)

SAAS

1] Office 365

Isfolte
INTERNET a1
gaE Coode
Yo Linked [T

Desktops

© Fortinet Inc. All Rights Reserved.

PUBLIC CLOUD

amazon
D Ge “orm
[ PeopleSofi
B> SharePoint g PRIVATE DC

ORACLE

FortiEDR

16



ClajL] Iti Ol C EF I JllIH()I
3. Held 7|f g3 BX| #EHe |
“AEZQIE V[HF EF 0"+ “EH S Al 7] 57
SAAS 1] Office 365
Oil: FortiEDR

INTERNET G
[le ‘0_1%': gaE Coode
- OQCEIHOIE &l O|HE =& (HOINME) DMZ o Yo Linked[T3
o SAELFTOI 212 HOIH JIAA &8 e T T T e e e e e e e et s -

« AN FH EEXEZ WEOIE &2
- HNSE8 A0|st=T2Z2 443 80 Jls EX
- XDR 29 &&4

(Endpoint + Network + Cloud + Email...)

[+EdY Al J|S]
- HYdY Dbt DY Y AdHDE EX/RES

. oH3C AT

=i

gent

B/ ocn il Agent

: Desktops

TR R R R R R R R R R R R R R R R R R R R R R R R R R R R R N R RN NN ] L |
r 1 1)
M © Fortinet Inc. All Rights Reserved.

- -
-
_____________

-

PUBLIC CLOUD

amazon
D Ge “orm
[ PeopleSofi
B> SharePoint g PRIVATE DC

ORACLE

FortiEDR

+

Al Features

17



Cl -IL-I II:I OF Ad = E} I I-IOI o222 M=
3. Hd 7|dl ot d3aE EFX| gt HOIEE M=
“OlilEEol_lg 7||:|I_|. %—%ﬁ”*—“a I.:_I.'I IAI 7| L ux|_%§_|_ O_:|IE_O|: n
SAAS | PUBLIC CLOUD
1] Office 365 amazon
0ll: FortiEDR o | Oc = o
INTERNET oW ® B Peoplesol
El=-E] BaE Cooge @) sharepoint | PRIVATE DC
AICEOIE ¢¥l O|HE *:l(Ollolﬁe) DMZ : YoufT) Linked [ ORACLE
. gﬁg_J'k__D‘,_c_o 22 E||0|E| j}Mkl SI'E BT e - FortiEDR
« At =& EHAZ YH0|H &8 : '
- NS E YOS +FE2 ALIE LU IS EN +
- XDR 29 &#&H :
(Endpoint + Network + Cloud + Email...)
+EI21Y Al JIS] B e e
- Hedolet IEY Y 4D E EXI/IE Al Features

. oH3C AT

[+Il52} =1
Zdio|= |8t l ol HL HIXIE XS5t
- 0IDIZ EOPAI S s A&

- BEIUE/EY IS NSEMILUS SHS

,,,,,
- -
_____________

Desktops

© Fortinet Inc. All Rights Reserved.

18



3.1 20 E..

+Al S

K

oo

CIOIE

IHE CHHI ARD| 21 & X

=38 A §X

0I0

Ar
[0
wi
<

ol

o
=
K0
<

]

Ar
[0

0
ol

oJ

b

3

Haleld Il

Br
0y
0

JIE SH 24 + Held DIt DEYE 243

19

© Fortinet Inc. All Rights Reserved.



4.

20| O] = AIEFHL R7IX| £

MO = H0/X] Qo M 2.2 0/l E 7} EFX)ElCH
> 7|79] SEHO|E S T o2 WAl =1t Mo|st A s
OIS HEEIL Baot RIS AR SHOIAL AjaISH0F I Ol =Tt EOiLHE

AIE HE3 o320l QL.
> S5/ Z/5H S B HAEDjo|H 5 81U, Slol=elAE Mg Sol 7150| #3310, 5 #8e)
O[MIES OfH 25 Na| 3o st 7

mE.-§§

.ﬂ"”(Grey) gl ZifFol 2t

WY AT, B2 BEIE YOo[EL I} 258 B2 B

HAIA| CYH] O AtSHLIE F 2
CIECIA| AE S A£02 39 EOPM*E" I = Threat Intelligence0fl Z=3$| sl Of

> EIX| 8 ZIE ECHA] 5
She AT} i Al

HE0| EI/5 8 FEQE HOJE HAL, £A/2 CHASEIS BB YYSHE OUEE MY 7 gk
> A48 MBS 85 7|20 o3 4% HAS ¥ 2 9= 297t thez, 22 ATo| HY 24 sfo ot
A= 0|0j%|= AL LAl

© Fortinet Inc. All Rights Reserved. 20






)
i
- 10
& o
=] <
K
o o
2 iy
0 T o =
2] RI
m xl £ m._._ K
_._._ﬂ E_E o A ol 4o
B Ao K
- H N P L]
_.AL | o O B & ©
=r g o] M am T
w o = I ¢ = m
z fof S owm oz E
i I I TR
Zd S IR B L
1| B < A
s o1 =~ g W0 =y
S IR I
-y < o s L A
OL — By 89 N ¥ o M
O =30 <l w WM< I
H Y Bex z w
z B owds] X K * * *
1 _u_l__l [ ) [ [ ]
P
|A <
—
{0 I

22

© Fortinet Inc. All Rights Reserved.

ZUCE,




51 L
1. 218X =

) 2X0| m2tAZ|Es L HE =2 M

S E UlAl

« HSALTO| RO “A/HME M AC" B B
- HERIZ 700 EX[510f, R E F&/=2Ht B
Google

B el ; @N Linked [
(7) |l]ll Lne,
D HIE N DC R GX

H
/ForthATE ": = - ;'E

W= &

\ A‘A

Jlgt ot BE X Al AE FortiAl |

APT Al 288 FortiAl

2F 100,000JH/1 Al

=& A2t

Ecil® H0A L&

2AKXNAK L2 PE &4
2 AKX X 22 HTML
File-less SE}f 2t 3

2 A XKl 22 Javascript £ &

g Xl

QAKX Z2VBS/VBASE &4

ZE X

A XX 2 20l A

A3 E X
S &I 82 §X
WS &t B2 e &2

© Fortinet Inc. All Rights Reserved.

0

o 2 500JH/1 Al
2t 2t
2~10= 1=
AE =25 A (@)
DE &EX @) @)
DEFE = X @]
[SR=N X O

g

— X @)
X @)
=A HEf & N o
X @]
SOA M2 X @]

\

23




®
B[
Hl
2
1A
ot
rot
09
I
10
fin
o
m
Jutok
00
o
N
olr
rot
n}
T

S E OlAl

S == < I s =

. FEED ES2E Lo AT B HOIEMS B
| 22101 FIZEAON 25 & =0t
. 2T 0jA NIrEts, X320 X S8 S &
HE 8 & A=t

- O 7|8t NF
. EXO|MN LMGHE TS G018 AAS OICINHK 28 30
SISOl Bre B & UEDF

« QX OO et M2 €4 2=z 550

OF2 = GIOIE It HESHA Lt =t
(Drop, &4, 85, Jls M W)

ElIY 9| FortiGuard & 24 — Al &5 Al A

Cross Scanning

Collection - Global

60+ Sources of malware samples
Average 750,000 samples daily

Cross Scanning - Perimeter

Internal Virus Total
Scan against CPRL signatures sets.

Content Pattern Analysis
.

SEDS Learning

© Fortinet Inc. All Rights Reserved.

Big Data + Analytics - Internal
Wrapper / code decryption, code block analysis
Auto CPRL signature creation.

SEDS Analysis

Continued learning and training \ |
Validation of CPRL system signature accuracy )
- Secondary analysis

and validation

Fortinet SEDS

b7
e

».
',‘

S
&
N
%

)

N

O

44
L ()

®)
c
—
©
c
—
)
<
(¢))
=

Input layer
Malicious Layer Clean Layer

24



TEY EHY Jlet e = & Xl A AE! FortiAl ot

S E UlAl

EtX| 24 S DI 3}S} X0 \
¢ oA Ed C °|_|' 'E'é'%“’J o — Gvsaveaie 5535
Submitied Date 202010728 1L1%:11  LastAnalyzed 2020/10/28 11:11:11
File Type HTML F 1849(L8 KiB)
olpostcomistatic/images
o | po = Ol |_ |_ | = ol >= O} O Md = Redirector | U lropuots dgl hapes MDS|@]  76675627cdef95636%3eb50038b9512c
c =25 HS@*‘%T,A%X O/<\DI-OOHT,tﬂ_C|>_ el FE =S = o
Shagip @] L308898adBd72635C30a4bS4b648a 16207 28b2003COT7740692807ba0c0ks e
- ST 5240945006790085620247 763495 Laléee 3252872562698 09 3eebb09Ba54
. ame  MOATAttrTag Virus Fa NA Feature Type
ec
o Redirector 2
. — B L} C 11 TLal 2| %~ £ X| want tagoto o abric Devi
° LH = O /\l. C. CC <= O—I E_U_ E O E D Xl = De Fabric Device DevicaIP 101010254
« TT 4 1 4 —
[=) — A —_ o ) =2 o ) o 1o HostName  Kosad_Songpairoot VDOM  reot
Confidence  wammmmmmmmm 100.00% | Network .
o ) e s Worm Activity
Histx imilar Files MITRE ATT&CK Event Log
Indication of Com . R -

frame element.
« MM EXNZHEAHZU S2 EZH0IH
tains URL(S) in the script.
tains URL encoding.
centains abnormal URL encoding.

. AR CIRHIOIE S9 2AR U 0lH

O

+

Attack Timeline

| CHet O8I E [0l E

Ja
2

- A

[J

s =

[roamrncer ] [tz rere | o Aty

Ee=E= BEe=E 1721745105 - 2016-00-21 2232:46

@ @ <) <

= gax X E%XIE—‘?’—E'Ijlei SE me LHE =4k EH X
25

r 1 1)
M © Fortinet Inc. All Rights Reserved.



S E OlAl

. BE =X

- SIET/RAE/Y
s 2= X
. SY/EHEII

. AtEs

7ts O & (Built-In

2 HMIAIGHH

Ee gs)

. D98

0o

SOM MZB

AUTOMATED INCIDENT RESPONSE - PLAYBOOKS

) ConePizyoock (I SetMode ¥

NAME

- [EL Defauit Playbook

NOTIFICATIONS (sen

INVESTIGATION

REMEDIATION

ronnrer (@

tin protection and simulation modes)

lector Group i Delete

MALICIOUS

Send mail notification

send syslog notification

apminisTRATION ()

)

SUSPICIOUS pup INCONCLUSIVE | LIKELY SAFE

HEEG
B oues
= MERAHBUE

&7 722

Y A2t S(Incident Respon

® RS 3Automat ion)

0  2l=2(Resources)

% Z|ZE(Reports)

& Help

& o1®E F2(Threat Intellig.. *

FUT He(Vulnerability .. ¥

82 QIR 2r0/=22(Widget L

O| FortiSOAR £

(Type AII) > Get Latest Reputatlon

sIReptt of Indicator using configured threat intelligence tools
L 3722720 #M by Playbook
thmntlnc x +Add
5 st Enrich Domain Reputatio
3 s - - [ 7 @ aererenceapiaveoox
. Enrich File Hash Reputation .
REFERENCE A PLAYBOOK
Iy Ccin‘f!g” ti Enrich IP Re D utatiol
e b e e B REFERENCE A PLAYBOOK
Domain

=ttt At=

J

kol

Update Indicater

' Check type of Indicator
DECISION

. Enrich Host Reputation T B
REFERENCE A PLAYSOOK ——— UPDATE RECORD

. Enrich Email Reputation
REFERENCE A PLAYEOOK

© Fortinet Inc. All Rights Reserved.

26



FortiAl & FortiSandbox
FortiAl & Forti & Forti



FortiAl & FortiSandbox Q|2 Md

SAAS 1] Office 365

INTERNET W

gaE ©oode
YoulTD Linked [}

) Ge
B> SharePoint E PRIVATE DC

PUBLIC CLOUD

webservices

tform

B PeopleSofi

% ORACLE

v

hux

Servers

© Fortinet Inc. All Rights Reserved.

EEEEEE

FortiAl

VS

A 4

Sandbox

28



FortiAl & FortiSandbox H|u G| &2

Sample
Captured

200
From today Detected From today Learned

FortiAl

¢t 2@ € C A Notsecure 192.168.14.125
> @sonin- 2B FortiSandbox 3000E

Sample 28 Feature 50000 i

Unit Type

Host Name

Q Q |

Serial Number

€ Virtual Security Analyst

“ Network

& System

& User &Device
Bi Log &Report

e p— T Virtual Machine

ocata 3vaiatle B ScanPolicy

System Time

v v v v v

Firmware

FortiSandbox

Standalone

FSA3KET31200!
[Change]

FSA3KET31900(

v3.2

< Dashboard

Scanning Statistics - Last 24 Hours

Rating

Malicious

Suspicious

High Risk
Suspicious
- Medium
Risk

Suspicious
Low Risk

Clean

Other

Processed

Sniffer

0

0

On
Device(s) Demand
0 [
0 22

FortiSandbox

AlMode > B~ @-

Network
Share

admin v

0 0 0
0 172 0
0 0 0
0 200 0
0 0
0 0
0 0
) —
a3zt ovoe21

BeEBBBEBEBSB

<

<

<

Mar 16:4030/Mar 07:4030/Mar 22:4031/Mar 13:4001/Apr 04:40

== Adapter == URL

= On Demand Sniffer == Device(s) == Network Share

29



FortiAl + FortiEDR + FortiSOAR A|L}I2| 2

X +
X A F9| 9%  google.com

B 000 Fortinet || FortinetCBC |} FortiTech | 111 742 || English | Study "= TeamGantt SDFC Evemote {.. NSE Solution Insid Fortinet Document

DHIY A8 X0
=mobile

User Office
. Jser Office —
e [: | . [A_J QIE{LA 13140} O CHe TS AFRS 1E{4 O] RoFaO0| T2t QIE) HA0| EHo| USLICH
: N FoHY T QmA I SHAIH Tf @2 7|7]0j 4 =
T erereeaeeneans : OIE{Lll 0|20| 7} 8AILICE.
E:E © Fortinet Inc. All Rights Reserved.




FortiAl + FortiEDR + FortiSOAR A|L}I2| 2

DMZ

i+ FortiAl - FAIVMS0000000173 X +

&= (& A Not secure | fortiai.fortidemo.com

="= FortiAlVM FAIVMS0000000173

=
@ Dashboard >
NX Security Fabric >
€ Attack Scenario >
2 Host Story >
I € Virtual Security Analyst v

Express Malware Analysis

p— Qutbreak Search

D] Threat Investigation

o | b Network >
_____ £ System >
& User & Device >

Bi Log &Report >

50,000 samples

File Type
PE

HTML

MSOFFICE

#

Detection Type

Q Search
Ransomware

Trojan

Downloader

Banking Trojan

BackDoor 24

Worm

#

Detection Sub Type

Q Search
Lunam

Virut

Tiny

Arpepoler

Small

CryptoJoker

P

Infected Host(Victim)

Q Search

o*

|
2020/10/1 09:00

[Date v |

D DODDD D X

2020/11/1 09:00

MOAT.AttrTag

@ http://trace-server. vuongdao.com/
£82021/04/02 03:11:22

¥ HTML, Generic Trojan
MOAT/Crypted.Gen

@ L/q7Szwh/PF

£92021/03/29 09:41:38

W HTML, Ransomware, Lunam
MOAT/Crypted.Gen
@VNIGYJ/rRe0c8K/OO0I
££12021/03/29 09:41:37

W HTML, Ransomware, Virut
W32/Crypted.Gen
@wrwiTtcBr/P5cmA/gnADTK
£2021/03/29 09:41:36

W PE, Ransomware
HTML/Ransom.AFD!tr
@2ZKCzAV/jcxxi0/Bg
£92021/03/29 09:41:34

¥ HTML, Ransomware, Lunam
HTML/Ransom.AFD!tr

@ XgClwm8N5/BRsJWW.J/2mKb
£42021/03/29 09:41:33

W HTMI  Rancomware | inam

|
2020/12/1 02:00

Date

)
2021/1/1 02:00

t
2021/2/1 09:00

Virus Name

Search
W32/Generik.86B3!tr
HTML/Ransom AFD!tr
W32/Crypted.Gen
W32/Agent 4FEO!tr
HTML/Crypted.Gen
W32/Agent DVQW!tr
W32/GenKryptik. BIQV!tr
W32/SpyQukart.S!tr
MOAT.AttrTag
W32/Generic. AC.33FBCT7!tr

Samples Lists

W32/Generic. AC.3F7317 7

MOAT/Crypted.Gen
W32/Banload. YEN!tr
JS/Agent NOI

W32/PossibleThreat s
HTML/CoinM.HEUR 5
W32/Waski. Altr s«
HTML/Ransom.Nltr <
W32/Generic.Yltrbdr «
W32/Delf NRF!tr «

W32/Lunam Altr

W32/ShodiIltr =
W64/Kryptik BOP!tr =

W32/VBObfus.Cltr
W32/EncPk. ACO!tr
W32/Generic. AC.3F84DF !tr

W32/ VirlockD 2

JS/FakejQuery BD!tr
JS/Agent FD!tr

722/ NN\ Dace MM e

D 1

2021/3/1 02:00

*______‘__-------I.|-.IIII

2021/4/1 02:00

“»




FortiAl + FortiEDR + FortiSOAR A|L}I2| 2

User C

[,J‘—\
o

% Fortinet - Fortinet Demo

+

(i & fortinetdemoemea.console.ensilo.com,

DASHBOARD

SECURITY EVENTS
Unhandled Processes

=i

MOST TARGETED
Events (#)

Ev]

11

MGT1FT4

‘B‘ 1 Likely Safe

evenTviEWER @

n

15 Inconclusive

* Malicious ﬁ Suspicious PUP

10& 2

MGT1F80 DESKTOP-V5H...

FORENSICS v

t 1 Malicious

ﬁ'] Suspicious

Inconclusive -B- Likely Safe

COMMUNICATION coNTROL v D)

SECURITY SETTINGS

COMMUNICATION CONTROL
Unresolved Communicating Applications

W

INVENTORY v @)

Critical
3vulnerability

213 Applications monitored by Fortinet

EXTERNAL DESTINATIONS

Devices

ADMINISTRATION ()

Manth

v

@0®

COLLECTORS

View by operating system  «

‘Windows

SYSTEM COMPONENTS

Repository

3 N

Protection kimd v

) Generate Reports

@ Running
Degraded

@ Disconnected
Pending reboot
Disabled

B Running
Degraded
@ Disconnected

- -




FortiAl + FortiEDR + FortiSOAR A|L}I2| 2

@

®

@

C A Notsecure

FortiSOAR™

>

t 1§ 2(Incident Respon...

QI & 2| M A(Threat Intellig...

|

Rl
10

£ 2HE|(Vulnerability ...

X5 5HAutomation)

Z| &2 (Resources)

Z| Z E(Reports)

2|3 2ol E2{2|(Widget L...

X

L %

192.168.14.152

Dashboard

Total Alerts Resolved Alerts Escalation Ratio = Automated Actions Run - ROI
In Last 30 Days In Last 30 Days In Last 30 Days In Last 30 Days
Incidents Timeline
11
10
9
8
6
5
4
3
1 I =3
0 .
= S = % % %

Unresolved Incidents By Severity

B tow B Medium B High M Critical

Unresolved Incidents By Phase

Unresolved Incidents By Type

Malware Outbreak [

Phishing |

Policy Violation

o

ot

R

33




Summary

29

»



o}

0Il

Al &8 2oHER _Aog’é"é*ﬁH e &H0INH, HIZAIS2 Che
HIEI}HIE N2 &8s A 0RO X2 ACH

_a

rr

=00l CHoll D1s2 2REM T

F

Ol AIEOIA, Al Jl= E'IE2t= 220 &£d 260 S0 &= 32, 261 20| ZO0oF XIHL 21T
S0l & 0IXI Xl R6t= EEWOFE £ UL

CIOIEl &&0| JIE Keydt &l= SR8t H0182 Al S 240 Mt COIEHE & 82 & = Us AIAE
HAE ZF=U=A, HZAD e HAHE =S8 = Us S0l U=X ’\*JHEO}OF StCl.

© Fortinet Inc. All Rights Reserved. 36



F:=RTINET



