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I E| = Linkerd ~ @ Threads
d
@ Threads | Ho-Jin Kim 2 months ago
Hi guys. In istio, we used to have a solution as the envoy for getting dedicated ip which is
used for firewall .
Are there any solution for linnkerd.?
How about to use envoy for only egress with linkerd?

It is productionenv. And we canot adopt poc egress

?DI-OH A| Ol - LUZ5 Emtl Matei David 2 months ago
ooixe Xl 2% Hey @Ho-Jin Kim, would you be able to expand? I'm not familiar with this particular
o |".: feature, you'd like to get the IP of a service programatically?
HH H320|1= : i
You could use envoy as an egress controller (I'm not sure how it would work as opposed to
something like an nginx proxy). We have a -- not

sure you've seen it already. Linkerd will terminate TLS at an egress level, so basically:

;D-Ll];I['EC—)I = Linkerd will mTLS from A to egress-proxy, egress-proxy will TLS call to external API.
Linkerd only provides metrics for http calls (since we need to peek into the stream to get
J(EDI'OH NI PN ESN| metrics; can't do it for an encrypted call).
= We might support egress more natively in the future, but this would be after 2.11 (the
Kn0W|edQe DBZ next planned stable release) which will put in authz policies.
grampelberg/k8s-egress
XH 2| El
OOH *l L2 Xl"-il =] Stars Last updated
14 3 days ago
Added by GitHub

Ho-Jin Kim 2 months ago
Thanks for ur sincere answer. unfortuneately becasue It's production env, we cannot test
k8s-egress, | will test envoy and linkerd..Thanks

QAR HO| 7 s~ . 27 Te b: €

o =
7|o ?.o:l al 2: Matei David 2 months ago
M2 Yup, so the kBs-egress repo | sent does this using nginx, if you follow the POC but replace

[ COﬂtI’IbUtOI’ 32 nginx with envoy you might be able to get the same result 9
M: &1 ©
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Playce Cloud ' OIF
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OImB{AGHE  JWASIZIEIOI] RS QIRt B3| OfX| Z2URE QlmEt Ao Ol
OITdt =TH D 7Fedet 74RO L= PEQIEAL 2| 0K 22 2t AO|E CI/CD
OPENSTACK Deploy third party services such as Or use built in tools
CLIENT TOOLS ) WEBFRONTEND ————————————— =% APIPROXIES
Horizon ECZAPI = oo o o ==
B3 cLis
OpenstackClient o~ OPERATIONS TOOLING Kubernetes CloudFoundry Terraform OpenStack SDK Horizon Web UI
o {}g WORKLOAD PROVISIONING ™ APPLICATION LIFECYCLE ——— $}f ORCHESTRATION G) MONITORING SERVICES
Magnum Trove Murano Freezer Heat Mistral Aodh ;
& SDKs Ceilometer
Sahara Solum Masakari Senlin  Zagar Blazar
Python SDK Monasca Panko ‘
== compuTE £ storace RESOURCE OPTIMIZATION ‘
_ OBJECT BLOCK. FILE
VIRTUAL MACHINES | ossect | _ _ Watcher Vitrage
Nova Zun Swift Cinder Manila
INTEGRATION ENABLERS
o [ahl] BILLING / BUSINESS LOGIC | I | I
CONTAINER SERVICES
-3!{. NETWORKING il HARDWARE LIFECYCLE Adiutant  CloudKitty
Kuryr EETE IETE D D
- I Meutron Octavia Designate Ironic Cyborg | TESTING / BENCHMARK
18I NFV
Tacker - SHARED SERVICES
[T Rally Bare Metal Virtual Machines Containers
Keystone Placement Glance Barb\can | [ |
Shared networking and storage resources

LIFECYCLE MANAGEMENT
¥ DEPLOYMENT / LIFECYCLE TOOLS ¥ PACKAGING RECIPES FOR...
Kolla-Ansible OpenStack-Charms TripleQ Bifrost Kayobe RPM Puppet
OpenStack-Helm OpenStack-Ansible OpensStack-Chef Containers {LOCI, Kolla)
£2 openstack

Landscape: https://www.openstack.org/software/

= : openstack.

Version 2021.02.01




QEAE T2 HE I17|%& O|A] - CERN (1/2)

I o= Aeio MA O 2 FEo| QImajo| Matst AR HSHE|T 9IS, (SMBELH= Enterprise0iiA] Z#EE7}H=S)
ZAFE 845201 MEHO]| 327 VM / 12|10 7HE M 35920H= 2HECI AO|E,

Activity Log

wely  Surya Seetharaman (CERN)

-— 20 Aug 2019 20:00:03 UTC in nova
Blueprint “Support server power state update through external event” (nova-support-instance-power-update)
During the regular power sync between ironic and nova, physical instances going down will be marked down in nova's DB. However, physical instances coming up
‘unexpectedly” (via IPMI or power button) will be shut down again if they are marked as SHUTDOWN in nova. This can cause operational issues, e.g. if there was a
power outage or when doing system repairs.
This blueprint proposes to make the power sync "source of truth” configurable, in particular to allow the physical instance to be the source of truth (and make nova
update its DB rather than enforcing the DB state onto the physical instance).
The basic idea is to add a "power-update” option/event to the existing os-server-external-events nova API, and then add code to ironic to call that APl when a node
changes power state and comes back-up.
Priority: Undefined
Status: Complete (Approved, Implemented)

@ cinder

VM changes bt KNaguii chtseors Showing 1 to 3 of 3 entries Previous Next

~12800 servers ~2200 servers ‘ ~800 servers t

10 jj QmAAH
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QIEAR T2 RE I§7|A GJA| - CERN (2/2) Playce Cloud ~ OpenStack

I 50 Q= AEH AMH|A D2HEL Of2HQ} ZIOM T 42740 I2HE S NS}

adjutant aodh barbican blazar ceilometer cinder cloudkitty  cyborg designate  ec2-api freezer glance
heat horizon ironic karbor keystone magnum manila masakari mistral monasca—apimonasca—events—api
murano neutron nova octavia panko placement ginling sahara searchlight senlin solum storlets
swift tacker trove vitrage watcher zaqgar zun

+ 42Ho| BNy D2RE 5 LS TRXES S0p, 0[S M5 12 TR S CERNS 157 T2XER ol2iS 2% 5

GrizzZly ~ Havana Icehouse  Juno Kilo Liberty Mitaka Newton Ocata Pike Queens Rocky Stein Train Ussuri
Nova Nova Nova Nova Nova Nova Nova Nova Nova Nova Nova Nova Nova Nova Nova
Glance Glance Glance Glance Glance Glance Glance Glance Glance Glance Glance Glance Glance Glance Glance
Horizon Horizon Horizon Harizon Horizon Horizon Horizon Horizon Horizon Horizon Horizon Horizon Haorizon Horizon Horizon
Keystone Keystone  Keystone Keystone Keystone Keystone Keystone Keystone Keystone Keystone Keystone Keystone Keystone Keystone Keystone
Ceilometer*  Ceilometer*  Ceilometer Ceilometer Ceilometer Ceilometer Geitemeier Ceitometer GeHometer Geitemeter Gefermeter Gellemeter Getometer Ceitometer Ceilometer

Cinder Cinder Cinder Cinder Cinder Cinder Cinder Cinder Cinder Cinder Cinder Cinder Cinder
Heat* Heat Heat Heat Heat Heat Heat Heat Heat Heat Heat Heat
Rally * Rally Rally Rally Rally Rally Rally Rally Rally Rally Rally Rally
EC2API EC2AP| EC2AP| EC2API EC2API EC2API EC2AP| EC2API EC2AP| EC2API
Magnum * Magnum Magnum Magnum Magnum Magnum Magnum Magnum Magnum Magnum
Barbican * Barbican Barbican Barbican Barbican Barbican Barbican Barbican Barbican Barbican
Neutron * Neutron Neutron Neutron Neutron Neutron Neutron Neutron Neutron Neutron
Ironic ? Ironic ? Ironic ? Ironic * Ironic Ironic Ironic Ironic Ironic
* _ Pilot service Mistral ? Mistral ? Mistral ? Mistral * Mistral Mistral Mistral Mistral Mistral
? - Trial service Manila ? Manila ? Manila * Manila * Manila Manila Manila Manila Manila
Trove ? Qinling ? Qinling ? Qinling ? Qinling ? Qinling ?
Murano ? Watcher ? Watcher ?
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Playce OpenStack?| 7|2 {7 | &1t 7} I{7 |7 (1/2) m

| 7= : Are vulnerability issues managed by the OpenStack security team?

vulnerability:managed « >

Playce OpenStack 7 |2 IH7 &)
# Code MH|A "
: vulnerability:managed
1 Horizon Dashboard
This tag is part of the vulnerability-classification system for vulnerability reporting and tracking across project deliverables.
2 Keystone ﬂ% vulnerability:managed indicates that a deliverable's vulnerability report reception and disclosure are handled directly by the
OpenStack Vulnerability Management team (VMT).
3 Neutron HEX=Z
: Application to current deliverables

4 Cinder == AEX| PP
¢ Barbican (Key Manager service): barbican, python-barbicanclient

5 Nova paress oo ¢ o . .
e Cinder (Block Storage service): cinder, os-brick, python-cinderclient

6 Gla nce 0||:||X| ¢ Glance (Image service): glance, glance-store, python-glanceclient
¢ Heat (Orchestration service): heat, python-heatclient
s Horizon (Dashboard): horizon

= ¢ Keystone (Identity service): keystone, keystonemiddleware, python-keystoneclient
Playce OpenStack =71 {7 [

¢ Neutron (Networking service): neutron, neutron-lib, python-neutronclient

# COde A-'HlA ¢ Nova (Compute service): nova, python-novaclient

| - B M | T2 H[RL * Oslo (Common libraries): castellan, oslo.config
7 roni are Metal &
onic ° ¢ Sahara (Data Processing service): python-saharaclient, sahara, sahara-dashboard, sahara-extra, sahara-image-elements, sahara-
8 Manila Shared File System plugin-ambari, sahara-plugin-cdh, sahara-plugin-mapr, sahara-plugin-spark, sahara-plugin-storm, sahara-plugin-vanilla
- o Swift (Object Storage service): python-swiftclient, swift
9 OCtaVIa loadbalancer ¢ Trove (Database service): python-troveclient, trove

ZEX: https://govemance.openstack.org/tc/reference

12
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Playce OpenStack?| 7|& 7| &1t 7t 7| & (2/2)

Playce Cloud = OpenStack

Ra"y Benchmarking tool
Openstack A5 54 2 #I%| 012 E7

EC2AP| EC2 API

Openstack Nova 2| Amazon EC2 3t API K&

Kubernetes 1t 22 Container Orchestration.
Heat £ AI&510§ OS O|0|X|E 2|8t

Container Orchestration Engine Provisioning
@ Magnum

Barbican Openstack Key Manger Service.
A3, 2535} 7|, X.5609 QIEA 12|11 raw binary data 0] 22t2 HS &
r T Mistral Workflow Service.
Hall =M, HE N2, S7|15t Y 17184 X2 (Yaml 7|8
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Github 30071 Ol 22tR=

CNCF (XH=H)2Q] Cloud Native Z2HES
—= Cloud Native Trail Map

MRS NS

HOEE DI=HES 78Oz

LEAA ATE O] JEHIT2 K|

Containerization
Cl/CD

Orchestration & Application Definition

Observability & Analysis

Service Proxy, Discover, & Mesh
Networking, Policy, & Security
Distributed database & storage

Streaming & Messaging

Container Registry & Runtime

Software Distribution

Trail Map: |.cncf.io

ge

1. CONTAINERIZATION

= Commonly dor

code running on an en
r time, you hould

3. ORCHESTRATION &
APPLICATION DEFINITION

- Kubernetes is the market-leading orchestration solution
- You should select a Certified Kubernetes Distribution,
Hosted Platform, or Installer: cncf.io/ck
- Helm Charts help you define, install, and upgrade
even the most complex Kubernetes application

H ELM
kubernetes

CNCF Graduated

5. SERVICE PROXY, DISCOVERY, & MESH

- CoreDNS is a fast and flexible tool that
is useful for service discovery

- Envoy and Linkerd each enable service
mesh architectures

- They offer health checking, routing,
and load balancing

i

LINKERD

CNCF Incubating

7. DISTRIBUTED DATABASE & STORAG

When you need more resiliency and scalability than
you can get from a single database, Vitess is a good
option for running MySQL at scale through sharding
Rook is a storage orchestrator that integrates a
diverse set of storage solutions into Kubernetes
Serving as the "brain” of Kubernetes, etcd provides a

ble way to store data across a cluster of machines.
TiKV is a high performant distributed transactional
key-value store written in Rust

, (]

sated  CNCF Incubating ~ CNCFincubating  CNCF incubating

9. CONTAINER REGISTRY & RUNTIME

Harbor is a registry that stores,

usted  CNCF incubating  CNCF incubating

2. CI/CD

= Setup Continuous In ration/Continuous Delivery (CI/CD) so
that changes to your source code automatically result in a new
container being built, ted, and deployed ging and
eventually, perhaps, to production

- Setup automated rollouts, roll b:

- Argo is a set of Kubernetes-na tools for
deploying and running jobs, applications,
workflows, and events using GitOps
paradigms such as continuous and

progressive delivery and MLops CNCF Incubating

4. OBSERVABILITY & ANALYSIS

- Pick solutions for monitoring, logging and tracing

= Consider CNCF projects Prometheus for monitoring,
Fluentd for logging and Jaeger for Tracing

= For tracing, look for an OpenTracing-compatible
implementation like Jaeger

CCNCF Incubating

6. NETWORKING, POLICY,
& SECURITY

To enable more flexible networking, use a CNI-compliant
network project like Calico, Flannel, or Weave Net. Open
Policy Agent (OPA) is a general-purpose policy engine with
uses ranging from authorization and admission control to
data filtering. Falco is an anomaly detection engine for
cloud native.

S
= Za
- ——— Qw Falo

CNCF Incubating CNCF incubating CNCF incubating

8. STREAMING & MESSAGING

When you need higher performance than JSON-REST, consider
using gRPC or NATS. gRPC is a universal RPC framework. NATS is
a multi-modal messaging system that includes request/reply,
pub/sub and load balanced queues. CloudEvents is a specification
for describing event data in common ways

CNCF Incubating CNCEF Incubating CNCF Incubating

10. SOFTWARE DISTRIBUTION

If you need to do secure ftware distribution,
evaluate Notary, an imp!
Update Framework

CNCF Graduated CNCF Incubating
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