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How Ryuk Ransomware operators made $34 million =
from one viet ' 229 ToP
om one vietim

317

Ez-l 1. Examine domain admin via "Invoke-DACheck" script RyUk RanSOmWare >
By lonut llascu 2. Collect host passwords via Mimikatz "mimikatz's sekurlsa:logonpasswords” - Eb %
2020@ 6‘% 25% LGBXI’ D||O|§ November 3. Revert token and create a token for the administrative comment from the Mimikatz AD -6—7_1 (AI% = TI)
command output
4. Review the network of the host via "net view"
88 19¢ SKato[HA L VES

5. Portscan for FTP, SSH, SMB, RDP, VNC protocols
6. List accesses on the available hosts

1 S’éj 18°E| SAI.&%‘ 0'"].3‘":'_2 7. Upload active directory finder "AdFind™ kit with the batch script "adfbat” from the "net
view" and portscanned hosts
12% 2% ol%ﬁ al E”% .E.E isplay the antivirus name on the host via "WMIC™ command

9. Upload multi-purpose password recovery tool "LaZagne" to scan the host
10. Remove the password recovery tool

o,
128 4 Eli2d0{| A210] 2HIE [ 77, Run ADFind and save outputs ]
12. Delete AdFind tool artifacts and download outputs
2021 Ia 2-% 22% [Hxl"%ﬂ'ﬂol' E’;DIE,“‘H E-’é—‘nﬂou}i 13. Grant net share full access to all for Ryuk ransomware
14. Upload remote execution software "PSExec" and prepared network hosts and uninstall the
o anti-virus product
A‘éj 1 1°El ’ga—‘!E} Eaigg(ﬂ 0|'Hl'§ 15. Upload execution batch scripts and the parsed network hosts and run Ryuk ransomware as
via PsExec under different compromised users
48 20 OHitE
o
58 13 OHitE i o L _
TrickBot Now Steals Windows Active Directory Credentials FBI Issues Alert For LockerGoga and MegaCortex Ransomware
5% 18Y
= 102 = ¥ Lawrence Abrams

By Lawrence Abrams

FBI Alerting

Et3| Malware

(AD AEEH )

The FBI has issued a warning to private industry recipients to provide into
gaCortex Ransomware.

A new module for the TrickBot trojan has been discovered that targets the Active Directory database LockaGoga and )

stored on ised Windows domain controll Both LockerGoga and MegaCortex s Infections that target th prise by
the network and then attempting to encrypt all its devices.

TrickBot is typically download and installed on a computer through other malware. This most common
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w The Quest Active Directory and identity security solution stack towers over
other third-party vendors.

Gartner

2022 IAM Best Practices for Active Directory

Quest and our company One Identity are listed as an
example vendor more than double any other company!

L

Gartner, IAM Best Practices for Active Directory, March 2022, Paul Rabinovich

Quest Vendor A Vendor B Vendor C
117l Categories

+ Active Directory migration

« AD monitoring, reporting and analytics ”QueStE AD 117H_E_O|:0.” E% %EAI_%
o
T

» Active Directory threat detection and response
» Active Directory backu -” _T'_"'l_ =
/ ? X o o —

* Specialized AD management

e Access management

e Least privilege & separation of duty

* General-purpose PAM tools

» Active Directory bridging software to integrate non-Windows systems
» |dentity governance and administration (IGA)

» Architectures for multiforest environments
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Windows 10
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Maersk Global Manufacturer
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Mimikatz PowerShell Empire

Python Script MeterPreter
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Meterpreter2 run 30

Hash®™d & &F

Meterpreter=
sekurlsa::logonpasswords

A E B

A
T

|

o
L

SESSION may not be compatible with this module (missing Meterpreter features: stdapi
Obtaining the boot key...

Calculating the hboot key using SYSKEY 3be@7e8131a02ffdfa8aa2859f6afsdf...
Obtaining the user list and keys...

Decrypting user keys...

Dumping password hints...

ladmin:"la"

[*] Dumping password hashes...

Administrator:500:aad3b435b51404eeaad3b435b51404ee:31d6cfedd16ae931b73¢59d7€0c089¢0: : :
Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cfe@d16ae931b73c59d7e0c089¢0: : @

ladmin:1000:aad3b435b51404eeaad3b435b51404ee:2663c51dac@3ec3347943696b33F29cb:::
—

ccaaSdea2c46f9b63

wdigest :

* Username : dadmin
* Domain : ADSEC
* Password : P@ssword
kerberos :

* Username : dadmin

* Domain : ADSEC.DOM
* Password : P@sswerd
ssp

credman :

Authentication 10 ; 99
Session : Service from @
User Name : LOCAL SERVICE
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At : Kerberos Roasting

Kerberos Roasting &2 : KerberosE Sl A AHEHF

o Request TGT Windows
P Domain Controller ! detis A 57374t Telhens 898
© TGT + Session Key b SR TCH Sl ahala 2207d9cta2re 288baf75b3
< ¢ 5259 53 70 e28abat7sh
o Reguest Ticket + Auth
=
e Ticket + Session Key 0244727
>
© Feguest Service + Auth KDC =AS + TGS

dbda7e f2
62b848d4e6cdfb1586db296.

0 server

Authentication

Cracked
3

Resourc
Server
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Gartner 2|EE Recovery Flowchart

Restore vs. Rebuild — Strategies for Recovering —
Applications After a Ransomware Attack

Recovery Point
Published 2 March 2022 - ID G00761039 - 11 min read

l | Yes f Glean Recovery
Point Identified

Recover and
Secure AD

Tool Available

By Mik Simpson, Ran Blair

Recover and Secure
Foundational Infrastructure

Challenges of Ransomeware Recovery
Forensic
« Unknown start date Analysis
@« « Unknown extent of the attack
- - Compromised Active Directory | | Trialand Error | We Are Here|
Scope of the Attack - Different systems affected at different times Restores
- Malware and configuration changes —— |
« Replicated systems at DR site unusable ) . . . Gartner
rw - Most recent backups may be unusable o Active Directory threat detection and response
. - « Large-scale recovery of systems from backup Io Active Directory backup
Unattalnabla = Lack of recovery automation
AL « Normal DR procedures can't be used * Specialized AD management

= ADE DRE FA|0 34 7ts5tn
Gartner
= 7P X2 uHRAO| ALEE7}st o
= AD DR Restoref Tt OfL|2} Rebuild: Z
« 23 XE3}7t 0)1E3D
T HE Al &0 (7|E Legacy H# -2 Restore)

- YurxQl DR ZRAMH A E 4 8lrt
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Identify

SpecterOps BHE / Enterprise Reporter Suite / Quadrotech Nova FAE AD HOHE2M QH|Lt 5|

@ Protect - Microsofte} €St Quest AD E2H0|0P|

Change Auditor / GPOADmMin / Quadrotech Nova

Hle(Lt =]
Detect
Change Auditor / On Demand Audit Hybrid Suite
Respond R
Change Auditor / IT Security Search / Enterprise Reporter Suite Py . -

Hybrid/O0365

bt 7| x]

Recover
Recovery Manager DRE / On Demand Recovery
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