
1

㈜오에스씨코리아
WWW.OSCKOREA.COM



22

목차

•

•

•

•



3

Source: Sonatype’s 8th Annual State Of The Software Supply Chain 
Report, available at https://www.sonatype.com/ssc

▪ It's All In The Numbers

3년간 SDLC 공격이
742% 증가

매월 12억개이상의
취약점이다운로드

프로젝트 7개중 6개의취약점은
전이취약성에해당

약 96%의오픈소스취약점은
유입단계에서예방가능
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21,000+
이상의 신규 오픈소스 버전이 매일

공급망(또는 프로젝트 매니저)에

릴리스

어플리케이션의

오픈소스 구성비율

Source: 2020 State of the Software Supply Chain Report, Sonatype

90% 

▪ Writing code is out, borrowing code is in
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Source: State of the 
Software Supply 
Chain Report

▪ Novel attacks are on the rise
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▪

Custom 

Static Application Security Testing 

(SAST, )
10% ~ 20% 

Custom 

Software Composition Analysis (SCA)

Binary( )

80-90% 
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▪ Dependency & Transitive Dependency
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o Public Repository

o Binary 

o Public Repository (Malware-Free)

o

▪ & Public Repository
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Repo Manager

▪ Remote Repo(Repository Manager) 

o (Public Repository) Proxy/Cache 

o Library

o Library Hosting 
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babelcli: 42 cross-env.js: 43 crossenv: 679 d3.js: 72 fabric-js: 46 ffmepg: 44 gruntcli: 67 http-proxy.js: 41

jquery.js: 136 jquery.js: 136 mariadb: 92 mongose: 196 mssql-node: 46 mssql.js: 48 mysqljs: 77 node-fabric: 

87 node-opencv: 94 node-opensl: 40 node-openssl: 29 node-sqlite: 61 node-tkinter: 39 nodecaffe: 40

nodefabric: 44 nodeffmpeg: 39 nodemailer-js: 40 nodemailer.js: 39 nodemssql: 44 noderequest: 40

nodesass: 66 nodesqlite: 45 opencv.js: 40 openssl.js: 43 proxy.js: 43 shadowsock: 40 smb: 40 sqlite.js: 48

sqliter: 45 sqlserver: 50 tkinter: 45

cross-env -> crossenv

express -> exprss

electron   -> electorn

electorn: IP , , , Fingerprint

, , CPU, 

) johnsmith/Users/johnsmithIntel(R)Core(TM)i5-

XXXXXCPU@2.30GHz

▪ Software Supply Chain - Typosquatting ( ) 

o PC

o , NPM Repository

o , 

o 2019 (Gem) (RubyGem) 700
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▪ Software Supply Chain - Dependency Confusion ( )

o ( , , , ) Supply 

Chain (Alex Birsan 2021 )

o Dependency Dependency 

o Apple, Microsoft, Netflix, PayPal, Shopify, Tesla and Uber 
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https://www.enisa.europa.eu/news/enisa-news/understanding-the-increase-in-supply-chain-security-attacks

ENISA Report

▪ Supply Chain 

https://www.enisa.europa.eu/news/enisa-news/understanding-the-increase-in-supply-chain-security-attacks
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▪ Supply Chain - cont.
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❖

▪ Manifest Scanning : Build Manifest 

Dependency (package.json, pom.xml )

▪ Binary Scanning : Binary Fingerprint Build 

Artifact Final Build

Package False Positive 

Sonatype Nexus Platform 1) Manifest Scanning 2) Binary Scanning

Advanced Binary Fingerprint

Hosted Data Service

▪ SCA (Software Composition Analysis) - Binary( ) 

o (Component)

( , 

, ) Dependency Transitive 

Dependency
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▪ CVE 

o SCA False Negative , False Positive

o CVE

o CVE (Vendor Website, Github ) 

Exploit DB, 
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Nexus Platform

Nexus 
Intelligence 

70% 

DB

NVD 10

65

Central 

Repository

Sonatype

Research

National

Vulnerability

Database

GitHub OSS

Index

Nexus

Repository

Google Search

Alerts

Security

Advisories

Declared Deployed 

Advanced 

Binary Fingerprint 

False Alarm

+128M 
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Nexus Firewall
SDLC 

Nexus Lifecycle
SDLC

, 

Nexus Repository 
SDLC ,

build artifacts, release candidates

Sonatype Nexus Platform
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▪

▪
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Nexus Repository OSS( )

Nexus Repository Pro

▪ World #1 Repository 

Manager
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Known Risk : 

Known Risks

Unknown Risk : Nexus Research 

Engine AI/ML Ecosystem(npm, 

pypi) 24X7X365 

Unknown Risks

▪ Known vs. Unknown Risk( )
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Nexus Firewall , .

Quarantine

(Suspicious) 

Feedback Loop

Research Engine

(Suspicious) 

(npm/pypi)

Auto Release

Nexus Intelligence Research Engine AI/ML npm/pypi ecosystem (24x7x365)
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•

: 

: 

: 

: 

Sonatype

• Nexus Firewall : Dependency Confusion, Cryptomining 

Malware, Ransomware 

+ 

▪ Shift Security Left
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Nexus Firewall – Repository Audit & Quarantine

Repo

IQ Server▪ Powered by IQ Server



2424

Nexus Firewall – Violation Remediation

▪ Powered by IQ Server
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▪ Shift Security Left

Developer( ) View - Accessing a Report



2626

1

2

3

Policy

Waiver 

▪ Shift Security Left

Developer( ) View - Quarantined Component View
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Policy

Constraints

Conditions

Actions

Notifications

Condition Type

Security Vulnerability Severity Security

Security Vulnerability Status Security

Proprietary Name Conflict Security

Security Vulnerability Category Security

Security Vulnerability CWE Security

Relative Popularity (Percentage) Quality

Age Quality

Hygiene Rating Quality

Integrity Rating Quality

License License

License Status License

License Threat Group License

License Threat Group Level License

Label Other

Match State Other

Format Other

Coordinates Other

Package URL Other

Proprietary Other

Identification Source Other

Component Category Other

Data Source Other

Dependency Type Other

Policy - Overview
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Nexus Lifecycle

.

Github Gitlab Bitbucket Azure DevOps Eclipse IntelliJ IDEA VS Code

Jenkins Bamboo CircleCI Github Action TeamCity JIRA Slack

Pipeline . 

▪ World #1 Software 

Composition Analysis 
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Component List : Direct Dependency Transitive Dependency 

Recommended Versions : 

Version Graph : Property 

Version Details : 

View Details and Migrate Buttons : Migration

IDE (via IQ Server Integration)

▪ World #1 Software 

Composition Analysis 
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3rd-party 

SBOM(Software Bill of Material) 

▪ World #1 Software 

Composition Analysis 
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License Obligation Review Tool

Compliance Attribution

Attribution Report ( ) 

▪ World #1 Software 

Composition Analysis 

Advanced Legal Pack  (Lifecycle Add-On; )
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감사합니다

㈜오에스씨코리아
서울 강남구 테헤란로 5길 7, 13층 (KG타워) 06134 | 02.539.3690

sales@osckorea.com | www.osckorea.com
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