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= [t's All In The Numbers

There has been an
astonishing

742 °/o

average annual
increase in
Software Supply
Chain attacks over
the past 3 years.

337t spLc 2A0|
742% S 7}

vulnerable
dependenues

are downloaded each
month.

O & 129 7§ O] At9]
FHO| CHREE

About

6 out of every 7

project

vulnerabilities come
from transitive
dependencies. 0

Hol| Fergof ol e

Source: Sonatype’s 8th Annual State Of The Software Supply Chain
Report, available at https://www.sonatype.com/ssc

96%

of known-
vulnerable open
source downloads
are avoidable
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= Writing code is out, borrowing code is in

4

21,000+

AP QEAA HEO| DY
= T2HE QILIA)O

90%

HZ=clHO0IE 2

LELA AdEE

4

2020 State of the Software Supply Chain Report, Sonatype




Novel attacks are on the rise
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year over year
increase
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Source: State of the
Software Supply
Chain Report
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" Dependency & Transitive Dependency

log4j show

Remaining packages: 2

°
logdj@1.0.0
°

Source: https://npm.anvaka.com Web Viewer Terms | Privacy & Cookies




= QEAA HIE & Public Repository

o Public Repository= ZE2 12U AN

o Binary Ii7|A| QEHZ HHZE
o Public RepositoryE
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Find, install, and publish
RubyGems.

Take your JavaScript
development up a notch
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Find, install and publish Python packages
with the Python Package Index




= Remote Repo(Repository Manager) HL A
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= Software Supply Chain 479 - Typosquatting (EfO|ZEAFE)
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Fd I 7| A& 2HE 2, NPM Repositoryatl 2E

= cl):l =2

6 201902 LA O 2 ALREIE A (Gem)2l EIO|EAHE HHRubyGem)0] 00747} 7 B2

babelcli: 42 cross-env.js: 43 crossenv: 679 d3.js: 72 fabric-js: 46 ffmepg: 44 gruntcli: 67 http-proxy.js: 41

jquery.js: 136 jquety.js: 136 matiadb: 92 mongose: 196 mssql-node: 46 mssql.js: 48 mysqljs: 77 node-fabric: Cross-env -> crossenv
37 node-opencv: 94 node-opensl: 40 node-openssl: 29 node-sqlite: 61 node-tkinter: 39 nodecaffe: 40

nodefabric: 44 nodeffmpe(r 39 nodem ailer-js: 40 nodénnilm js 39 nodems<ql 44 n()de1€que<t Jr(' CXprCSS -> eprSS
electron -> electorn

sqliter: 45 sqlserver: w(itl\mtet —h
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= Software Supply Chain &47|H - Dependency Confusion (8|&d E3)

L

o &M HE¥AL| HotZs} O 215, &4 lTH5’I7~I 0| HE ZAI, CIAE ME 7, dEiA ZAl B2t S) 0= CHE HEHL| Supply
1L_

Chain 54 4fAl S (Alex Birsan 202 H)

o OIZ2|30 0l ALESHs THZ| 2B ZOtkH 3 L Kt 9|8 2|4l DependencyS AI8HE Dependency 22| HAl0] 91
SN2 283 |

o Apple, Microsoft, Netflix, PayPal, Shopify, Tesla and Uber S|Al &

Osonatype
Dependency Confusion: How

Hacked Into Apple, Microsoft

Dependency Hijacking Software
and Dozens of Other Companies

Supply Chain Attack Hits More Than

35 Organizations
@ e 0 ikt o 0000 February 09, 20218

awesomelib 1.0
’ awesomelib 69.69.69 (internal)
by not_a_hacker
(external)
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= Supply Chain &4 FO0|

ENISA Report

&-o PWizvera

HELPNETSECURITY

oo Ppaccellion
-@- o PVietnam VGCA
®-o P-SolarWinds

e % s NEXT GENERATION SOFTWARE SUPPLY CHAIN ATTACKS (2015 - 2021)
—¢ iEMox A = . % . .
— o PNetBeans Td, Foaiol Dependency Confusion, Typosquatting, and Malicious Code Injection
o-o P-Ukraine SE| EB
i :i::igesmﬂp PClickStudios 12000
— o PCodecov
(o)
PKaseya 10000 650 A)
’:-'-}SYNNEX year over year
increase
[T T T S .« &+ & @ & & O & & & & @+ s 8000
Jan Feb Mar Apr May June July Aug Sep Oct Mov Dec Jan Feb Mar Apr May June July
2020 2021
M
o ’Prii?dn;::iatmbsi:e 6000
PWindows HCP
4000
- o PFujitsu
PLedger
Legend .l o PXcode 2000
; ' oo PSITA
: @ ~PT Atributed Group ' L— o PVerkada
Global Impact i *- o P-Mimecast
Regional Impact i ._l_hPrivateStul:k 0 2015 2017 2018 2019

Investment Messenger

https://www.enisa.curopa.cu/news/enisa-news/understanding-the-increase-in-supply-chain-security-attacks
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https://www.enisa.europa.eu/news/enisa-news/understanding-the-increase-in-supply-chain-security-attacks

- Supply Chain %Z! ﬂi—ol - cont.

White House National Cybersecurity Strategy: Landmark Action for a Critical Threat FIND OUT MORE &

Blog DevZone ContactUs

OSOnatype Platform ~ Solutions v Pricing Resources v Partners + Company ~

OPEN SOURCE COMPONENTS ANALYZED BY NEXUS INTELLIGENCE:

12 8,6 0 0,8 9 [E}

A History of Software Supply Chain Attacks

July 201/—Present

Source: https://www.sonatype.com/resources/vulnerability-timeline Web Viewer Terms | Privacy & Cookies Edit




= SCA (Software Composition Analysis) - BinaryHIO|LE]) =2 &

item key="013b4d333e8
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S5fc2a3ab0b

Hosted Data Service

9f29d7952"

» Manifest Scanning : Build Manifest ZF4-S AFZSH]

Dependency% mpet (package.json, pom.xml%)

* Binary Scanning : Binary FingerprintE AFZSH0 Build
ArtifactsS =AM6= WA O Z Final Builddj|
u|

=H5 b=
PackagePt AlHSEO 2 A4 False Positive 7&d 44

ol

Sonatype Nexus Platform:= 1) Manifest Scanning} 2) Binary Scanning= &5+ AFESI0] HE} Hekst 2
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Types of Malware

Malware is a software that is
designed to attack, control and
damage a device's security
and infrastructure systems.
Types of malware include:

® Ransomware e Adware
® Fileless Malware e Trojans
® Mobile Malware ® Spyware

® Wiper Malware ® Viruses

e Worms
® Rootkits

® Botnets

B

Common Vulnerabilities and Exposures

TYP@SQUATTING

AKA URL Hijacking — the practice of registering domains of known brands
with the intent of tricking users into believing they are legitimate sites

iz COMMON TECHNIQUES 777z

DROPPING THE DOT SWITCHING TWO

sttt DROPPING ONE LETTER CETTERS

Wwwwaa.com apple.om faechook.com

DOUBLING CHARACTERS USING SIMILAR PRESSING A WRONG
LOOKING CHARACTERS KEY

twiitter.com google.com (I vs ) costko.com

15
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Better Identification

Declared’| OF=l Deployed
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orUHO| Ol Advanced
Binary Fingerprint At
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g sonatype

Central Sonatype National
Repository Research Vulnerability

Database

O

GitHub

The difference is simple.

OSS

Index

Z|CH C|O|E{H|0| AZ 7|HtOo 2 J}2F &5t

1 -

Better Knowledge

DIHCOlES 2l QEAX
zloby e 47

MEZZ #etd dEE =

A
o
A X
Td

WAL A &7 tsst
7H0|E A=

O © U

Nexus Google Search Security
Repository Alerts Adpvisories
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Sonatype Nexus Platform

Nexus Lifecycle
A SDLCL| BE= EHAI0| BX AHKAHOE QALAE
Siolstn A4S Uit 2/ 1

PUBLIC
0SS D
REPOS l
GO JS ”
B | l l TEST DEPLOY
o [;?"O &

fl

Nexus Firewall PACKAGE OPERATE
osiaro|sprc s [ f | 7 it
= DEV BUILD -
AFsO 2 2t 15 FJ?@
e

. Nexus Repository
I SDLCO]| 22l 2fo|E2{Z],

build artifacts, release candidates
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Firewall language support
C C++

e R

Python R

Firewall package support

Maven npm

-Go 4

Go Rubygems

Ruby

Docker

Apt

Gosu

Scala

PYPi

HELM

Helm

Swift

gitifs

PHP

oD

Visual Basic

yum

Yum

Conan
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Nexus Repository OSS(@EAA)= 2OFHO[L} 20| MA Chet Lora =Tt HZ5i
Nexus Repository Pro= M E 271 A&

\ FOR  Central 4670

r ON Thu Aug 20 2020 at 6:51:05 PM COMPONENTS IDENTIFIED

AGE 8 minutes 100% of 4670 TOTAL

Issue Summary @ Get Nexus Firewall
Security Vulnerabilities License Warnings Benefits \
nexu S Critical (7-10) m Copyleft ] Stop bad components at the front r
door
Severe (4-6) m Non Standard O Automatically shield your software nexus

repository pro

from open source risks repOSitory OSS

Learn More

Moderate (1-3) Not Provided

Threat
Level ? 5|° 1?0 1?0 Z?D 2?0 3?0 3?0 4?0 Weak Copyleft

10
. 9 . [ | [ | |}
"  World #1 Repository 5 —— Liberal
7 . [ [ | | [ |]
6 A \
M 5 A N B N r
What should | do with this report? View Detailed Report
v v
| | if, -
SONATYPE NEXUS REPOSITORY View By:| {§J Vulnerabilities - View By: | () Artifacts
Threat Level -~  Problem Code Group Artifact Version License Threat - Declared License Observed Licenses it  Group Artifact Version
#1 R A N K E D 7 CVE-2010-207T6 org.apache.cxf cxf-common-utilities 224 . GPL Apache-2.0 Apache-20, GPL org.sonatype.configurat base-configuration 11
CVE-2011-3180 org.apache.tomcat coyote 6.0.33 WceL20+ Apache-2.0+, BSD, EPL- | Apache-2.0, BSD, EPL-1 | biz.source_code baseB4coder 2010-12-19
REPOSITORY MANAGERS
- ; osvdb-24364 o i Ll McrL cPL20 CODL. GPL, GPL-20  Not Provided org.glassfish core glassfsh 31013
osvdb-67204 org.apache.cxf cxi-common-utiliies 22 =
- B crL GPL20 CODL, GPL, GPL-2.0 Not Provided org glassfish javax jms 31
IT Central Station osvdb-24363 struts struts 1.1-re1
. GPL-20, GPL-20+ Apache-20 Apache-1.1, Apache-2.0, org.apacheservicemix servicemix-scripting 2008.01
osvdb-67284 org.apache.cxf cxf-common-utilities 224
. GPL, GPL-20 CODL, GPL, GPL-20 Not Provided org glassfish javax.transaction 10.0-b28
CVE-2011-3190 org.openlrules org.openl.rules tomcat lib 572
a ¢ amel K
osvdb-T4818 org.ow2 jonas.assembles.profiles | jonas-full 53.0-M2 Hon i T O S L R e e 5ot ries 2
CVE-2006-1547 shuls i 1.4-rct | [N AFL-2.1, Apache-2.0, BS AFL-2.1, Apache-2.0, BS  org.cometd comets-cemo 113
osvdb-B7264 org.apache.cxf cxf-common-utilities 212 . GPL-2.0+ GPL-2.0-with-classpath+  GPL-2.0+ me.springframework spring-me-sample-|2 1.0
)
CVE-2010-2076 org.apache.cxf cxf-common-utilities 22 . GPL Apache-2.0 Apache-2.0, GPL org.apache.camel camelk-core 210




» Known vs. Unknown Risk($|23)

O O“‘OO Unknown Risks

O O Known Risks

Unknown RiskO| CHSF CHS : Nexus Research
Known Risk0| CHSt LS : CFR 2 E X} Enginee Al/ML ¥12|SS S5l Ecosystem(npm,
pypi) = 24X7X365 LB & 5t MA|AHC = LS

m Al Behavioral Analysis Te;enggr?#en:sam
'I > f I > REPOSITORY BUILD

PUBLIC REPOS

DEVELOPERS
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f | nexus firewall
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Nexus Firewall & L2l 2/0FHS 82 Ua{2(7| 9

AFE O 2 oM A 2|2 (Suspicious)

AEHAE 20l (npm/pypi)

Quarantine
AFEO 2 9|l AE{2(Suspicious)

AmUE 2|

Auto Release

o WY A| SO

Feedback Loop
22| £ 2PTHO R WE AlTj Al
JHEERLO[A| &2 %E

Ae|E HEEE FHE|Z

Nexus Intelligence®| Research Enginee AI/ML E12|ES AFESI0 npm/pypi ecosystem= &FA| (24x7x365) ZA| 0
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= Shift Security Left

| nexus firewall

QUARANTINE AREA

AT YHLA + YA AL B4 —‘)_g+1’ ‘ T
2
7| 23|
2314 Zol
s Ag| 23|
= sH 3
CHZ| | a O\z £l =l
o v Qs a
OJAl A ® o™ Sonatype HOLES 243 =0
— - = am type o&|0'” [[l'E'I' Z|'c>—E
U EEHE AYE YA IHo = . QM Az ZE mo|Zafol 2la| =
+¢ 7} L )

Y
Y
A 4
k 4

+ QIBAS J[HIOR REAAS WIS Q5 A0
AEOR [I2EEE XTI QEAA B

* Nexus FirewallO| i|-':,_|'3|-E 9 & : Dependency Confusion, Cryptomining

Malware, Ransomware &
22



nexus
firewall

Powered by 1Q Server

Nexus Firewall £ 7|& — Repository Audit & Quarantine

£ J RepOSitOI’iES Manage repositories

© Create repository

Name 1 Type Format Status
NEM-proxy proxy npm Online - Ready to Connect
nEM-proxy-2 proxy npm Online - Ready to Connect

® You are protected Firewall is currently g 300 in1
Quarantine Auto Release from Quarantine Quarantine
Status Status
® Active ® Active 230
on 1 of 1 repositories releasing 3 of 5 policy components in quaranting

condition types

IQ Server

Repo

Auto Released fram Quarantine

70

components released
manth-te-maonith

View Auto Release Quarantine

Quarantine Upaed 156028 pum. 0£1-05-10 & Refresh

THREAT  POLICY NAME QUARANTINE DATE COMPONENT REPOSITORY

@10 Security-Critical 2021-05-10 com.pajosontheweb : woko-blobs-web : war | 2, 2-beta? testrepo

@10 Security-Critical 2021-05-10 org mule.examples : mule-example-errorhandler : zip : 34-M1 test-repo

@10 Security-Critical 2021-05-10 org atmesphers samples : stmasphere-twitter-live-feed : war : 0.8.2 test.repo

@10 Security-Critical 2021-05-10 smartrics.restfixture ; smartrics-AestFixture : zip - bin ; 4.0 test.repo

@10 e - anas g an S P S S R ————

eo = Auto Release from Quarantine
COMPONENT DATE
arg-apache.directory.studio : l[dapservers.spachedsv154 : jar : sources : 200520120111 2021-05-10 test-repo
arg.glassfish.grizzly : grizzly-hitp : 2.1 2021-05-10 test-repo
org.owl.jonas.autostart : jonas-full-starter : jar : full-starter : 1.0.0-M2 2021-0510 test-repo
org.apache.portals.bridges : perl - war:1.0.4 2021-0510 test-repo
COM.SUN.Erizly | grizzy-hitp-websernver: 1.9.18-0 20210510 test-repo
com.sun.faces : jsf-api : 2.0.4-511 20210510 Test-repo

*| URL Health check
(@eoey) | mmorn
(@]

DATE CL

2021-05-10

2021-05-10

2021-05-10

2021-05-10

2021-05-10

2021-05-10

FILTER: n Exact Unknown

Policy Threat ~ Component - Quarantined
Security-Critical

Security-High
IArchitecture-Cleanup
Architecture-Quality

1
1 Y Filter
1

1Q Policy Violations ‘

No violations B*

POLICY ALERTS

VIOLATIONS: Al Quarantined Walvea

OMPONENTS IDENTIFIED QUARANTINED COMPUNENT:

23



nexus
firewall

Powered by 1Q Server

Nexus Firewall 8 7| — Violation Remediation

l Security-High

L_}E] commons-fileupload : commons-fileupload @ 1.2.2

Component Info FPolicy Licenses Vulnerabilities Labels
Group: commons-fileupload
Artifact: commons-fileupload Popularity
‘ersion: 1.2.2
Declared License: Apache-2.0
Observed License: Apache-2.0 Fug::'!i'll;hmat
Effective License: Apache-2.0

Highest Policy Threat:
Highest CWSS Score:
Cataloged:

Match State:
Identification Source:

within 2 policies

within 5 security issues
8 years ago

exact

Sonatype

Cider This Wersion

- org.apache struts.cwork ; xwork-cone : 2.2.1

|I Security-High " org apache actiemy - aciverg-braker | 580 l l Security-Critical
Component Info Palicy Vulnerabilities Labels
DECLARED LICENSES Scope central N
W Apache-2.0 PolicyfAction
Status  Open g Security-Critical
W Apache-2.0 License(s)
Security-High
Comment

Security-Medium

l Security-Unscored

Constraint
Critical risk CVSS5 score

High risk CVSS score

Medium risk CVSS score

Risk score not assigned yet

Component Info “ Licenses  Vulnerabilities  Labels

Condition Value

Found Security Vulnerability with Severity >= 10

Found Security Vulnerability without Status NOT_APPLICABLE

Found Security Vulnerability with Severity == 7
Found Security Vulnerability with Severity < 10

Found Security Vulnerability without Status NOT_APPLICABLE

Found Security Vulnerability with Severity >= 4
Found Security Vulnerability with Severity <7

Found Security Vulnerability without Status NOT_APPLICABLE

Found Security Vulnerability with Severity = 0

View Existing Walvers
— —
-

Available

Componentinfo  Policy  Licenses  Vulnerabilities

Security-High

Applied = Component Infa

Aschitecture-Blacklisted @ [| Architecture-Cleanup ©

Architecture-Deprecated )

Threat Level ~

Policy Licenses Labels

CVE-2013-2186

CVE-2014-0050

OSVDB-5

BT03

oo o 8

0

Status
Open
Open

Open




Developer(ZH'&AP) View - Accessing a Report

E403
403 Requested item is quarantined, please visit http: : i/1i

93f75e65e69/resu1t to investigate the reason(s) - GET http://localhost:8081/repository/npm-proxy/execa/—/execa-0.10.0.tgz
In most cases, you or one of your dependencies are requesting e
a package version that is forbidden by your security policy.

It was specified as a dependency of ‘'cypress'

I 'eXl IS 00 nnandivelugu — -zsh — 80x24

° Last login: Fri Feb 18 16:01:53 on ttys003

flrewa" nnandlve1ugu@Navyasanthls -MacBook-Pro ~ % npm install l1gallery(0.0.8

[ JUBMWARN ENOENT: no such file or directory, open '/Users/nnandivelugu/pac
kage.json'

npm (L1 nnandivelugu No description

" Shift Security Left npm LG nnandivelugu No repository field.

npm (LU nnandivelugu No README data
npm (LG4 nnandivelugu license field.

npm E403
>>> REQUESTED ITEM IS QUARANTINED
>>> FOR DETAILS SEE >>> http://localhost:8072/ui/links/reposito
ries/quarantinedComponent/MWUL1YjRhYTA30DNmMNGEGOWE4OWNmMYzABYj1kNzZEwWMzQY <<<
- GET http://localhost:8081/repository/npm-proxy/lgallery/-/1gallery-0.0.8.tgz
npm In most cases, you or one of your dependencies are requesting
npm a package version that is forbidden by your security policy.

npm A complete log of this run can be found in:
npm /Users/nnandivelugu/.npm/_logs/2022-02-18T22_25_33_293Z-debug.log
nnandivelugu@Navyasanthis-MacBook-Pro ~ % I

25



nexus
Irewal

= Shift Security Left

Developer(ZH&A) View - Quarantined Component View

© roicy0ll BE5H= CHE HA AL

Quarantined Component View

2021-August-10 10:20 FM

Overview

The purpase of this report s to alert you of a component that has heen quarantined dus ta a policy

wialatian, Mo actions can be taken directly fram this report, thaugh you can remediate the component

using the follewing information,

org.apache.logging.logd] : log4j - core : 2.0.0
Status Quarantine Reason

@ Quarantined 4 policy viclations.

First Quarantined Catalogued Date

1 month ago 4 years ago

Repository

Reposilory Marme

Other Verzions in the Repository

4

I ) c3p0:c3pD:0.9.1.1

Component Info Palicy Licenses Vulnerabilities Labels

Version Graph

Cider This Wersion Newer
Popularity
Ereaking Changes EENEENE =
Policy Threat HEEEEE N
Details 0.0.1.1

Click on the graph above to see details abourt different versions

& The report is available for 12 hours after the component is requested.

o Waiver X-&

© SAUISS AYSHe 2 HEUE AR

Selected Version:
Type:

Group:

Artifact:

Version:

Declared License:
Observed License:
Effective License:
Highest Policy Threat
Highest CV5S Score:

Integrity Rating:

Cataloged:

0.8.1.1
maven
c3pl
c3pl
0.9.1.1
LGPL-3.0
LGPL-2.1
LGPL-3.0, LGPL-2.1
mwithin 3 policies

9.8 within 2 security issues
Not Applicable

15 years ago
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SUMMARY

7 = \
. A_I . Policy Name / Threat Level \|
Policy 4 - Overview | secury-crcs @
/
AS / .
Policy Violation Grandfatheri N~
[J Atlow this policy to be dfathered P Ohcy

INHERITANCE

Level Color Number
.. Applications and Repositories
Critical Red g0 @
O Applications of the specified Application Categories in Root Organization
Severe Orange  4-7 Policy Actions Override

|:| Allow actions to be overridden by children
Moderate  Yellow 2-3

CONSTRAINTS

nexus o e 1 @ Constraint Name Constraints

" Critical risk CVSS score

[ J
fI rewa I | Condition Type Conditions

Security Vulnerability Severity Security LU T L O CO ndltlo ns
Security Vulnerability Status Security " all of the following are true:
Proprietary Name Conflict Security || Sacurity Vulnerability Se... " - 5
Security Vulnerability Category Security
Security Vulnerability CWE Security e ddiConditin
Relative Popularity (Percentage) Quality
Age Quality
Hygiene Rating Quality
Integrity Rating Quality
Lieamss Lieamee PROXY  DEWELOP  SOURCE BUIL STAGE RELEASE  OPERATE
License Status License No Action @® ® ® ® ® @® ®
License Threat Group License A Wamn 0o 0 ) o . o
License Threat Group Level License %thﬁS
Label Other 0 Fail @] O O @] O O @]
Match State Other
Format Other NOTIFICATIONS
Coordinates Other RECIPIENT PROXY  DEWELOP  SOURCE BUILD STAGE RELEASE  OPERATE f;ﬂ:;i?\c
Package URL Other No notifications configured A .
Proprietary Other NOtlﬁCﬂthIlS
Identification Source Other Recipient Type Email Address
Component Category Other || Email "
Data Source Other
Dependency Type Other & Delete Policy
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nexus
lifecycle

World #1 Software

Composition Analysis

SONATYPE NEXUS LIFECYCLE

#1 RANKED

SOFTWARE COMPOSITION
ANALYSIS

T Central Station

Nexus Lifecycle2 AL B HOF BHEIR| T QEAAE HE| OFMGHA|
o=|/\| CED _?_—_ll }EE O|'L_| |:|'_

DEPLOY OPERATE
TEST ™ i
O
ﬁ PACKAGE
o O
BUILD
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Markers Properties

Servers Data Source Explorer 5 Snippets

Component Info £

sample, 59 components (59 shown, O filtered)

Component

() commons-httpclient -

(7] commons-httpclient
) domdj - 1.6.1
() freemarker - 2.3.10

|icudj - 2.6.1

I

(I

(] netty - 3.4.4.Final

1

|| selenium-firefox-driver - 3.6.1

[ xalan - 2.6.0

(] xstream - 1.3.1

(L) commons-codec - 1.10

() guava - 23.0

1

(] xpp3_min - 1.1.4¢c

0 selenium-api - 3.8.1

(] selenium-remote-driver - 3.8.1

[ ] jackson-mapper-as| - 1.3.2

— Recommended Version(s)

Select 55.2: Next version with no policy viclation

Version Graph
Older

Popularity

This Version Mewer

<

Policy Threat
Hide Details
Security EEEEEEEEEEEEEE
License HEE EEEEEEE EEl
Quality
Other

Click on the graph above to see details about different versions

EENSNEEEEEEEEEEP

) animal-sniffer-annotations - 1.14

(] annotations - 7.0.3

() aopalliance - 1.0
asm-5.0.3
Cu asm-analysis - 5.0.3

) asm-commons - 5.0.3

Component List : SEME| Direct Dependency =
Recommended Versions : & ZHEHEHE

=
S
Version Graph : MEHE| ZZEHE | LS HA & Property

aj

T
Z42H0f

Version Details : ZEHEHE NEAHHE

View Details and Migrate Buttons : 2t 424 & 0|5 M| &

NEAF IDE 2H8 A| 3 (via IQ Server Integration)

Selected Version: 2.6.1

Group:
Artifact:

com.ibm.icu
icudj

Version: 2.6.1

Declared License: Not Declared

Observed License: No Sources

Effective License: Not Declared, No Sources
Highest Policy Threat: n
Highest CVSS Score: 7.5

Cataloged: 13 years ago
Match State: exact

Identification Source: Sonatype

Category: Internationalization

View Details

| &) Migration

Migrate to Selected

ransitive Dependency 2| AE
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Repository results for maven-central

Vulnerability Information

SENOING INe MARCIOUST CRaMed iNput 1o INe réaavaile memod o Ne UDjeCIMapper
This issue exténds the prévious flavw CWVE-2017-7525 by blacklisting more classes that
could be used maliciousty.

Explanation

jackson=databind S vulnerable 1o Remole Code Execution [RCE) The
ersatsBoanbeserial izer( ) function inthe BeanDeserislizerPaceory class
allows unfrusted Java objects 1o be desarialized, A remote attacker can axploit this by
uplgading a maliciows serialized chyect that will result in RCE if the apphcation attempts
1o deserialize it

Hote: This vulnerability exists due o the incomplete fix for CVE-2017-7525

Datection
The application ks vulnerable by wsing this component, when default typing is enabled
and passing in untrusted data 1o be desedalization.

Note: Spring Security has provided their own fix for this vulnerability ([CVE-2017-4995) If
this component is being used as pan of Spring Security, then you are not vulerable if
you ang running Spring Security 4,23, RELEASE or greater Tor 4.x or Spring Security
50.0M2 or greater for S

Recommandation

Theére is no non vulnerable version of this component. Despite there being a fix
prowided by Jackson, it uses a black-list approach. If there is another class not black.
Ested which performs desarialization on the classpath, then this may lead to code

Close
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Advanced Legal Pack (Lifecycle Add-On; 204 A |5

cfO|MA SR HE &4
License Obligation Review Tool
AESQ AREAEQ ot 2=
20| MAS A AESE = U

=S

Apache 2.0 License Obligations

Review Legal Notification

Sonatype Automatically
Resolves Obligations

B o)

Or Provides Step by Step

1 2 3

Compliance HIAEESF

o|RAIBIES 2B

o=2= = AN [
HIAEZEEZR AlS
= o
Roviow Status Ravicw Progross Highest Licanse Theeat
Pzt s | o U
LastModified  Whodifed by Fulfiled  Flagged  NotApplicable stages
Fdays aga Admiy [ 1 1 Auic 214
Obligations to Review baar all s Fuléilled
@ Inclusion of Copyright & ruifited -
@ Inclusion of Natice & Fulfilad -
& Must State Changes ok Flagpes =

@ Inclusion of License & Fulriied v

The Advanced Legal Pack in Action

Automatically Generate >

Guidance on Fixes Attribution Reports )
o w

Ship Reports With

Your Products

Attribution H 1A
Ao 2 HHYHE +3I5H0]
Attribution Report (AFELHSY 1A

s

org.apache.commans : commons-collectionsd : 4.4

Licanzes License Files

Agache 2.0

Copyright Notices

Capyright 2001 2019 The,

TERMS AND TOKHTIONS FOR USE, REPRODUCTION,
Notlce Flles AN ISTRIBUTICN

mean the terms and conditions for usa,
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