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B= An official website of the United States government Here's how you know

U.S. General Services Administration

Home > Technology > IT contract vehicles and purchasing programs > Information technology category > IT security > Executive Order 14028

Information technology
category

Overview

IT hardware

IT security

Cybersecurity framework

Trusted Internet Connections
(TIC)

Internet Protocol Version 6 (IPv6)
Executive Order 14028
Zero Trust Architecture
Application Security Testing
IT services
IT software
Telecommunications

Work with small businesses

Executive Order 14028: Improving the Nation's
Cybersecurity

Executive Order (EQ) 14028 - "Improving the Nation's Cybersecurity” @ (issued May 12, 2021) requires agencies to

enhance cybersecurity and software supply chain integrity.

Summary of EO 14028 requirements

Requires service providers to share cyber incident and threat information that could impact Government

networks

Moves the Federal government to secure cloud services, zero-trust architecture, and mandates deployment of

multifactor authentication and encryption within a specific time period

Establishes baseline security standards for development of software sold to the government, including requiring

developers to maintain greater visibility into their software and making security data publicly available

Establishes a Cybersecurity Safety Review Board, co-chaired by government and private sector leads, that may
convene following a significant cyber incident to analyze what happened and make recommendations for
improving cybersecurity

Creates a standardized playbook and set of definitions for cyber incident response by Federal departments and
agencies

Improves the ability to detect malicious cyber activity on Federal networks by enabling a government-wide

endpoint detection and response system and improved information sharing within the Federal government

Creates cybersecurity event log requirements for Federal departments and agencies

Requires amendments to the FAR to align with requirements in the EO

What contractors can expect
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Section 1
[] New Attestation [] Attestation Following Extension or Waiver [] Revised Attestation

Type of Attestation: [] Company-wide [] Individual Product [ "] Multiple Products or Specific
Product Version(s) (please provide complete list)

If this attestation is for an individual product or multiple products, provide the software name,
version number, and release/publish date to which this attestation applies. Additional pages can
be attached to this attestation if more lines are needed:

o 0] A8 &2 (U.S. Federal Government)

— Secure Software Development Attestation
— CISA2H OMB HH I (3/11/2024)

- 0= B2Y BOUFMOZ RS

Release/Publish Date
(if applicable)

Version Number*

(if appli )

Product(s) Name

Department of Homeland Security

Cybersecurity and Infrastructure Security Agency (CISA)

O =

o — o Secure Software Development Attestation Form Instructions
—!! - (- For the above specified software, this form does not cover software or any components of that
A——Eo-llo-lj Ol L |-J-|| jHUI- |O-iMoo ;Ulh : vare tiat fall : ’ Categoricy; .
—_ ] I I' / H O = T D = O:| > software that fall into the following categories:

Read all instructions before completing this form Software developed by Federal agencies;

N g O_I | H = 6|' — 4 2. Open source software that is freely and directly obtained directly by a Federal agency;
[«>2 | 4o — A
need to provide an agency-unique Privacy Act Statement when they request (o use this form. Note: In signing this attestation, software producers are attesting to adhering to the secure

3. Third-party open source and proprietary components that are incorporated into the
- D2 AT E90f WS X0 SBOM 22 3rd
[ w R — A o —/
Each agency using this common form should provide Privacy Act Statements that conform 1o its software developmenl prdclices outlined in Section 111 for code dcveloped by the producer.
= = )
T o

software end product used by the agency; or
O I = | — D:' [} o — pplicable agency p and requin ]
P al’t o [=) o I P) ) ) ) ) o
Authority: 44 U.S. 3554, Executive Order (E.0.) 14028, “Improving the Nation's Section 11
Cybersect _

cy Act Statement 4

[NOTE: This Privacy Act Statement is unique to DHS. Ail agencies using this common form will

Software that is freely obtained and publicly available.
ity,” and OMB M lum M-22-18, “Enhancing the Security of the Software

Supply Chain through Secure Software Development Practices,” as amended by OMB S ” D, 2
Memorandum M-23-16, “Update to Memorandum M-22-18, Enhas g the Security of the l.' Seftware Producer Information
Software Supply Chain through Secure Software Development Practices,” authorize the Company Name:
collection of this information. Address:

City:

Purpose: The purpose of this form is to provide the Federal Government assurances that software
used by agencies is securely developed.

Background: This information may be disclosed as generally permitted under Executive Order
14028, Improving the Nation’s Cybersecurity (E.O. 14028) and Memorandum M-22-18,
“Enhancing the Security of the Software Supply Chain through Secure Software Development
Practices”™ (M-22-18), as amended. This form collects contact information from vendor
employees who make the attestation. For DHS, information may be disclosed as necessary and

State or Province:
Postal Code:
Country:
Company Websi

authorized by the routine uses published in DHS/ALL-002 Department of Homeland Security
(DHS) Mailing and Qther List System, November 25, 2008, 73 FR 71659, 2. Primary Contact for this Document and Related Information (may be an individual,
role, or group):

Name:

Title:

Address:

Phone Number:

Email Address (may be an alias/distribution lis

T Section 111
OMB: &t2| 0l &F
.
Attestation and Signature
. 5 D | (W] a 5 ) On behalf of the above-specified company, I attest that, to the best of my knowledge, [software
CI SA. Al- O | H-I 1 O| |- O| | —_— 1 O| |- -/ producer] presently makes consistent use of the following practices, derived from the secure

software development framework (SSDF),’ in developing the software identified in Section I:
SYNOPSYS

©2024 synopsys, Inc. 14

Synopsys Confidential Information




=N EA~A BO =

00

0

1= (EU Cyber

. SYAE AOIH = ¥
How the Cyber Resilience Ac

Resilience Act) : . .

_ _ 21! will work in practice ...
— EU &2 &3 22/(9/2022) o
 CRAE A A0 Dot @

Default
— AMOIHEOtE BE&0t= oHEsSH e X 2 24

—
2K =| O < al Application of a standard )
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. er criteria (e.g. extent of impact)
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— E—” O | E-I E i/ %l‘ iil» Examples Examples (Annex Ill) Examples (Annex Ill)
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