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NIST Special Publication 800-207

Zero Trust Architecture

Scott Rose
Oliver Borchert
Stu Mitchell
Sean Connelly

o A A0 CHet &

—
This publication is available free of charge from:
https://doi.org/10.6028/NIST.SP.800-207

COMPUTER SECURITY

NIST

National Institute of
Standards and Technology
U.S. Department of Commerce

Source: CSA - NIST - SP 800-207
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Zero Trust Access Consulting Services HSH{oF 2 Chf
LH/ 9l 2t Ho

Service Overview Why Fortinet?
To stay ahead of'a raPidIy evolving threat Simple and Flexible Engagement Fortinet is the #1 global cybersecurity
pe, orgar must adopt company, with more than 20 years of
security architecture and operations that Per-day remote service (FP-10-SA001) experience in protecting assets, detecting
enable a compr b and e malicious actors, mitigating threats, and
approach to cybersecurity. Fortinet offers Discover network attached devices across the network leading the way on industry evolution.
Zero Trust Access Consulting Services to
partner with busi leaders, helping Align existing systems and processes to security) and business goals Fortinet delivers the Security Fabric, a broad, 'I RE o I h
organizations be at their best through this integrated, and automated cybersecurity p . .
ever-changing environment. Guide templated or customized reference security architectures framework that weaves together all facets of —

i i - . operational and functional security. Z'I O|' ZI 1* 7"
Fortinet experts discover existing security . . o [ - == =22
posture elements through a vendor- Dellverables- ;

. ! " " FortiGuard Labs Global Threat Research and
agnostic approach, align findings to Network Device Inventory report Response organization leverages tested
buslness goals, strategm‘ obj:cl:zles, ::1: :esl pragﬂces Irecolrinmendiations artificial intelligence and machine leaming

! 'r ";‘“" o , 9 ccess Control policy review technologies to remain on the cutting edge of
existing projects an ure planning Zero Trust Access reference architecture Sl
. threat intelligence.
toward framework maturity. These Implementation guidance

collective tasks and outcomes empower
organizations to achieve a holistic security
architecture resilient enough to withstand

continuous change in the threat Key Business Outcomes
landscape.
Design & Architecture: Zero Trust Acess Architecture based
Advisory Team Proﬁciency on best practices. Tailored for customer’s business goals Discover °
v Dedicated access to experienced professionals . End to end consistent user & endpoint secure access ]
who possess decades of industry security . ArcP)itectures designed be resilient and to meet @ . :ecur!ty :Iorkshop
experience and direct connection to additional business goals Guide * ecurity Strategy

Security Posture
experts inside Fortinet

v" Our team can provide customers with Zero . Security Architecture
Trust Access advisory services during the ibl +  BestPractices
entire lifecycle of their projects possible. . . . Maturity Roadmap

v Best-in-class methodologies and framework *  Secure access strategy and policy review

alignment with studied application from our ¢ Endpoint discovery and inventory

Minimize Attack Surface: Review of existing endpoint access

o . . Conduct interviews
policies to ensure the exposed attack surface is as minimal as

. Review policies
Assess security

. Easy handoff for implementation

existing customer base ¢ Assess hygiene and posture . Identify critical business assets
N . . B - . Ongoing assessment of security
. Security Framework Integration: Working with existing posture
Domains security framework to best leverage all threat intelligence.
« Network Access Control (NAC) « Endpoint Posture . Security Fabric integration at all levels possible Securlfy Framewo.rk
« OT/IOT Device Profiling « Dynamic Access * Integrated & actionable threat intelligence Compliance Requirements
« Identity & Access Management (IAM) « BYOD Strategic Objectives
« Multi-Factor Authentication (MFA) « Device Discovery

© Fortinet Inc. All Rights Reserved. 16
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Gartner ‘enables organizations to see all assets (internal and
external) through API integrations with existing tools, query
against the consolidated data, identify the scope of
vulnerabilities and gaps in security controls, and remediate
issues.’

The advantage of this approach is that it leverages the
assets you already have.

Z2|9| 7| =F1E AP| S5t £ AHA 22|
LHQ| 50| AtitS AESHO] AHO|H 2HA| = O{E
A

HOI0|42 EHA[5HT RIYA o 2 23| A3

EASM

A way to discover and document external-facing assets that
may be potential breach-points into an organization’s
network.

Specifically, EASM helps organizations gain more visibility
into the applications, cloud services, and systems that are
visible in the public domain - which therefore may also be
visible to an attacker.
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Common Use Cases for External Attack Surface Management

Use Cases

Data |eakag®
detection

Source: Gartner
737807 C

Source: Gartner
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H
Digital Risk Protection Services ! 74
[oNe]

Digital Forensics and incident Resprose & Breach and Attack Simulation

Data Discovery and Management
Vulnerability Prioritization Technology EO | Z|
v PTaaS
=
o A7 |3H O HOt
= ITOR
< CPS Security
5 &) Managed SIEM Services cms_V_q
w External Attack I Endpoint Detection Vulnerability
9-< Surface Management and Response Assessment
w CAASM (0 MDR Services
Plateau will be reached:
Automated Penetration Y @
Test and Red Teaming Tool ) <& YIS,
© 2-5yrs.
Threat Intelligence
Products and Services ® 5-10yrs
Exposure :
SOAR
Management A 10
Cybersecurity Mesh Nchnrcture OT Security >10yrs.
As of July 2022
- X Obsolete before plateau
Innovation Peak of Inflated Trough of Slope of Plateau of
Trigger Expectations Disillusionment Enlightenment Productivity
TIME

Source: Gartner
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Vulnerabiblities /
Configuration Errors/
Exposed Services

Security Issues

Asset Discovery

Outlines Comprehensive Recommendations
discovery of assets such as External Recommended
Domains /1P / ASN / : Attack Surface : actions

Subdomains / Certificates Monitoring

Change/ Delta
Comparison

Comparison with previous
scanning results to identify
recentchanges

External Attack Surface
Management (EASM)

[of
ol
-
:i
i
Wi

Brand =\
Monitoring & Protection &

&
Credentials . Rogue Apps
Monitoring Typosquatting Monitoring

Monitor Leaked / Monitor similar looking Track Rogue
Breached Credentials domainnames Mobile Applications

" K¢

Social Phishing
Media Monitoring

Montior dicsussions against Track phishingcampaigns
brand in social media againstbrands

Brand Protection
(BP)

FMICH AZ 2| A MH| A

FortiRecon
Overview

Monitor & Collect

é Darknet Pastebin/IM
@ Forums / Markets @ Domain / Frauds @g Technical lOCs

c Social Media

H‘ Assess ———————, e— Actionable Intelligence —

o —
bl @ Executive Strategic

Management Decision Makers

|¢| Tactical GRC

Teams Teams

Prioritize Analyze

Validate Contextualize

J . J/

L

Deliver N

Deliverto customer viameans Flash reports & Threat Reports via Customer Portal

Adversary Centric Intelligence
(ACI)
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> BLIEH AHMSE (Asset Discovery) > HOt 0|4+ & A| (Security Issues)

=4 [ = | L
&
CRITICAL HIGH MEDIUM LOW
i issue .
[ MIS-CONFIG ] [ CREDENTIAL ]
issue
[ VULNERABILITIES ] [ SERVICES ]

@ i issue
Domain
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DISCOVERY
Usage Licensed Assets
OVERALL ASSETS EXPOSED SERVICES TECHNOLOGIES DISCOVERED
206% w
@ LIVE
446... 34 47
Total 193K
EXPOSED PORTS PRONE TO ATTACK
Nginx Google Cloud
Port 80 43 24
6.29K -33 U,
o Port 465 326
5K Port 8080
4K 33
2 Port 587 o3
2K Port 22
1K -54 -4 388 52

0 r T T T T T T T Port 995
S K s P e Port 5432

Q) 2\ o5°
pO Q a
© N 4 2 jQuery
& Port 993 29 26

© I
8Q\O\> 00«\@\0 & o . v o

4. Appeared W Disappeared Port 3389
39

Port 5900 --.

Port 110 e
= - - ele]

Q‘

A At S 0| AlS - HAE A/ MH|IA HE RS - ZAETIs EEAS
(AH]A 0] AtE-El 0{E2(7|0]4)

> Discovery Assets 2801 7IA|IH AH|S
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ISSUES
TOTAL ISSUES SEVERE ISSUES WIDELY EXPLOITED VULNERABILITIES
169% w
2.41K 22 04
ISSUE NAME ASSETS SEVERITY ISSUE NAME ASSETS SEVERITY
pREviousscaN (N
Exposed Elastic Search Service.. 29 Criticall Mis-configured .git/.svn expose.. 1 Critical
CURRENT SCAN [
e O el OB Exposed VNC Service 26 Critical CVE-2022-0001 1
Exposed PostgreSQL Service 18 critical CVE-2022-0002 1 High
Exposed Mongo DB Service 1 Criticall CVE-2022-0003 1
Exposed SSH Service 1269 [High )

e LEE| MHAXH e LEE|MHAXE HIEA| AR A A=l AFLE

- QHotA| B2 HE2IA0|H +d  CVE #[}H0| ZAE At M /2fA A9 At H|

—
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ASSET DISTRIBUTION

ASSET LOCATIONS

14

COUNTRY ASSETS ISSUES

United States 59 O

France 53 04024

Canada O

Portugall O Nolssue

Australia O Nolssue

China O No Issue

Ireland O Nolssue

Belgium O Nolssue

42| HO0| 5 7tAlS =R - AtEAt 22

| B e

© Fortinet Inc. All Rights Reserved.




ZE|H EASM 28 At 4

Japan

critical web server

* Phang-HighProfile-Assets

test MK

data center

mark_test

Tag-3

Tag Description Linked Assets

IOT assets

assets from Japan

HighProfileAssets

test

monitoring data center issues

Search

Created By

Anson Ko

Anson Ko

Aymen Garbouj

Seong Yee Phang - Itnl Cse

Intel

Anson Ko

Hyeonbeom Park

Vasyl Lymar - Intl Sme

Chris Crediford

Reuben Soobramoney - Intl Sme

Date

Mar 01, 2023

Mar 01, 2023

Feb 21,2023

Feb 21,2023

Feb 16,2023

Feb 16,2023

Feb 02,2023

Jan 30, 2023

Jan 27,2023

Jan 25,2023

Actions

Manage Assets

Manage Assets

Manage Assets

Manage Assets

Manage Assets

Manage Assets

Manage Assets

Manage Assets

Manage Assets

Manage Assets

+ SOC Y MSSP SH&E AL2 A
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Breach Dataset

Leaked Credentials

Total Credentials Exposed

Start & End date

Domain

acmedemo.com

acmedemo.com

acmedemo.com

acmedemo.com

acmedemo.com

acmedemo.com

Domain

Email

ze323471@acmedemo.com
yuktijain@acmedemo.com
yugandhar.gutha@acmedemo.com
vivek.vaidl@acmedemo.com

alexis.todesco62@acmedemo.com

augustinlaborde@acmedemo.com

e ABA R Al

I ZRH /29t B =

Select

Breach Name

Breach Information

Name
Le Petit Beret [www.lepetitberet.com]

Date Total Accounts
Feb 14,2023 21735

Breach Details

RailYatri [w : ‘ :
On February 16, 2023, threat actor 'LeakBase’ shared a database claimed to be from a French beverage
company, Le Petit Beret [lepetitberet.com]. The database was shared on the English language

RailYatri [w cybercrime forum 'Breached.

. : Compromised Data

RailYatri [w P , .
Customer ID | Shop ID | Gender | Language | Company | First name | Last name | Email address | Password
(hashed) | Birthdate | IP address | Website URL | Secure key

RailYatri [w

Le Petit Beret [www.lepetitberet.com] Feb 16,2023

Includes password

Le Petit Beret [www.lepetitberet.com] Feb 16,2023

Includes password

© Fortinet Inc. All Rights Reserved.




PRE-ATT&CK

24212] Al

Digitally-signed
software

SolarWinds

Weaponization

Reconnaissance

Supply Chain
Mapping
SolarWinds

Zerologin Exploit
Ryuk

Exploitation

Delivery e

BEC Insertion
Emotet

INCREASING SPEED, COMPLEXITY & RISK

ATT&CK

loT C2
Network

Trickbot

Command
& Control

Actionon
Objectives

Increasingly
Target OT Malicious

Ekans Ransomware
Extortion

Installation

Targeted Business
Interruption

Political/Hacktivism
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Pre-Attack Attack
60 <
Recon Weapon Delivery Exploit Installation C&C Action
) FortiRecon ) FortiRecon | FortiGate Il] FortiGate 11| FortiGate I1] FortiGate (% FortiAnalyzer
(HW/VM/CN/SASE) (HW/VM/CN/SASE) (HW/VM/CN/SASE) (HW/VM/CN/SASE) Event handlers & reports
&, FortiDeceptor & FortiDeceptor FortiProxy FortiProxy (@ FortiClient (@ FortiClient % FortiSIEM
- . Rules Engine & Threat Hunting
=) FortiClient ) FortiClient FortiEDR FortiEDR (%) FortiSOAR
FortiEDR FortiEDR - Defuse exploit Eﬁé;z?niompromised ~ rloa)é)ooks
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