OSIMSZ LIS ADIE #iXl= QEAA Ha|SA

2024. 9. 23

oS




1. QEAALISBOM
2. o ADIES @EAA #2|7 HQETN?

3. OSIMZ S¢t AOtEst 2FAA fo] Aot

os BC Copyright © 2024 OSBC. All Rights Reserved..



1. LEAAL}L SBOM

Cret LEAAL FAUFRE sl LEAA JIA|2} 0iF

A ADEQo{o| Z3tE Y
QITAA /

mpE DA

METHE| 2toj=zizjo] W 1 JH2XE Qs BIEX|E 2|0l
T3S QEAA 125t QZAA

LIFIHEoIM A E
LEAA

os BC Copyright © 2024 OSBC. All Rights Reserved..
3



SBOM 5= Qlst LEAA JiA|Sle] HRdH 1. QEAAQ SBOM

0|=
. 3™ 32 14028

. EO|- ADEQ0] 7§t T a
« 9| 7|7|0jl CHgt FDA 27 ALt

How the Cyber Resilience Act
will work in practice

e
+ AOJH 23 ¢
. SBOM2 'LIX|E 247} = BE RIZ0| TR

YOI PEECEIFT-SBOM isoftwars il of matarials) DA

OFA|O} Stoisater o

. $H2: SW 22 Hot Jjo|= ol o
H: AT EQ0{ BOM(BIll of Materials) 31 7}0|E




SBOM Hz|2] 0|HF

Cirst 329 &gu HIZLA o) Xgfst SBOM #2HAE Holsiu 7+4Q4E &

H|ZXLJA Dl SBOM 2| 39
( ? = AATCE B U FHON :
|q:mM? HHEN
( THALE ) Included in
x|

OII
0||

! NARY/DIS A0 OfE QEAA AN :

X = U

GEEEETIID S 3 12 B ) SI01E SW oA 244
| I SW =4

=N} '—~—‘ Lj 174 A QEAA ZHEO|L :
( =18 ) MHIA QTAA
ZE0|H 24

Al

;mﬂ/or oH2| 174 A

AATC I QEAA 30|
MA W HOPH : AATE

sHQ| M B ) =4
=1 oHEEI
| HIO|L2| Lj QEAA 0|
__— MA 9 Fop : Hio|2]

Q( we ) ( emax ) 24 )
? ) Included .R( 7 ) /
oS :




1. LEAAL}L SBOM

ADEQ 0] 78R4 U ZIY0H Ch3 JIAIY HES St MASH IS

ADIE

e e e

Open Source
Components

Version String
.

Vulnerability
Relationship
Libraries

Supplier Name



QEAA SBOM (0f)

SBOM &&=+

TTA EAA SBOM 4

22 (Baseline)

SBOM &= &3 (SBOM Validation Tool Name)

2 (Attribution)

ex) Folosology

BaAt (Supplier Name)

ComponentSupplier:

FEFHXE (Author Name)

Component Author:

ZXHE (Component Name)

ComponentName:

HH (Version String)

ComponentVersion:

1QAMHEIHUnique ldentifier)

FormatID:

SEUE 33| (Component Hash)

FileChecksum:

Attribute SPDX CycloneDX SWID
Author Creator metadata/authors/author | <Entity> @role
Name (tagCreator), @name
Timestamp Created metadata/timestamp <Meta>
Supplier PackageSupplier Supplier <Entity> Qrole
Name publisher (softwareCreator/publis
her), G@Gname
Component | PackageName name <softwareldentity>
Name @name
Version PackageVersion version <softwareldentity>
String @version
Component | PackageChecksum Hash <Payload>/../<File>
Hash Or VerificationCode “alg” @[hash-algorithm] :hash
Unique DocumentNamespace bom/serialNumber <softwareTdentity>
Identifier combined with SPDXID | component/bom-ref @tagID
Re|ati0n5hip Relationship: (Inherent in nested <Link> @rel, @href
DESCRIBES; CONTAINS assembly/subassembly
and/or dependency
graphs)

2H0|MA @ (License Name)

Component License:

2t0|MA AgtgE(License Usage)

Dynamic/Satic Linking:

HOLE9FH DB(Vulnerability DB)

VulnerabilityDB : NVD

#H M (Relationship)

IncludeComponent, ImportComponent

22| = YUK Release Date)

ReleaseDate:

Table 1: A mapping between SPDX, CycloneDX, and SWID to capture the core fields discussed
in the “baseline component information” SBOM.

Survey of Existing SBOM Formats and Standards - Version 2021, NTIA Multistakeholder
Process on Software Component Transparency Standards and Formats Working Grou

OS

CWE

CWE-89

CVE ID

CVE-Year-Serial Number

CVSS Base Score

Base :, Impact: , Exploitability :

CVSS Severity

CVSS Severity: High, Medium, Low, None
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Management Scope Management Process Release/ Distribution
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Source Code Project Creation D Verification Notification
Binary Code Policy Review Source Code Disclosure
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Imported 3 Party SBOM Remediation Custom SBOM Supply
Open Source Package Custom SBOM Creation
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CM & Repositories r Project/Issue Mgt, Communication I
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Policy Conflict Information

Policy.
step License Use Approval Remark
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ory sharing req

APPROVAL

_ pa31395F3031

OS s



Ciofet B2 BT} HZLA DHS /5t QU3 A 7Y

(Flexible Policy Management)
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> License Policy List

[ Basic License Policy | [res | [ License Policy that OSBC recommands J

Policy Name Global Policy Remark Operation

[ @PL 20-released Open Source License Policy | [N | [Open source project released under GPL 20 |
[ Traditional commercial icense policy | [No~] | [License policy that prohibits disclosure of saurce code |

License Policy Step List

i Selcted License Policy : Basic License Policy

Policy Step Policy Step Color License Use Approval Remark Operation

1 [ sLacx v | [ Disepprovel ~ | [ Remove or Replace with anather component J

2 [reD v | [pisspproval | | [Remove or Replace with anather component |

3 | oRanee v [approwl | [Approal according usage type. Meed to review scope of source code disclosure

4 = v | [approwal v || [Approval with duty to notify |
[ |

License Policy Item List

License Policy ftem Description Operation

Prohibition of protection of technical protection measures, provision of m

Attribute 7
installation information

Slease drop attributes hare

19



OSIMS 7|5

( SDLC 7|ute] Qi3 Y3 =29 pal
(Flexible Workflow Management)
& SDLC or DevOps 7|8t9] MH|(AMFZE), JHH(AAIZH AE), Z2|X(XISXOI 22]) 95t EtAX Q3=2Q

+ ZX9| SDLC £2 DevOps HZ0| Lf2t Mei™ QI3 YIZ2Q ME0| JHSEILILL.

\\

~

Y/ /f

ec. ). wughaiz \\: ABMUCIAoU b Hensm ) Lofomnb \}:) Lojiomnb Ccpscg -.\
- xx|o| AREQ0] Y W HTZA|A0 T2} OSIMSHIM HIZ5H Y= SBOM -' / /

X

-t =

B2 YIZ220I AMAE YIE2Q, 75 YIASEL, 0| YIE29E

ﬂEﬂHI—-!BE I_-Ilg.%al' _¢_ 9A|§LI E_I-- B}ugL}\ Asupcspou BLOCEEY [PE PIUSUA ASLICENOU

[ ) %xg x1|§/_+_EE-?:IIO‘| _Q_I .EE'I E.IE OIEO'“E %OEI él_l' 2%&& ?‘Ao.lgéo'“*-l E?_"1i'| glrx-l 0 I €t_‘. \[ wughaiz \I‘,\[ wushziz Cpsck [}:’.s gednsay ’\;) Asuycspou [) HENEM \]1 Lofomnb \’1" Lojiomnb cpsck \

UHE Z HAIZICE HX|50] X S0 M2t MER YIEERE M50 | | |

#elg 5 AFLICL

20MICs [0gs ASLIICSI0U bLOCSEY [PS Z0MICE COGS ASUYCI{IO

Binary Verification Information

b OS'MSOIII*-IE }_E! LH ]I'Iég EI'EI SBOM?‘_}EIE '?’IQ %ﬂ%g-?- % OI'Ll E-l' *-IE]II'EI Version | Requester Dm‘:‘“":"“ Requested At Verif. Status "’s‘:":f:" dms';'::n Verif. Real File Name Total File Size """""mc“":"""‘“‘ Operation
S B O M '?:I‘E-I % '?'I ?._I‘ A-l EEI' EI '?=I ﬂ%g-?—% xl %J EH—I EI‘. EI-" E‘E‘il'El_l S B O M E% % 1 bianadmin  DevelopmentTeam | 22003 | gtering Usage Type | Success | g’ tutorial_files for binaries zip 14067 KB 3

OtL|2} 5= Mo|El SBOM ESE 2¢H| Import 610 2t2|gt 4~ USLICY.

° G ITO I LI' N EXUS % El'oggl_l' E.I I[I‘XIEE.I QI'E éﬂ}“ ﬁ%él‘m Qgiﬁ Il:l_l'ﬂ Version  Requester D";:ml Requested At Verif. Status Y:‘ﬁ:":" ci:;:u Verif. Real File Name Total File Size m""gwc":”"'"‘ Operation

-?-:I H%E—?- -Tll-_l' EI?I‘ 7 I‘%E"LI EI‘_ giﬂHO'" $§'Hxl %’E 2%_4_&21 AI‘%OI %7 I']II g 1 branadmin  Development Team | 2020503 Analysis Check success | 2924090 | wutorial fles for source codeip 702578 K8 0
Z9 MmOz oiXjal YT 229 MBS E5 OEAAC| S AR £HS __=—

o=
xI -EI %I‘LI EI‘- SBOM Verification Information

Requester Total File | Detected
Version  Requester Requested At Verif. Status Status Changed At Verif. Real File Name Scan Type Component Operation
Department size ity
2024-09-03
3 | brianadmin | Development Team | 020N | Review Verification 2024-09-03 145256 binarySample_MissingComponentNamejson = OSIMS 8529 KB 3
2024-09-03
2 | brianadmin | Development Team | TR Review Verification 2024-09-03 14:5245 binarySample_Addedcomponentjson osiMS 297 k8 4
2024-09-03 :
1| brianadmin | DevelopmentTeam | 02D | Review Verification 2024-09-03 14:5235 binarySample_Originaljson osiMs 8533 KB 3
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*  OSIMSOf|A] 2|k U= ZEIL B SBOMS HH2 = H7|X2l Retro—-Scan*32 e
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* Retro-Scan2 AZE0| THQAT} JHK|T U= HIEFHIO|ELS 7|#O2 AFHLA0| R

Asset Classification Name Importance Remark Operation
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J_'—'Igl' *oI‘E% LI EI‘. [ £re ystem | [megium v | systems aperating in & network sepertion | Update Delete
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Vulnerability Level
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Cj :I_:ILI." _7':_2|- SBOM E 8 %1 %%‘)‘ Scannergl- 0" EE'X"OE U| ot % -I I I El: SBOM SBOM Management Manage S8OM output item.
GO|Ef HE &2 (E/HE 2ATE, HIO|LZ| SCA, Repository &) soom i Selactc o it
SBOM Name Remark Creation Date Operation ety
System Defauit SBOM System managed SEOM List Zﬁ‘ggﬁy
[sen Ii I -1
. = = = [ test shom | | [test sbom it | 22%‘12“;;'[?1 Delete Idawmuad url <common>
- OSIMSE =H EZQI SPDX, CycloneDX % OfL|2t 2L EZ=9I TTA SBOM} NIS SBOM ‘ T = e T
A A2 X} 2tEA] Mol=l SBOM H|0|E] JI'ES’-I Import & 40| 7}S&iLICE M ’ .
+ OSiMSE &ixlf FOSSID, Clarity, Snykat Z2 48 SCA =1 &£ OfL|2} Sonatype Nexus
Repository2S X[t 11 85 OSV Scanner, FOSSLight Scanner®} Z2 QEAA e
SCA} 7|E} 48 X QEAA ﬁ’ﬁ. 2 3 X|EE ofI-eLICt. - L e
Verif. Type SBOM Vverification Information Verif. Type $BOM Verification Information
« 0SiMS2| SBOM Management 7|52 Sdll ZXI2 ATEQ|0| 33Y &2} H|XL|A D0 e : = :
- Requester brian_admin uester brian_admin
III‘EI- Etogo}ﬂl R? E|01 IEI ¢ ?AI:: SBOM HIOIE1 EEIEE E'I-cgsl. AaHLﬂ u' nﬁ/*}x1 golEI Requested At 2024-09-03 14:52:34 Requested At 2024-09-03 1452:44
Zoioz 3 E M|y EE MEANA MEfHMOoz= MZSI0{ SBOM 40| 7SEILICE B e - —
0|2{gt SBOM Management 7|52 0| FDAZ2] Ensuring Cybersecurity of Medical ' '
Devices, SEC Regulation, NIST2| Secure Software Self Attestation Common Form e [ o | [y I—— P Ty
St REQ| Cyber Resilience Act, Product Liability Directive St Z2 30l thS5}7| - oy | - i |
Lol HE H ADEQ0 HE HQ5 SBOM M40 1Moz XMEE £ USLLCL - o e s . g
Unmatc hvdc::::n[ List camwn"“ o cu&m sss Nmbllm Urmla[(hm:;::‘::nl List &mwnm . “L':'(p,a;m sc‘v:; Wk[:::lmy
sqlite 325 ] C-Dl-:? D-:onl-y camba 30 .ZDb G:];Z‘:,-Dr- eritical
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